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1 Introduction

WebCCTV is a unique digital video surveillance s, which combines three major
functions in one Network Video Recorder (NVR) orgibal Video Recorder (DVR): local
digital recording, multiplexing and simultaneousngmission of the video via existing
networks (TCP/IP). To a standard WebCCTV, up tac&Meras can be permanently recorded
while multiple operators at different locations the network are accessing the WebCCTV
device.

Being a networked device, WebCCTV utilizes two bagirinciples of the
Internet/Intranet technology:
WebCCTV works over the TCP/IP network protocol, ethprovides maximum
connectivity. This means that the existing compuework infrastructure can be
used eliminating extra installation expenses.
WebCCTV uses a web-based user interface to viesvifivages, recordings, etc.
More specific it uses Microsoftiternet Explorer.

w

Remote and Local Monitoring

To remotely monitor the connected cameras, the &
WebCCTV uses Web Browser technology. To E
locally monitor video, the WebCCTV also
provides a local interface via a PC monitor
directly connected to the WebCCTV. This local
interface allows an operator to see live video
from the connected cameras without the need fo
additional client computers on a network.

Continuous Activity-Based Recording

By default, a WebCCTV continuously records all imagrom all the connected cameras
based on activity detection. In this case, only ement is recorded. If there is no movement,
no recording takes place. If necessary, the WebCG€arvbe set to record continuously.

Intelligent Storage Option

WebCCTV uses a first-in/first-out (FIFO) overwrpeinciple. Once the disk is full, the oldest
images are overwritten.

Semi-Continuous recording (recording based on iagtiketection) allows a WebCCTV to
store pre- and post-alarm video. Pre- and Postralaiages are often more important than the
images at the time of the alarm event itself. Up tminutes of pre- and post-alarm video can
be stored per event.
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WebCCTV makes a distinction between common activeégordings and pre/post alarm
recordings. In the way that, alarm recordings havagher storage priority and will not be
overwritten by non-alarm recordings.

The WebCCTYV is operational even when no live mamtp occurs. While the
@ WebCCTV continuously records images from all themeeas, video is transmitted

from the server to the cliemdnly when an Internet browser is connected to
WebCCTV and someone is live-viewing images from onmore cameras.

———
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2 Getting started

This chapter provides basic information to get ystarted installing and using your
WebCCTV.

2.1 Equipment checklist

Carefully unpack your WebCCTV and check for thesprece of all items listed below.

2.1.1Hardware

Check to make sure you have all following items:

1 x WebCCTV

1 x Power cord

1 x WebCCTV Recovery DVD

1 x empty DVD for “Save Settings”
1 x USB or PS/2 mouse

1 x Keyboard

e If you want more specific information about younas hardware, please contact
"l" your installer/distributor.

S It is possible to add extra hard disks to the iiméquested to extend the storage
1',!7 space. Contact your installer/distributor.

2.1.2Software

The following software is preinstalled:

Microsoft Windows XP Embedded Operating system
WebCCTV4 Video security software suite
Adobe Acrobat Reader 8.0 or higher

2.1.3Documentation

WebCCTYV Installation manual in PDF format
WebCCTV User manual in PDF format

Alarm Component Installation manual in PDF format
Quadrox POS Printer manual in PDF format
Remote POS Monitor manual in PDF format
WebCCTV NVS400 Guide

WebCCTV NVS1000/2000/4000 Guide
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2.2 Starting up for the first time

This chapter provides information on the followimgcedures:

Turning the power on and off
Logging on to the XPe system
Desktop icons overview
Changing the password
Setting the time

Changing keyboard language
Adjust screen resolution

L Connect monitor, keyboard and mouse before turamthe power and configuring

Jd, webccrv.

2.2.1Turning power on/off

2.2.1.1Turning power on

To turn the power on, follow the steps below:

1. On the front side of your WebCCTV, you'll find am@ff button. This is a one-touch
button. When pressing it briefly, WebCCTV will bagts start-up procedure. You can
verify the correct start-up sequence by checkiegdiowing:

The fans are turning and make a humming noise.
The power indicator is illuminated.
The hard disk indicator is flashing.

2. When you have a monitor connected, you can see that

First it lists all the hardware components.
Second it starts loading the Windows XPe operaygiem

3. After about 1.5 to 2 minutes, the WebCCTV shoulduiky started.

The first time you turn on the power of your WebGCTts initial screen will be the Windows
XPe logon screen.

‘1!" WebCCTV does not logon automatically by default.
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2.2.1.2Turning power off or restarting

Before shutting down or restarting a WebCCTYV, themeesome important precautions to make
note of. Because a WebCCTYV is constantly recor{4d) activity video on the disk, the hard
disk is used very frequently. If a user shuts dolmnWebCCTV while it is writing to the hard
disk, there is always a danger of damaging the hisk. This may result in having an
unbootable WebCCTYV afterwards. There are two ogtion

Restart or shutdown WebCCTYV through the normal \Wwslinterface:

1. On thetaskbar at the bottom of your screen, click tB&art button in the lower left
corner.

On the start menu, in the lower right corner, clidtut Down

On theShut Down Windowsdialog box, select thReestart or Shut Downtab.

Click OK to shutdown or restart.

Wait until the WebCCTV completely has shut downdoefunplugging the power
cord.

akwn

Restart or shutdown WebCCTV by using the shutdouttob on the unit itself:

1. On the front of the unit there is a button to sthouivn the WebCCTV.

2. Because our WebCCTV is ACPI enabled, clicking thigton once for arief
moment will initiate a graceful shutdown. This is handleg the MS Windows XP
embedded Operating System, because it detectditheoa the shutdown button
and will shutdown automatically.

3. Please be patient because it can take nearly aerfiefore the WebCCTV actually
shuts down completely. The WebCCTV has stopped wihen green power
indicator has gone out.

4. Wait until the WebCCTV completely has shut downdoefunplugging the power
cord.

2.2.2Logging on to the XPe system

For access to the WebCCTV’s operating system, yauve hto specify a Username and
Password.

The first time you turn on the power of a WebCCH¥ter its boot sequence (see above) has
completed, its initial screen will be the WindowB&logon prompt:

The default Administrative username Agiministrator
The default Administrative password webcctvnvr

It is highly recommended to change the Administepassword as soon as possible.

If you use an ‘AZERTY’ keyboard, this beconmesbcctvnvr. SeeChapter 2.3.6how
to change this to Azerty settings.

LN T

Version 4.4 Series



2.2.3Desktop icons overview

WebCCTV'’s Desktop Screen

. ¢fl My Computer. By double-clicking this icon, the user can seeomarview of all
a8 configured disk drives/partitions on the WebCCTV.

My Network Places.By double-clicking this icon, the user can seeaarview of

E all Network places visited. By right clicking antten choosing ‘Properties’, the user
can see an overview of all network connections iptesseind can adjust the TCP/IP
settings of the WebCCTV.

Recycle Bin. Temporarily stores all deleted files and foldergmpto permanent
deletion.

Start Video Server. By double-clicking this icon, the user can stare th
WebCCTV’s video server. If the video server is athg started, double-clicking
doesn’t change anything.

o .
=

Stop Video Server.By double-clicking this icon, the user can stop WebCCTV’s
video server. If the video server is already stopp®uble-clicking doesn’t change
anything.

a -
=

L & Video Browser. By double-clicking this icon, the user starts WWebCCTV web-
Ll application on the local WebCCTV.
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Video Manager. By double-clicking this icon, the user starts Wed®Cweb-
application on the local WebCCTV. The system cammamaged and configured
here

Optional Components. This folder contains links to the setup files fbe tAlarm
Component, Remote POS monitor, etc.

Support. A folder that contains a few support tools to adister the WebCCTV
server application such as the Event Viewer, Regeslitor, etc.

Operator mode toggle. This switch enables the user to switch back anthfo
L | between Operator mode (a restricted operational enatiere only the local
interface is present) and Administrator mode (a-restricted mode where all
system manipulations are allowed).

On screen keyboard.This on screen keyboard can be used as a vireydddard
when no physical keyboard is present and connéotdte WebCCTV.

-

El

m Windows Explorer. The user can use this application to browse throtig
contents of the local hard disks.

2.2.4Changing password
To change the Administrative password, follow tteps below:

Go toStart->Control Panel.
When in Control Panel, seledser Accountsfrom the right-hand list.

]y e
g Back J QN Home

- User Accounts
!'91 T

Learn About

,;{] User accounts

_?J User account bypes

2] Switching users Pick a task...

*  hange an account
*  Create a new account

®  hange the way users log on or off

or pick an account to change

® Administrator
""" Computer adminiskrator

3 _)! Password protected

Operator
Limited account
Password protected

ra Guest

@ Guest account is off
|

User Accounts Screen
In the User Accounts screen, selectAlgeninistrator user.
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~ioix

Click Change my password link.

@ Back () m Hore

D U

@

Learn About

‘ﬂ Creating a secure password

\31 Creating a good passward
= hint

‘ﬂ Remembering a password

Change your password

Type your current password:

Type a new password:

Type the new passward again ko confirm:

IF wour password contains capital letkers, be sure ko bype them the same way every time
vau log on,

The password hint will be visible to everyone who uses this computer,

| Change Password I Cancell

Changing Password Screen

Enter your current password.

The default Administrator password is webcctvnvr.

Enter a new password and confirm it.
Click Change Password button to save new Adminati@ccount password.

When you change the Administrator password in Wivgldhe Administrator
password of the WebCCTYV application is automatycalianged to this password.
This means also that when you change your passwaoheé WWebCCTV application,
that your Windows password will be changed autora#yi!
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2.2.5Setting time

For the WebCCTV to function properly, it is veryportant to use the applicable Time Zone
setting. This can be done in two ways, or by\thebCCTV application configuration (See
WebCCTV User Manual Chapter 3.3.10 Time Synchronisigon), or by theWindows XPe
OS configuration.

> We strongly advise you to use the WebCCTV applicatvay as this is the easiest
\'lv way to configure your time settings.

2.2.5.1Through WebCCTV Web Application

Time synchronization allows you to synchronize tiomeall devices connected to your unit
(e.g. cameras) and synchronize your server wifteaific time server. This can be done by
going to theSettingsmenu in the/ideo ManagerWeb Application and selecting tii@éme
Synchronisationlink in the top bar

arms POS  Storage Manager Single View Mosaics Network Video Recorders  Network Settings  Certificate Management  Time Synchronization

Time Synchronization

Please choose time synchronization type

Synchronization Type

© Use video server as a (proxy) time server
O Synchronize all devices with an external time server

 Manually configure time synchronization on each device separately (ot recommended)

External Time Synchronization Server

O 1P address:
OR
& DNS pname: {pool ntp.arg

Apply

Time Synchronization Screen

There are three options:

Use video server as a (proxy) time server The unit will synchronize with an
external time server if configured in the bottonntpd the screen. If empty, the unit
will act as a time server for itself and the cortedalevices (e.g. cameras).

Synchronize all devices with an external time serve- The unit and all the
connected devices (e.g. cameras) will be synchednmth an external time server.
Configure the IP address or DNS name of the extéima server in the bottom part of
the screen.

Manually configure time synchronization on each deiee separately (not
recommended)- No synchronization at all is performed, neitfogrthe unit nor for
the connected devices (e.g. cameras)

® If your unit is part of a domain, this menu willtrize available. The unit and
l.' connected devices (e.g. cameras) will be synchednsmitomatically with the Active
= Directory of the domain.

Click Apply to save the settings.
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2.2.5.2Through XPe OS
22521 Changing time zone

To change the time zone, follow the steps below:

In Control Panel, in the left upper corner click the link ‘Switch €lassic view'.
When in classic view, selebate & Time from the right-hand list.

On theDate and Time propertiesdialog, select the tadtme Zon€e

When on theTime Zon€ tab, select the correct time zone.

Click OK to save the ‘Date and Time’ changes.

To adjust the Date and time manually follow thepstbeelow:

In the Control Panel, in the left upper corner click the ‘Switch to €& view’ link.
When in classic view, selebiate & Time from the right-hand list.

On theDate and Time propertiesdialog, select theDate & Time’ tab.

When on theDate & Time’ tab, set the correct date and time.

Click OK to save the ‘Date and Time’ changes.

2.2.5.2.2  Time synchronization

Synchronize your computer time with the atomic klan the Internet for the best time
accuracy.

Optionally the installer/user can configure a Weld®Cto synchronize its time and date
automatically on a regular basis using a so-cdll@sie Server’. These special servers exist
often on bigger corporate networks or on the Irderfio set this up, follow the steps below:

Click Settings -> Control panel

In Control Panel, in the left upper corner click the ‘Switch to €&c view’ link.
When in classic view, seleDate & Time from the right-hand list. On tHeate and
Time properties dialog, select the taliriternet Time’. You'll see the following
screen:

Date and Time Properties ) j ] _'_’_!_)fj

Diate & Time i Time Zone  Internet Time l

¥ Automatically synchronize with an Internet time se

Server: I time. windows.com _v_]

An error occurred gething the status of the last synchronization. The
RPC servet is unavailable,

Synchronization can occur only when Your carputer is connected tothe
Internet. Learn more about time synchronization in Help and Support
Center.

oF | Cancel | Apply

Internet Time Screen
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Check the boxAutomatically synchronize with an Internet time sewer’.

Enter the name or IP-address of a known time semt@ithe 'Server' edit box. Note
that when using a name in the IP-address settihteWebCCTV server, a correct
DNS IP-address should be supplied. Otherwise tisenwill never be resolved/found.
If you use an IP-address there is no need to peaiDNS server.

Click OK to save the ‘Internet Time’ changes.

The default Internet Time Server is time.windowsicdowever you can use other
S time servers for synchronization, such as thoseiged below:
vlv time.nist.gov (IP-address: 192.43.244.18)
utcnist.colorado.edu (IP-address: 128.138.140.44)

@ Make sure that there is no computer in the netwotik the same IP address.

2.2.6Changing keyboard settings

Open the Support folder on the desktop. Doubl&kdit the desired keyboard icon and follow
the instructions. Once completed, your keyboartinggst are changed. The following keyboard
layout icons can be found in the support folder:

Dutch (Belgium) German
Dutch ltalian
English Russian
French (Belgium) Spanish
French Ukrainian

If you don’t find an icon for your desired keybodagout (Language), follow the steps below:

In Control Panel, in the left upper corner click the link ‘Switch €lassic view'.
When in classic view, seleRegional and Language Optiongrom the right-hand list.
In theRegional and Language Optionglialog, select thd_anguagestab.

When on thellanguages tab, click the Details’ button. The following window
appears:

Settings | Advanced

Defaultinput language
Selectone of the installed inputlanguages 1o use when you startyour

& Keyhoard

Keyboard Settings Screen

Version 4.4 Series



In theText services and Input languageslialog, add the desired keyboard layout.
After adding the new keyboard layout, delete thepkeyboard layouts.

Use the ‘Default Input Language’ combo box to sellee keyboard layout you added.
Click OK to change the keyboard layout.

In theRegional and Language Optionglialog, select theAdvanced tab.

Select youtanguagein the upper list box and enable the check boofefault user
account settings Click OK or Yesfor all pop ups.

o It's possible that your computer will restart ifghis necessary to apply the
‘l.' changes
21|

Fiegional Dptions | Langusges  Advanced I

= Language for non-Unicode programs

Thiz spstem zetting enables non:Unicode programs to display menus
and dialogs in their native language. It does not affect Linicode
programs, but it does apply to all users of this computer.

Select & language to match the language wersion of the nonnicode
programs #oL want bo use:

| Dutch (Belgium) =l

- Code page conversion tables

10000 (MAL - Fioman) ﬁl
[ 10001 [MAL - Japanese)

O 10002 (MAC - Traditional Chinese Bigh)

O 10003 (MAL - Korean)

[ 10004 [MAL - Aeabic)

[ 10005 [MAL - Hebrew] _:]

r— Diefault user account zettings
v #pply all seftings to the current user account and to the default:

ayzer profile

ok, I Cancel | Apply |
Change Default User Settings i L : _’il

t You chose ko apply these settings to the defaul user profile.
-

'

These changes. will affect the logon screen and all new user accounts, Some system services may require you ko
restart your computer before the changes will kake effect.

; =

L The required files are already installed on vour hard disk. Setup can use these existing files, or SEtup can recopy
\5() them From sour original Windows CO-ROM or from a network share.

Wwould wou like to skip file copying and use the existing Files? {IF wou click Mo, you will be prompted ko insert your
windows CO-ROM or to supply an alternate location where the needed files may be found.}

Click OK to save the ‘Regional and Language Optiatsanges.
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2.2.7Adjusting screen resolution

To adjust the screen resolution, follow the stegisw:

D U

Click Start-> Settings-> Control panel-> Display

On theSettingstab, undefScreen resolution drag the slider, and then cligpply .
When prompted to apply the settings, clOK. Your screen will turn black for a
moment.

Once your screen resolution changes, you have d@dnds to confirm the change.
Click Yesto confirm the change; clicklo or do nothing to revert to your previous
setting.

Display Properties

Display:
Flug and Play kManitor an NYIDIA GeForce2 Me/ix 400

....................

1024 by 768 pixels

Color. Screenaea—————————————
Pnue Ciolor (32 bit] | F—BSS — J— hore

lroubleshoot...l Advanced... |

0] 4 I Cancel | Apply |

Display Properties Screen

A higher screen resolution reduces the size oftéms on your screen and increases
the relative space on your desktop.

Your monitor and video adapter determine how higln gan change your screen
resolution. You may not be able to increase theluéisn beyond a certain point.

Changes to screen resolution affect all userdalgadn to the computer.

Only the recommended screen resolutions are lig@@dadditional settings, click the
Advanced button on theSettingstab, click theAdapter tab, and then clickist all
Modes. Select the resolution, colour level, and refnegk you want.
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2.3WebCCTV in the network

2.3.1Network overview

This chapter gives the schematic representatiadihehetwork camera and WebCCTV NVS
connections.

To connect your network camera and NVS properlk laiothe following figure:

oy ——a

i ]

Analogue WebCCTV NVS
Camera

Network ATy
Camera | ey
e e | — = -- QLWAN/mtemet D
Switch Router sy T Remote
Computer
LAN
WebCCTV NVR

Client PC

Connecting Network Camera and WebCCTV NVS Scheme&o

To configure your network camera, please refer e manufacturer's manual
supplied with the network camera.

y
‘_o

To add a network camera to WebCCTV, refer to then€a Wizard chapter in the
WebCCTV User manual.

Please note that a list of all supported camerashbedound inAppendix C.

Analogue cameras can also be connected directlyet®WebCCTV when a digitizer
card is present on the WebCCTV.

(s e (it |
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2.3.2Connecting WebCCTYV to the local network

When you start your WebCCTV, Windows XPe detectaurymetwork adapter and
automatically starts the local area connectionikénbther types of connections, the local area

connection is created automatically, and you dohane to click the local area connection in
order to start.

S. A local area connection is the only type of conmecthat is automatically created
T_!'!’ and activated.

To establish connections of another type followdteps below:

1. Click Start -> Settings-> Control panel -> Network connections

2. In the Network connections window clidkile-> New connection You'll see the
following window:

New Connection Wizard

Welcome to the New Connection Wizard

This wizard helps ywou:
* Connecttothe Internet.

* Connectto a private netwark, such as vour workplace network.

To continue, click MNext.

[ Mext » l [ Cancel

Network Connection Wizard Screen

Follow the prompts the network connection wizarovites to define your unit in the network.

S. For obtaining more detailed information about yoaetwork settings, please contact
T!'!’ your system administrator.

Version 4.4 Series



2.3.3Assigning IP address

If you cannot use DHCP or APIPA for IP address auldnet assignment, the IP address for
the Windows XPe-based client must be manually ganéid. The required values include the
following:

@

An IP address for each network adapter installethercomputer.
The Subnet mask corresponding to each network edsajdcal network.

In order to facilitate remote connections to Web®CIE is recommended you use a
static IP-address

To manually configure an IP address, follow th@steelow:

Click Start->Settings->Control Panel

In Control Panel, seledtetwork and Internet Connections

On the Network and Internet Connections sheetcsBietwork Connections

In Network Connectiongjght-click the local area connectionthat you want to
modify.

SelectProperties.

On the General tab of the Properties sheet, skleghet Protocol (TCP/IP).

Click Properties.

On the General tab of the TCP/IP Properties ske&tct theJse the following IP
addressoption.

Enter thdP address subnet mask anddefault gatewayfor the selected adapter in
their respective text boxes. The network administrenust provide these values for
individual users, based on the IP addressing schenyeur site. The value in the IP
Address text box identifies the IP address for tigisvork adapter. The value in the
Subnet Mask text box is used to identify the neknlbr for the selected network
adapter. If needed, tH&NS server addressan be entered also.

Click OK to save the IP addressing information.

Click OK to save the connection properties.

2.3.4Firewall configuration

The following ports need to be opened for connastigoingtowards the WebCCTV:

TCP Port 80: Web application

TCP Port 1518: Control connection

UDP Ports 4096 till 4223: Video streaming

TCP Port 3389: Remote Desktop connecti@ptional). Frequently asked by
support when you have an issue)

5. TCP Port 5666: Q-Monitor Service.

PoODNPE

RTP uses two UDP ports per stream (versus one anotti streaming format in
versions prior to V4.0.0.0), one for RTP (the vid#ream itself) and one for RTCP
(QoS signal stream), limiting the software to a maxn of 64 concurrent streams.
This number can be limited (e.g. for security pwgxs) or extended using tBettings
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> Network settingspage. In that case, Quadrox recommends you to @apember of
spare ports to avoid switching issues, e.g. 4 pextsea. The first port in the range
should be even.

Like all applications which communicate over netkgrWebCCTV uses communication
channels to pass data (commands, video, web-pates,.) back and forthThe network
language that the WebCCTV uses is called TCP/IPThis is not a unique language but a
family of related network languages, called networtitocols. These TCP/IP protocols are the
network protocols used on the Internet and on metstorks throughout the world today.
WebCCTV uses two protocols specificalyCP andUDP.

A communication channel on a TCP/ifetwork can be represented as a tunnel with two
endpoints. The two programs communicating with anether are each said to be at each
endpoint. These endpoints are calbexits.

When the two programs communicating with one amotme not located on the same
corporate network (like most communication betwagwogram on a client PC and a program
running on another computer on the Internet), ofteste is some kind of guardian device in
between them. These guardian devices are chlledvalls. Their job is to guard all network
communication between the corporate network andiriternet and block certain unwanted
communications while allowing the desired commutiicato pass.

There are several levels on which a firewall caardunetwork communication. The most
common way is to allow or disallow certain portdowused, depending on which applications
are allowed to communicate.

A firewall guards a port in a certain direction. @munication that is initiated from the
Internet towards the corporate network is callezbining traffic, while communication from
the corporate network towards the Internet is dadletgoing traffic. Note that thieitiation of

the communication is important: once a connect®made, data can be transferred in both
directions.

Let’s apply this principle to WebCCTV network commcation. The WebCCTV client (the
ActiveX component embedded in Internet Explorethat client machine) will try to create
network connections to the WebCCTYV server. The eamesult of these connections will be
video data streaming from the WebCCTV server to WebCCTV client, but since the
WebCCTV client initiates them, they are referrecatoconnections towards the WebCCTV.
From the client perspective, it is outgoing trgfirhile for the server it is incoming traffic.

S. In order for the WebCCTV to function correctly, th@propriate ports need to be
1'!7 opened for communicatidowards the WebCCTV.

There are three port configurations to perform:

1. TCP Port 80: to allow external users to see the web interfaeTP traffic). This port
is usually opened by default.

l Some ISPs block port 80. Please inform yourself.
&y
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2. TCP Port 1518 to allow external users to receive alarms, cdrRMZ cameras, send
commands, etc. This is called the WebCCTV conigpia.

3. UDP Ports 4096 thru 4223 By default the WebCCTV uses a range of UDP ptarts
transport video streams. These UDP ports are stehing all the time. The WebCCTV
software enables them at random to enhance security

S Typically when the UDP ports are not opened colyethe user only sees the web-

"l" interface but no live images.

To allow Quadrox support personnel to get remotessto the WebCCTV, TCP Port
S. 3389 needs to be opened for Remote Desktop Copnecti
1-_!7 If the Video Server is monitored by the Quadrox Marng Department, TCP Port
5666 needs to be opened.

A firewall can be placed on several positions i& tietwork. The most common place is at the
edge of the corporate network, or in other wordavben the corporate network and the
Internet. Recently it also became popular to pkafeswall to protect the network traffic from
a single computer. A firewall that is placed betwdlee computer and the network is referred
to as a ‘Personal Firewall’ application.

In practice, a corporate network firewall is ofiategrated with the router connecting the LAN
and the internet. For more information on routeseg the section on connecting the
WebCCTV to the internet. A personal firewall is teedre running on the computer that it
protects. Personal firewall applications can béallexd separately but are also included in the
Windows XP operating system (Service Pack 2) andnany virus protection software
packages.

There are several scenarios where firewall conditjoin is necessary:

1. A user on a corporate network or at home behintbadband router wants to access a
WebCCTV on the Internet
2. A user on the Internet wants to access a WebCCT¥ @orporate network.

These situations are explained in more detail énséiction on how to connect your WebCCTV
to the internet. If a user on a corporate netwoakt® to connect to a WebCCTV on another
network, a logical combination of these two sitaasi can be applied.

1. A user with a personal firewall application on hiemputer wants to access a
WebCCTYV on the corporate network or on the Internet
2. There is a personal firewall application instaltedthe WebCCTV.
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2.3.5Connecting a client

2.3.5.1IMinimum client requirements

Operating system
Windows XP SP3
Windows Vista
Windows 7

‘_l_' 64-bit Operating Systems are supported.

Hardware
Intel Dual Core or higher
1024MB RAM
128 MB RAM on the video card

Software
Internet Explorer 7 or higher
DirectX 9.0c
VC++ 8.0 runtime library

Media players and codecs
Windows Media Player 11
Windows Media Formats 11

S. Some useful downloads are available in 8ystem Downloadsnenu. See the User
Tl" Manual for more information.

In case you are using WebCCTV Network Video Sen(dl8S) or have IP cameras that
stream in MPEG or H.264, a codec also needs to$talied. We advice you to install the
Quadrox Codec Packwhich can be found in the System Downloads meme (3ser Manual
for more information) or on the support pagesvaiw.webcctv.com

2.3.5.2Client configuration

Hardware video acceleration

In order to enjoy all the features of WebCCTV, tia¥dware acceleration of your video card
needs to be enabled.

1. Right click on the desktop and chogwseperties.
2. Select thesettingstab and click thédvanced button.
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Display Properties ﬂll

Backgroundl Screen Saverl Appearancel Web | Effects Settings |

Dizplay:
99090231 6IMOKIA 44Ex5 on NVIDIA GeForce2 MM 400

Lolar Screen area
Pnue Color (32 bi) =l Pess —[— o

N I 1152 by 864 pisels

Adwanced... |

QK | Cancel | Lpply |

Display Properties Screen
3. Choose th@roubleshooting tab and put the hardware acceleratioRub.

9909023169N0KIA 446X5 and NYIDIA GeFo d B

Calor M anagement | 3 GeForce? MM 400 |
General | Adapter I Muanitar Troubleshaoting

zettings contral how *windows uses your graphics hardware, They

[- Are you having problems with vour graphics hardware? These
cah help you ta roubleshoot dizplay-related problems.

— Hardware acceleration

b anually contral the level of acceleration and performance supplied by
your graphics hardware. Lse the Dizplay Troubleshooter to aszizt you in
making the change.

] - Ful

Hardware acceleration; Mone |

All accelerations are enabled. se this setting if your computer has no
problems. [Recommended]

k. I Cancel | Spply

Troubleshooting Tab Screen
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S. Sometimes the support department will ask you tatlps setting to None in order to
1'17 customize your system for particular use scenarios.

Firewall

If you have a personal firewall, configure it aadiog to section 2.4.4. The ports for outgoing
connections should be opened.

S A personal firewall is included in Windows XP SewiPack 2 and also in some virus
"17 scanners. Separate firewall software exists as well

® The personal firewall in Windows XP Service Packa® all outgoing and necessary

l incoming connections open by default. No extra iguméation is necessary in this
=y case.

Internet Explorer settings

Make sure that Internet Explorer allows the instadh and execution of signed ActiveX
components.

Make sure you are logged on to Windows as an Adstrator.

Go to theTools Menu. Choosénternet Options.

Go to theSecurity Tab.

Click the Sitesbutton, deselect the https checkbox and add ycelnGZTV to the
trusted sites list. ClicloK.

Click theCustom levelbutton at the bottom.

Set the following options t@nable’ or ‘prompt’ :

Download signed ActiveX controls (prompt)

Run ActiveX controls and plug-ins (enable)

Script ActiveX controls marked as safe (enable)

PopbPE

©oNOO

S Adding your WebCCTYV to the trusted sites is requit@ guarantee that all necessary
",!7 communication can be established with the WebCCaiVes!

Anti-virus and anti-spyware/malware software

Make sure that your anti-virus and anti-spywareyvaaé software is set to...

1. Allow the WebCCTV ActiveX component to install amdecute. (See also Internet
explorer settings)
2. Allow scripts to be executed.

The web application of the WebCCTYV relies heavilybmth issues.
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2.3.6Connecting WebCCTV to the Internet

2.3.6.1Creating a network connection

When you start your WebCCTV, Windows XPe detectaurymetwork adapter and
automatically starts the local area connectionikénbther types of connections, the local area
connection is created automatically, and you dohaet to click the local area connection in
order to start.

S. A local area connection is the only type of conimgcthat is automatically created
\'lv and activated.

To establish connections of another type followdteps below:
Click Settings-> Control panel -> Network and Internet connections

In the Network and Internet connections windowlckdile-> New connection You'll
see the following window:

New Connection Wizard
Welcome to the New Connection Wizard
This wizard helps ywou:

* Connectto the Internet.

* Connectto a private netwark, such as vour workplace network.

To continue, click MNext.

[ Mext » l [ Cancel

Network Connection Wizard Screen

Follow the prompts the Network connection wizaredvpdes to define your unit in the
network.

9. For obtaining more detailed information about yoetwork settings please contact
vlv your system administrator.
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2.3.6.2Router and firewall

To fully understand this section it is importantkioow what the difference between a router
and a firewall is.

A firewall is the piece of software that takes care of gugrthie network communications.
Sometimes the term ‘firewall’ refers to the machiperforming firewall tasks. This is
confusing and in fact incorrect: normally a firelial not a piece of hardware, but a program
running on that hardware.

A router is a piece of hardware that embodies the physmahection between two different
networks (e.g. your local network and the Interniétledirects (“routes”) data so that it arrives
at the correct place. A router is a hardware devmé its functionality is controlled by
software that runs on the router.

Sometimes the routing functionality is provided dyroxy server, bridge or gateway. While
these are not the same as routers, they can bé&ewets as such for the discussion in this
document.

Router software can have firewall capabilities.other words, the router software

can have, apart from its normal capability to cathe’o networks and redirect data,

the capabilities of inspecting, allowing, and degycertain network communication.
ﬂ As an example, most broadband routers (ADSL, SD&kbhle modems, etc)

o nowadays have firewall capabilities and are alsodgoesed as such.

In the following schemes the firewall and the routee depicted as two different

entities (nodes on the network), but know that tbeyld be one and the same node

in practical cases.

2.3.6.2.1  Configuring router

The router that forms the connection between thparate network and the Internet needs to
know which internal machine it has to send netwtaaKic to.

For example, a client machine on the internet rstgua@ connection on port 1518 (the port for
WebCCTV video commands), using the public IP addcéghe router. The router then needs
to know to which device on the corporate netwonkdéds to send this connection request, in
this case the WebCCTV. So the router needs to kihewlocal IP address on the corporate
network of the WebCCTV. Configurations for diffetdorands and models of routers in the
field can be found in:

Web Resource for Router Configuration and Setup:
http://www.portforward.com/routers.htm

Networking Tips:
http://www.portforward.com/network.htm

If you don't already have a router you will needotarchase one and configure it as part of you
network.

Useful commands
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ipconfig — utility to see computer IP properties

ipconfig /release — release the current IP addresed DHCP enabled

ipconfig /renew — renew the IP address by tellmgrouter that it needs DHCP enabled
ipconfig /all — show all IP config properties

ipconfig /? — show help on IP config

ping — utility to test the connection with other IP el

ping 192.168.123.254 — attempt to ping IP addrgssehding a small packet

ping —t 192.168.123.254 — continually ping IP addrentil you close command window or hit
Ctrl+C.

DHCP — Dynamically assign IP address to requestingagsv(e.g., computer, camera). This
means when you connect a computer to the routezaimputer will automatically negotiate an
IP address from the router.

Port Mapping — Section on router where you specify which poitt e mapped to which
device. With a router you are sharing a singlerirge connection with multiple devices and
for the cameras you need to have each camera epagiase port if you want to access the
camera from outside the router (i.e., Internet).
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2.3.6.2.2  Configuring firewall

General information about firewalls and their cgnfiation is given in a previous section. The
most important notes are:

The following ports need to be opened for connestiggoing towards the
WebCCTV:

. TCP Port 80: Web application

. TCP Port 1518: Control connection

. UDP Ports 4096 till 4223: Video streaming

. TCP Port 3389: Remote Desktop Connecti@ptional). Frequently asked by
support when you have an issue).

5. TCP Port 5666: Q-Monitor service

=
A WDN P

RTP uses two UDP ports per stream (versus oneeiolthstreaming format), one for
RTP (the video stream itself) and one for RTCP (Q@afhal stream), limiting the
S software to a maximum of 64 concurrent streamss Mhimber can be limited (e.g. for
‘-lv security purposes) or extended using 8sdtings > Network settingspage. In that
case, Quadrox advises to open a number of spate tpoavoid switching issues, e.g.
4 ports extra. The first port in the range showddelen.

Let’s apply this to the two situations in which &@BCCTV is accessed over the Internet.

The blue, yellow and red arrows in the followinggliams indicate the direction of the initial
network connection request, and thus the diredtiomhich the ports should be opened in the
firewall.

Situation 1 — A user on a corporate network or at home behind a twadband router
wants to access a WebCCTV on the Internet

____________________________________

: WebCCTV
L Server

= Command data : TCP port 1518
==} Video data : UDP ports 4096 - 4224

: Firewall Web

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
} == HTTP data: TCP port 80
|
|
|
|
l
Qutgoing Data Server }
: |
: |
|
|
|
|
|
|

The user on a corporate network wants to acces CWeW on the Internet. The main concern
is: will the corporate firewall allow the WebCCT\étwork traffic?
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The client computer makes the initial connectioth® WebCCTV server. The firewall should
allow data going out of the corporate network te ¥ebCCTV. The appropriate ports should
thus be opened for outgoing data.

Note that not all of the UDP ports are used all tinee. However, since the WebCCTV
software assigns them randomly, the exact portaatape known beforehand. The network
administrator should open the full range of UDPtgor

Situation 2 — A user on the Internet wants to access a WebCCTV am corporate network

e e e

Internal Network

4== HTTP data: TCP part 80

{— Command data : TCP port 1518
4== Video data : UDP ports 4006 - 4224

Firewall Web

\I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
o
|
|
|
|
|
|
|
|
|
Incoming Data  Server :
|

|
|
|
|
|
|
|

The user is connected to the internet and wanéetess a WebCCTV, which is located on a
corporate LAN (Local Area Network). The main contés: will the corporate firewall allow
the incoming WebCCTV network traffic?

The client computer makes the initial connectiothi WebCCTV server. The firewall should
allow data coming in to the corporate network t® ¥ebCCTV. The appropriate ports should
thus be opened for incoming data.
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2.4 Testing WebCCTV

2.4.1Local client test

A local client test is very useful, to test whethlee video server is running correctly on its
own. Because we don’t use any external networkitigano configuration in that direction can
cause a live-viewing problem. Perform this tedtfof all to check the stand-alone operation
of the WebCCTV video server.

For local client testing, follow the steps below.

1. On the desktop of a WebCCTV, you'll find an iconidéo Browser’. Double-clicking
this icon will open a Microsoft Internet Exploremaow.

2. The IP address (e.g.: http://192.168.100.1) to whibis Internet Explorer has to
connect looks like ‘http://localhost/webcctv/brows&his is a standard way of telling
Internet Explorer to connect to the webserver ansame WebCCTV, so not going
over the network but staying within the boundagégs own Operating System.

3. When accessing the WebCCTV video server applicdtimm a client PC for the first
time, Internet Explorer will ask you to install angh an ActiveX component (Video
Client Component). Follow the on screen instruditminstall the component.

If you have problems installing the ActiveX, pleas@ke sure first that you have
vlv added the server to the trusted site list of Ir@eExplorer.

4. A welcome screen should now appear. Normally youwldidbe prompted for a login
and password but because you've already authesdidatget access to the Windows
XPe Operating System, and you will not be promatgain for a Login and Password.

5. By default the live-view pages are opened and ther wan verify whether all the
cameras are transmitting a good image.

2.4.2Connection test

Open a command prompt window by clickitart, selectRun, and typeCMD . Once the MS
DOS window is open, typeing WebCCTV.

If you see the texReply from XXX XXX.XXX.XXX' (as shown in Picture A), the
network connection is fine.

If you see the texPing request could not find host WebCCTV. Pleaseheck the
name and try again.’,there is a physical network connection problemnt&ct your
Network Administrator.

If you see the textRequest Timed Out’, there is a physical network connection
problem. Contact your Network Administrator.

If you see the texDestination host unreachable; the IP address settings of either the
client computer or the WebCCTYV, is inconsistentfédent subnets). Contact your
Network Administrator.
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sJDocuments and Settings“sander.goossens .HERENT >ping wehbcctu

Pinging webcctu [192.168.222_.183]1 with 32 bhytes of data:

Heply from 192.168.222_.183: buytes=32 timed{ims TTL=128

Checking Physical Connection Screen

2.4.3Remote client test

For remote client testing, follow the steps below:

1.
2.

3.

) U

Open a Microsoft Internet Explorer window.

Fill in the IP address (e.g.: http://192.168.100.4fy domain name (e.g.:
http://webcctv.mycompany.com) in the address bar.

When accessing the WebCCTV from a specific clieminputer for the first time,
Internet Explorer will ask you to install and run ActiveX component (Video Viewer
Component). Follow the on screen instructions sbaththe component.

If you have problems installing the ActiveX, pleasake sure first that you have
added the server to the trusted site list of Ir@eExplorer.

4. A welcome screen should now appear, and you wilpbmmpted for a Login and

Password.

After filling in Logon and Password you should begged on to the WebCCTV Web
Application.

‘http://192.168.100.1/" is the factory default IP-address for the EU versiof
WebCCTV. For US customers the factory default IBrads ishttp://192.168.0.199/.
Please note that your installer could have chanmgedfit the specifications of your
own network.
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2.5 Operator Mode

2.5.1Locking WebCCTV

As stated before, a WebCCTV uses Microsoft Windox¥d embedded as the operating
system. Because the WebCCTV video server softwareery tightly integrated with this

Operating system, the security and locking modesased on Microsoft Windows standards.
By default there are two users configured inside Microsoft Windows XP embedded
Operating System: ‘Administrator’ and ‘Operator’ héh logging on as:

‘Administrator’: The installer/user has full control over all ifmurations of a
WebCCTV. There is an icon on the desktop that essadh installer/user to switch the
WebCCTV into Operator (restricted) mode (see below)

1. ‘Operator’: The installer/user has a very restricted accébs.can view local live
images and popup a virtual keyboard. There is altdp one extra button to be able to
switch back to operator mode. This is theeferred mode in which a WebCCTV
should be left by the installer. This mode we tiadllocked mode.

2.5.2Switching to Operator mode

Since the Administrator mode provides full funcadity, it is recommended that the installer
sets the WebCCTYV in an Operator mode that providssicted rights after the installing and
configuration process.

To set WebCCTV to the Operator mode, follow th@steelow:

1. Find theOperator mode shortcut on the desktop and click it.
2. SpecifyPassword
3. Click OK.

The default Operator user nameQ@perator
The default Operator password ggradrox

T Operator Made

1 — User credertial ‘g\Q
I:I:Ip-er‘-étn:ni‘ S Fleaze enter the Operator passwaord and press DK buthot: ‘ Ok,
-

User name: |Dperat0r Cancel

H Passyord: IN Help |

Darnair: |

Operator Mode Screen
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2.5.3Automatic logon as Operator

In an installation where you are going to leavedbefigured WebCCTV unit in Operator
mode, make sure that after restarting the WebCQT&turns to the Operator mode

automatically.

To do this, follow the steps below:

1. Logon to the Operator mode usi@gperator Mode icon that resides on the desktop.

2. Once you are in the Operator mode, configure thealmterface.

3. Don't logout of the Operator mode. Press Bmever button to shutdown the machine
and power it on again.

4. Check that WebCCTYV server is restarting in the @mermode.

To make sure that your WebCCTV server restored¢oprior state after a power
y failure see4.4 Power On after power failurechapter.

ol o

e

By default the WebCCTYV unit restarts every Mondgghhat 4:20 AM.

&
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3 Upgrading and Restoring WebCCTV
3.1Upgrading WebCCTYV software

The WebCCTV software (and related installed compteAlarm, POS, SHS) can be
upgraded at all times when a new version is aviailabd this without losing your settings and
recordings. This is done by the tReoductUpdate tool and works for version 4.0.4.0 and
higher. The ProductUpdate is a standalone Insti@l&ivased application that updates the
currently installed WebCCTV application to the mestent version.

You can request this tool for free by contactugport@quadrox.com

3.2 Saving & restoring configuration

It is advisable to save the settings after the igondtion process on the blank DVD that is
supplied with WebCCTYV (in the case) for backup @sgs. When performing an upgrade or a
complete system restore, you can use this contiguréile saved on the “Save settings DVD”

disk to restore the WebCCTV configuration quicklydaeasily. You can restore any version
starting from version 4.0.4.0.

To save or restore configuration settings, pleaad thdJser Manual.

3.3 Restoring preinstalled software

Restoring the preinstalled software is somethingt tehould be used in the following
circumstances:

1. The hard disk has crashed and is physically reglagea new one

2. The WebCCTV doesn’t start anymore or gives constenatrs while trying to boot.

3. The WebCCTYV has been infected (although this idikely) by one or more advanced
viruses. If this were to happen, it is best totdtam a clean system rather than to try to
get rid of all of them without any damage to yoystem.

4. You received a new DVD with an updated WebCCTV waft version and want to
upgrade both OS and software. If you only wantfgrade the software, s€hapter
3.1.

]‘\ When restoring the preinstalled software, you lele all of your movies if you don’t
o backup them first.

For the installation of the WebCCTV software, indbe proper Recovery DVD into the unit’s
DVD-ROM and restart the machine.

° If by mistake you insert the Recovery DVD into Dgent PC CD/DVD-ROM, the
l autorun program will notify you and provide somdpheactions like — read manual,
install Acrobat Reader, etc...

Version 4.4 Series



After restart, the WebCCTV unit boots from the Resry DVD — you can easily recognize
this by special Quadrox logo on the screen, whasttains the red linRecovery DVD. After
the WebCCTV is fully booted from the Recovery D\ou will see a menu installation menu
with two buttons -nstall andRebootwill appear:

1. Press thénstall button to begin the installation process.

A standard looking Wizard page will appear and guidu through the initial configuration
parameters. Here you can define your WebCCTV naetgjork setting, time zone and enter
the Activation Code if you have already obtained it

S You cannot request and Activation code at thisestegjthe Recovery DVD can't

vlv generate an Authentication Request code. You aarest an Activation Code later.
2. Go through the Wizard pages and start the insi@tigirocess.

3. After the first part of the installation has beempleted, the machine starts to emit
sounds (beeps).

4. Press th®©K button to reboot machine. The CD/DVD-Rom tray wjikct.Remove
theRecovery DVDfrom the CD/DVD-ROM. The tray will close automatity and the
system will reboot.

Now the machine boots for the first time and perethe self-configuration procedure. The
self-configured procedure takes 10-20 minutes Bs@dansidered finished when the initial
logon prompt appears. The default passwowdabcctvnvr.

The default password beconmmebcctvnvr if you have an ‘AZERTY’ keyboard. See
vlv Chapter 2.3.6how to change this to Azerty settings.

5. Wait until the machine finishes its self-configuoat

6. Use the “Save Settings DVD” to reinstall settinjshe settings are not saved on this
CD or on a USB stick or comparable storage deviwy will have to be configured
manually. Check th&lser Manual for more information about restoring settings.

7. Configure the IP address and users.
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4 Advanced topics

4.1 Extending storage space

A standard WebCCTV is delivered with one hard digkis hard disk can have different sizes,
depending on the models available on the markeinat of purchase. (See technical specs for
the types and models). Enhancing the storage sjsa@ards or even increasing it at the time
of purchase, can be done by adding a second hskdahd even more... inside or outside the
WebCCTV case.

The following two sections describe how to firstypitally and after that logically add new
storage space. The example focuses on adding dreetexd disk inside a WebCCTV. Other
configurations are similar.

4.1.1Adding hard disk

In order to add a hard disk to the WebCCTV, follbw steps below:

1. Make sure the WebCCTV is turned off completely bgnoving the power cable from
the power supply at the back of the WebCCTV.

Pull the black handle to an upward position anddipecover will move a bit.

Remove the top cover.

Place the additional hard disk near the old ortberspecial tray.

Connect one side of a flat IDE cable to the seduand disk and the other side to the
second IDE slot on the motherboard. In case of SAMA procedure is similar.
Connect power cable to the hard disk.

Check the proper setting of the hard disk jumpethBiard disks have to be configured
as master when connected to two different IDE sabfethey are connected to the
same IDE slot the main hard disk idMaster, the additional hard disk should B&ave
Please set the jumper to tBwveposition. This step can be skipped if you use SATA

agbkwn

No

To correctly configure the jumper settings, pleasé the web site of the respective
Hard Disk manufacturer:

(J HITACHI: www.ghst.com
‘-l.' MAXTOR: Www.maxtor.com
- SAMSUNG: WWW.Samsung.com
SEAGATE: Wwww.seagate.com

WESTERN DIGITAL: www.westerndigital.com

8. Close the top cover.
9. Turn on the power of the WebCCTV and make surettimimessage that a new hard
disk drive is detected appears. You will be askegréss F1 to save the settings.
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4.1.2Configuring added hard disk

Adding a hard disk to the Windows Operating Systam be done in multiple ways. We will
discuss the two most used scenarios when speakmng WebCCTV:

Single Disk Extension Two or more disks are merged to one disk for@perating
System.

Multiple Logical Disks: Every hard disk is recognized as a separate diskhe
Operating System.

The table below gives an overview of some advastagel disadvantages for each scenario.
It's up to you to decide which scenario fits yoeeds the best.

Single Disk Extension | Multiple Logical Disks

Optimized recording space Yes No

Optimized recording performance No Yes

Video Manager configuration Add volumes in storage
manager menu

Practically none

Installation procedure on

Operating System Hard Easy

In order to configure the Windows Operating Systemadd more storage for recordings,
follow the steps below:

1. Make sure you followed all steps described in 4.1.1

2. Logon as ‘Administrator’ at the logon screen, so eventually you'll be in
Administrative mode. If you are already logged an‘@perator’, use the button
Administrator to go to Administrative mode.

3. Go toStart->Administrative Tools->Computer Management.

Administrator
Internet -} Computer
Internet Explorer

aaaaa

an
) search

J Run...

» .
AlPrograms > e

Log ot [8) st own
| stare @& 144

Administrative Tools Menu Screen

4. On theComputer Managementwindow, selecDisk Managementin the left pane. In
the right pane, you see the original didikk 0 with 2 partitionsBootable andStorage
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and the new disbPisk 1 which is Unallocated and still Unknown. In case thsk is
not yet initialized (see screenshot), initialize tisk by clicking right on Disk 1 and
selecting Initi.

£} Computer Management ' ;Ll:ljﬁil

Fls Action Mew indow Help = ;’j!
e loE 2B BFE
@ Computer Management (Local) Volume [ Lavout | Type [ File System [ Status | capacty | Free Space | % Free | FaukT:

wstem Tools =JBootable (C:) Partition  Basic  NTFS Healthy (System) 4.01 GB 747 MB 18 % Mo

] Event Yiewer =storane (D:)  Partition  Basic  NTFS Healthy (Page File) 461.75GB 446.32GB 95 % Mo
Shared Folders

Local Users and Groups

Perfarmance Logs and Alert:
g Device Manager
£ Storage
| #-f Removable Storage
3 Disk Defragmenter

g Disk Management 4 |
B {8 Services and Applicatiors

Bl

ZeDick 0 i S— T

Basic ‘Bnntahle () Storage (D:)

965,76 5B |4.01 GB NTFS 461.75 G NTFS

Online | Healthy (System) Healthy (Page File)

G=pisk 1 ————

Unkrowr [

732,85 GB |232,88 GB

Mok Initislized. | Unallocated

=iCD-ROM 0 | -

[T ARI - _.‘
4 | »| | M Unalocated | Frinay partiion

Computer Management Screen

5. In case the disk is not yet initialized (see scsbehabove), initialize the disk by
clicking right onDisk 1 and selectingnitialize Disk.

—— 2
Select one or more disks to initialize.
EHpisk 1 I_ Dk

Lnknoin B
TR EEEE e ———

Mok Initialize: Initialize Disk.

Properties
SepRow
FiviF (F Hel

B Unalocate =0 Cancl

6. Your screen looks now similar to the following sme

E,Enmputer Management _uin _ 43 ;Ll:u.ﬁ

=) File action Wew Window el | ==l =]
e | B PRE DEE
@ Computer Management (Local) Yolume [ Layout [ Type [ File ystem | Status | apacit Free Space | % Free | Fault To
=) ﬂ@;fystem Todls =JBnotable (C:) Partition  Basic  WTFS Healthy (System)  4.01GE 747 MB 16% Mo
1] Event Yiewer SIstorage (D) Partition  Basic  MTFS Healthy (Page File) 461.75GB 446.32GE 96 % Mo

Shared Folders
Local Users and Groups

Performance Logs and Alert:
-2 Device Manager
-2 storage
[0 Removable Storage
i Disk Defragmenter
; § Disk Management 4 |
#1588 Services and Applications

Ells

“Hpisk 0 i — —
Basic ‘ Storage (D:)

465,76 GB 14,01 GE NTFS 461,75 GB NTFS

Online | Healthy (System) Healthy (Page File)

ZPDisk 1 e —
Basic [

232,85 66 232,85 GB

Grline | Unallocated

<co-pomMo |
PR

1 | || M Unslocated W Frimary partition

If you want to add your hard disk as:
Separate Logical Disk Go to chapted.1.2.1 Multiple Logical Disks
Extended Disk Go to chapted.1.2.2 Single Disk extension
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4.1.2.1Multiple Logical Disks

Before proceeding, make sure you followed all steps) chapted.1.2. Configuring added
hard disk. Please follow now the steps below:

1. Right click on the unallocated section and selNmiv Partition...

| : "
ZBDisk 1 L ———
o )
232,88 GB 235 00 B 2 I
cinfine i;’ Unallocated Mew Partition. .. i
I — | |
1 B Unzllocated Il Frimany partition Properties
| Help

2. Follow the wizard and seleBrimary partition .

i o3| i ew Partition wizard L x|
i Select Partition Type
iere are three types of partiions: primary, extended, and logical
mglcocrine to the New Partition Th h i s sl
Zar
This wizard helps you create a partition on a basic disk. Select the partition you want o create:

A bazic disk iz a phesical disk that containg primary partitions,
extended partitions, and logical dives. ''ou can use any
werzion of Windows or M5-005 to gain access to partitions
on basic disks

" Estended paitition

To continue, click Mext. i Description

A primary partition is & volume you create using free space on & basic disk.
“Windows and other operating systems can start from a primary partition, *'ou can
create up to four primany partitions of three primary partitions and an extended
partition.

< Back i Mext > l Cancel | < Back I Mant > l Cancel |

3. Choose the partition size (by default it takesagHilable space) and assign a drive
letter.

New Partition Wizard

} L New Partition Wizard I L
Specify Partition Size Assign Drive Letter or Path
Choose a partition size that is between the masimum and minimumn sizes. For easier access, you can assign a drive letter or drive path to pour partition.

taxium disk space in megabytes (MB]: 238473

% Sizsion the fallowing drive Ielter_:é

tinimunn disk space in ME ] 7 Mourit in the following emply NTFS folder:

Eaitition size in g

Do not assigh a drive letter or drive path

< Back I Mest > I Cancel < Back I Mest > I Cancel
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4. SelectPerform a quick format and assign ¥olume Label. Then clickFinish.

New Partition Wizard

1 =
Completing the New Partition
Wizard

Format Partition
To store data on thiz partition, you must format it first.

. - . " ‘o b full leted the New Partition Wizard
Choose whether you want to format this partition, and if so, what settings pou want to use, e e e

5 - ' lected the foll tings:
£ Do not format this pantition ou zelected the ollowing setlings:

Partition tope: Primary nartition fa
£ Format this partition with the following settings: Disk selected: Disk 1
Partition size: 238473 MB
Filie system: NTFS - Diive letter or path: F:
File system: MTFS
Allgcation unit size: Diefault - Allocation unit size; Default

“olume lsbel: Storage
uirk farmat: Yae i

‘olume label: Storagd

™ Parform a quick format To close this wizard, click Finish.

1" Enable file and folder compression

< Back I Nest > I Cancel | < Back I Finish I Cancel I

Your hard disk was added. If everything went fipey will see a screen similar to the one
below.

CEmT— i
|'~% File  Action  View ‘Window Help i__J_ﬁﬂ_EI
€]
@ Computer Management (Local) Yolume | Layout [ Tvpe | F[Ig__Sj_sEm_LS_tQ_tus | Capait |F
=1 m S}fstem Tools EBootable () Partition  Basic  MTFS Healthy (System) 401 GB 7
i [ﬂ Event Viewer Edctorage (i) Parkition  Basic  MTFS Healthy (Page File) 461.75GE 4
5 Shared Falders &storage (F1)  Partition  Basic  MTFS Healthy 232.88GE 2
Local Users and Groups
H ﬁ Performance Logs and Alert:
g Device Manager
@ Shorage
-G8 Removable Storage
Disk Defragmenter
Disk Management 4 | _L‘
& Services and Applications - = 1
ZDisk 0 s —_—
Basic [Bootable {C) | storage (D:)
465.76 GB |4.01 GB NTFS 461,75 GB NTFS
Cnline {Healthy {Syskem) || Healthy (Page File)
EPDisk 1 |
Basic |Storage (F:)
232.88 GB 1232.88 GB NTFS
Orling | Healthy

-
1] | ¥ W Frirnary partition ﬂ

To add this new volume in the WebCCTV applicaticimck3.3.4 Storage Managein the
User Manual.



4.1.2.2Single Disk Extension

Before proceeding, make sure you followed all steps) chapted.1.2. Configuring added
hard disk. Please follow now the steps below:

1. Right-click Disk 0 and selectConvert to Dynamic Disk ...” from the popup menu.

LI computer Managemen! (- =10l x|
= 2
/= Fie  Action tiew Window Help JEEE|
e |
[=J Computer Management fLocal) olume [ Layaut [ Type [ File 5y... [ status [ Capacy [ Fres Space [ % Free [ Fa.. | ¢
Tools SBootable (Cij Parthion Basic NTFS  Healthy(System) 1.00GB 290MB  28% Ho  ©

vent Viewsr Sstorage (D:)  Partition  Basic  NTFS Healthy (Page File) 73.53GB 73.10GE 99 % Mo €

HE et
([ Services and Applications 4 |
“Ppisk 0

Basic |Bootable ()
THSICE  conyert to Dyna
onling

| GB NTFS
| Healthy (Page File)

Propetties

ZiD-ROMO
CD-ROM (E:)

o Media

4] |1 W Unaliocated [l Primary partition

Computer Management Screen

2. In the Convert to Dynamic Disk window, select both disks to be converted. Click
OK.

Convert to Dynamic Disk | 2xi

Select one or more bazic disks o convert bo dyriamic disks.
Diisks:
v Dizk 0

QK I Cancel |

Convert to Dynamic Disk Window Screen

Version 4.4 Series



3. In theDisks to Convertwindow, you see an overview of what has been tadeClick
Convert to confirm.

The dizks that will be made dynamic are shown in the following list;

Dizks;
Name_l Digk Contents | Wil Convert I
Dizk 0 Swystern Partition, Boot Partition, .. Yes
Diizk. 1 Mo Yalumes Tes

Details.. |

LCanvert l Caricel |

Choosing Disk to Convert Window Screen

4. In theDisk Managementwindow, clickYesto confirm again.
Disk Management 5

u; After vou conwvert these disks to dynammic, you will not be able to start ather installzd
“14) operating systems From any volume on these disks.

Are vou sure You wank to convert?

5. In theConvert Disk to Dynamicwindow, clickYesto confirm again.

Convert Disk to Dynamic L _}g
Tj File systems.on any of the disks to be converted will be dismounted.
.

Do you wark ko conkinue this operation?

6. After the conversion, the system requires a restart
conirm x|

1 E To complete the conversion process, the computer will now restart,
*
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7. After the WebCCTV has restarted, logon againAabBninistrator and open the
Computer Management application again. Sele®@isk Managementfrom the left
pane. In the right pane, right clidorage (D:) and selectExtended Volume...’ on
the popup menu.

Enmputer Management L i m| _)gj
@ File Action  WView Window Help ‘ o =S|
= m o
e = DHE 2 BNE e EkE
=g Computer Management (Local) Yolume: | Layout [ Type [ File System [ Status | Capacity [ Fres Spa:e| % F
iy Svstem Tools SJBootable (C:) Simple  Dynamic  WTFS Healthy (System)  1,00GE 283 MB 27+
Event Yiewer w Sirnla Frenamic  WTES Heslthy (Page File) 73.53GE 73.10GE  99°
Shared Folders Open
Laocal Users and Groups Explore
Performance Logs and Alerts
2} Device Manager
Storage
¥
Disk Defragmenter Change Drive Letter and Paths...
: Disk Management ErrEr
o AL
[ 2 Services and Applicatians ﬂ_ —1 _’j
1l
ZPDisk 0 B
Dynamic )zl lage (D:)
74,53 GB = GB NTFS
Cnline Properties vy (Page File)
Hel
EPDisk 1 2
Dynamic
114.50 GE 114,50 GB
Cnline Unallocated
Zico-romMo
CD-ROM (E:)
Mo Media
1| |3 | M Unaliacated B Simple volurie

Extending Hard Disk Volume Screen

During this step, it is possible that instead @& tiraphic shown above, that you may get a
graphic that displays: Bootable (C); Bootable @9ptable (D); Bootable (G).

You will need to remove everything from Drive 2 twef you start the expansion. To do this,
click on the bottom pane of the Disk Manager onheaicthe F and G partitions and select
Delete Partition. When you have no partitions oskl2 you may proceed to Step 12.

8. TheExtended Volume Wizard opens. ClickNext >.

Extend Yolume Wizard I x|

Welcome to the Extend Volume
Wizard

This wizard helps you increase the size of simple and
spanned wolumes on dynamic disks. You can extend a
wolume by adding space from one or more additional digks.

To continue, click Next.

Concel |

Extend Volume Wizard Screen
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Extend Yolume Wizard i x|

Select Disks
Y'ou can uge space on one or more dynamic disks to extend the volume,

Select the dynamic disks vou want to use, and then click Add,

Auvailable: Selected:

'Add 3

Total volume size in megabytes MB] | 75289

. T
Marimum available space in ME: ]

Select the amount of space in ME 0 ‘_!;

¢ Back TRt Cangel |

Extend Volume Wizard Screen

In theExtended Volume Wizard selectDisk 1 in theAvailable listbox. ClickAdd >.

10.In the Extended Volume Wizard Disk 1 has moved to th&electedlist box. Click

Next >to continue.
x

Select Disks
You can use space on ohe or more dyhamic disks to extend the waolume.

Select the dynamic disks pou want to uze, and then click Add,

Auailable Selected:

< Hemove
< Remove Al

Tatal volume size in megabytes [MB]: | 192535

Maximum available space in MB: 17246

Select the amaunt of space in MB 117246 _l;

< Back I Next > l Cancel |

Extend Volume Wizard Screen

11.In theExtended Volume Wizard, click Finish to confirm

Extend Yolume Wizard x|

Completing the Extend Yolume
Wizard

You selected the following zetings:
Disk selected; Digk 1111724k ME]

Ta cloze this wizard, click Finish

¢ Back l Finizh I Cancel |

Extend Volume Wizard Screen
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12.Eventually theComputer Managementwindows should look like this picture. Note
that the capacity obtorage (D:)is now the sum of a part of physidaisk 0 and the
whole physicaDisk 1.

0 Computer Management =0l x|

= Bz Action View Window Help !;!il.ll
- |[BEE P&
=] Camputer Management (Local) Valume | Layout [ Type | File System [ Status | capacity | Free Spacs | %
5 il System Taols = Bootable (C:) Simple Dynamic  HTFS Healthy (System)  1.00GB 283 MB 27
1] Event Viewer [ storage (00 RE e ] Healthy (Page File)  188.02GB  187.59GE 99
-] Shared Folders
Local Users and Groups
@ Performance Logs and Alerts
Qj Device Manager
Storage
i Disk Defragmenter
H Disk Management
e} & Services and Applications 41 | ﬂ
i
ZHDisk 0 |
Dynianic [Boatable (c:) | Storage (D2)
74-_53 GB {1.00 GB MTF5 173‘53 GEMTFS - 1
Crling | Healthy {System) | Healthy (Page Filey 1
Zepisk 1 —
Dynamic |storage (D)
11“%..50 GB 1114.50 GE NTFS
Orline |Healthy (Page File)
Sp-ROM 0
CO-ROM(E:)
Mo Media
1| | #| | ™ Simple volure Bl Spanned volume

Computer Management Screen
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4.2Video Client Component (ActiveX)

Having a correct installation of the Video Cliemingponent is an essential part of a successful
WebCCTV installation. Problems like black imagepeqgring, no images appearing at all and
errors in Internet Explorer can be the result of inoorrect Video Client Component
installation.

This Video Client Component is based on ActiveXhtemlogy. ActiveX is an architecture that
lets a program (the ActiveX control) interact wdther programs over a network (such as the
Internet). In our case the Video Client Componemnunicates with the WebCCTV and
shows video images.

An ActiveX control can be integrated into variousvieonments like a web page. When an
ActiveX is integrated into a web page as in the G&bV web application, the first time a

client machine accesses this web page with InteEhgtlorer the ActiveX needs to be

downloaded and installed on the client machine.thA$ stage there are several potential
problems for the installer to be aware of:

The Windows user account under which this web pagecessed doesn’t have enough
rights to install the ActiveX component on the otigystem. This results in not seeing
images at all.

The security settings of Internet Explorer prohtbe installation of the ActiveX. Add
the site to th@rusted sitesbefore installing the ActiveX.

Spyware blockers or anti-virus programs don'’t allbw installation of an ActiveX on
the client machine.

The Video Viewer ActiveX utilizes various other Vdiows System components. If any
of these system components are incorrectly installtenot present, at all the ActiveX
will fail to install or work incorrectly.

It is important that the ActiveX installation is monitored carefully. This has to be
@ performed only once during the first time that MebCCTV web application is

accessed. If something goes wrong during this llatitan, a user can end up with an
incomplete installation of ActiveX.
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The installation of the Video Client Componentderfi) automated. When connecting the first
time to WebCCTV, a special screen will be showeaBé follow the instructions:

f_.' WebCCTY Yideo Browser - Windows Internet Explorer

(=3
@\: = If—'" hitbp:ff127.0,0. 1 fwebectv/Video/default, asp j 5| !L.vuS-‘ar:h L=

S5 @t M wsbCCTY Vidso Browser | |

K v Bl - o - ohpane v (i Tooks ¢+ 7
'@ This website wants to install the Following add-on: *Wideo Client Component’ from 'QUADROX MY, IF you trust the website and the add-on and want to install it, click here...

x

To inistall the Video Server Client
Component, youneed to have;
‘Administrative Rights

Intesnet Bxplorer§ of higher il = = = =
el @ Click on the yellow bar at the top
a8 a trusted sits

& sdd your video server ag a trusted site | 2|

e advise vouto
; i L @ Click "Install ActiveX Control..." from the dropdown
Cantiers

omponent! from Quadrox g Cliel
| what's the Risk?
Information Bar Help

@ Click "Tstall” when the secu Ity Warning pops up

Internet Explorer - Security Warning

Do you want to install this software?

ﬁ Mamne: Wideo Client Component

Publisher: Quadrosk NY.

[ ttore options ol Don't Tnstall
S— :

1l While files From the Inkernet can be useful, this file bype can potentially harm
&, wour computer, Only install software from publishers ywou trust, What's the risk?

No vellow har? No "Install ActiveX Control..." option?
Installation not succeeded?

Click hare

I Done

[T 7 astedsies

ActiveX Installation Screen

EL00% v g

If necessary, the installation manual and setufhefcomponent can be found in the support
section ofwww.webcctv.com

For version 4.4.0.0 and higher, VC++ 8.0 runtiniedries are required. In case you
don’t have these, use the standalone video cl@mponent.
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4.3 Changing network ports

This chapter explains how to change different nektwamrts, which are used by a WebCCTV
system.

4.3.1Changing WebCCTYV video ports

WebCCTV ships with the default UDP port range ee4@96 — 4223, which are used for video
streaming. You may either decrease or increasedhgge, for that purpose you should change
the amount of opened UDP port on your router, fakand on WebCCTYV itself. To change
WebCCTV UDP ports go tBettings->Network Settings

The amount of UDP opened ports have to correspomuinber of camera streams
you want to have simultaneously. For instance, yave WebCCTV with 4
® connected cameras, if you launch two WebCCTV diedf WebCCTV
simultaneously 16 camera streams will be created 4 camera streams for each
client) and this doubled because of RTP streamiathad. So you have to open 16
UDP ports.You have to use even numbers for the start and emabrt of the UDP
port range.

a

4.3.2Changing TCP port

WebCCTV ships with the default TCP port set toB@maintaining the default setting,
WebCCTV may be accessed remotely by simply entesitigr the local LAN address (if
accessed from within the network) or the statiadidress if accessed from outside the
network. If this port needs to be changed, follbe steps below.

1. Logon asAdministrator .

2. Double Click theSupport folder from the Windows desktop and selietérnet
Information Services by double clicking.

3. Proceed through the following pattlebCCTV (local computer)->Websitesand right
click WebCCTV Control Site. SelectProperties.

4. Under theWeb Sitetab you will find a sectiolVeb Site Identification. Change the
TCP port to the desired value and cliOK to confirm.

When you make a change to a TCP port other tharBfpthere are some implications that
must be taken into account.

When you access WebCCTYV locally by selecting ViBeawser from the desktop, the
link http://localhost/WebCCTV/browsés launched. This link with have to be renamed
as follows if a value other than port 80 is ud&tp://localhost:xx/WebCCTV/browser
where xx is the value that you selected.

When you access WebCCTV from Internet Explorer rehyo/ou would do so by
selectinghttp://xx.xx.xx.xxwhich is your static IP or internal IP addressuassg you
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are using port 80 as the default. When you chamgeniew value, you must now enter
http://xx.xx.xx.xx:yywhere yy is the new TCP port setting.

4.3.3Changing remote desktop port

WebCCTYV ships with the default remote port set383that should be forwarded in your
router in order to be able to access the unit graate desktop. If this port needs to be
changed, follow the steps below.

1. Logon asAdministrator .

2. Double Click theSupport folder from the Windows desktop and seleegEdit by
double clicking.

3. Proceed through the following pattKey_Local_Machine->System->Current
Control Set->Control->Terminal Server->Winstations->RDP-TCP SelectRDP-
TCP.

4. After selectingRDP-TCP, scroll down the list in the right pane until yoome toPort
Number. Double clickPort Number to Edit.

5. On the pop up screen sel@&xcimal underBaseand then enter the desired value in the

Value box.

Click OK to confirm.

Be sure to enter this value in the port forwardiiegtion of your router.

No

S. A system reboot is typically required after maknegistry changes. Check also your
v_!v firewall settings. The new port must be added tcetteeption list

4.4WebCCTV power on after power failure

To adjust the WebCCTV server to power on againraatally after the power failure follow
the steps below:

1. Enter theBIOS settings by pressingl0 button during the initial stage of machine
booting.

2. Go toAdvanced> Power-On Options

3. Find After Power Lossitem and seled®revious Statevalue for it.

4. Exit BIOS so that the changes are saved.

S By default, your WebCCTYV is preconfigured to poveer automatically after power
"l" failure.

4.5 Configuring audio over the Internet

WebCCTV supports specific audio functions for tbkofwing brands:

Axis — Listen in and speak:
o M1031-W, M1054

Version 4.4 Series



0 P1311, P1343(-E), P1344(-E), P1346(-E), P3301(-W3304(-V), P3343(-
VIVE), P3344(-V/VE), P5534

o Q1755, Q1910(-E), Q7401

L By default, audio is supported only for Q7401. far other models mentioned above,
v_!v contact support as a small extra configuratioresded.

Panasonic— Listen in. No recorded audio:

o BB-HCM311(A), BB-HCM331(A), BB-HCM371(A), BB-HCM381(A),
BB--HCM403(A), BB-HCM511(A), BB-HCM515(A), BB-HCM527(A), BB-
HCM531(A), BB-HCM547(A), BB-HCM581(A), BB-HCM581A-W, BB-
HCM701(A), BB-HCM705(A), BB-HCM715(A), BB-HCM735(A)

0 KX-HCM110(A)

o BB-HCE481(A)

0 BL-C111(A), BL-C131(A), BL-C210(A), BL-C230(A).

If the installation has a LAN connection, WebCCTahaoects to a camera for audio grabbing
via the internal address you specified in a camazard. If you want to have audio from the
camera over the Internet you need to make addltronger configuration.

A Audio is disabled by default if you add a camera. éhable audio, read thédser
"lv manual.

The following ports should be opened on the routemt already opened:

TCP Port 80: Web Application
TCP Port 1518: Control connection
UDP Ports 4096 thru 4223: Video streaming

The ports mentioned above are used by WebCCTV @¥tsontrols. Since the audio feature
operates through the camera’s native ActiveX cdsihich are installed during the first
switching to the camera in Live view) and not theBZCTV ActiveX and is grabbed from the
camera directly a new port for the camera ActiveXtools should be configured as follows:

Assume that 192.168.1.1 is the camera internatigress;
Assume that 64.160.1.1 is the router external/puptaddress;
Assume that 6000 port is any free port on youraqut
Assume that 80 port is opened on the camera,;

Based on the assumptions above the addressingidb@uals follows:
64.160.1.1:6000 should be addressed to 192.1680Q.1:

When the router configuration is complete go to@aenera Wizard to add/edit the camera(s)
with audio feature, add external IP-address antlymar configured as shown on the picture:
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Camera Wizard Connection Screen

5 Storage / Bandwidth considerations

Digital video that captures several days or weakaprises a massive amount of data. If you
want to store this data or stream the video oveetaork, there is a need to reduce the size,
because storage devices (hard disks) and netwmgksrated in capacity.

The size reduction of digital video data is calteanpression it is a mathematical algorithm
(called acodeq that is applied to the data. The algorithm cdhgfemoves information that is
less important for a human viewer. Because infoionais lost, inevitably the quality of the
videosdf is affected.

There is a trade off between the quality of theevidind performance of the system on the one
hand, and data size, the compression techniqueitenohrameter on the other hand. The

explanation below will help you to make the besbicbes depending on your specific needs

and situation.

5.1 Terminology and basic video technology

This section provides an overview of the terms usethe following sections and the basic
underlying technology. It is important that you ergtand these concepts in order to
understand the influence of different factors oaldqy and size.

A digital image consists of an array of image pairtalledpixels. The amount of points in
horizontal and vertical directions is the imagsolution. Each image point has a certain
colour and brightness attached to it, and is remtesl inside the computer as a number.

If there are more points in an image (higher resmh), more detail will be preserved in the
image, but also the necessary space or bandwidtbases.

Digital video consists of series of digital imaglisplayed one after the other. Each image is
called a frame, and the speed at which images iaptagled is called th&rame rate. This
number is indicated in frames per second (fps).

If more frames are displayed (higher frame ratbjeds in the video will move smoother, but
also the necessary space or bandwidth increases.

Each number in a computer is represented by a nuaildés or 0’s, called bits. The amount
of data that a digital video contains per seconchlked thebit rate. This is usually expressed
in kilobits (1024 bits) per second (kbps).
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For uncompressed video, the bit rate is calculated

Resolution x frame rate x colour depth (amount of lis per pixel)

Example: 5 fps of full D1 PAL video:

Bit rate = 768 x 576 pixels/frame x 5 frames/second x 2¢/{hixel
= 53084160 bits/second
= 50,6 Mbps

To illustrate the amount of data that this figuepresents, let's see how much uncompressed
video we can record on a standard machine with0aGI5 hard disk.

Recording time = 250 Gigabyte x 8 bits/byte x 1024 Megabit/Gig#ta0,6 Mbps
= 40474 seconds
= 11,2 hours

This number needs to be divided by the number wfces (cameras) that we want to record on
1 system. This is of course unacceptable for a mmodieleo surveillance recorder, which is
why we need video compression.

When we stream live video, the video data has tdréesported over the network. The
capacity of the network to transport data is catladdwidth. It is also expressed in kilobit per
second (kbps). For network streaming, the ratehathwideo is transported is more important
than the total amount.

When storing video on a hard disk or other stoid@éce, the total storage time is limited by
the capacity of the disk. This capacity is deteediby the total amount of data that a disk can
contain. This is expressed in megabyte or gigabyte.

()
l_' Please note that for streaming we kidabit while for storage we useegabyte
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5.2 Factors that influence bit rate and video
quality

There are several factors that have an influencen@@mmount of data (bit rate), the quality of
the video and the performance of the video recorflee most important factors are explained
in this section.

5.2.1Compression technigue (codec)

The biggest influence on quality and data reductiomes from the algorithm that is used to
compress the video. Over the years, many algorithave been conceived, but they can be
roughly categorized into two groups:

1. Intra-fame coding: each frame is compressed independently of ther dthmes (e.g.
MJIPEG).

2. Inter-frame coding: since frames are usually very similar, this infation is used to
further reduce the video size (e.g. WMV, MPEG, HR6

Inter-frame MPEG-like coding can lead to a biggempression (typically up to 10 times more
video for the same size), resulting in more stor@gess bandwidth requirements for the same
qguality. However, the calculations are more compkex the performance of the encoding
machine will be lower (less streams, more CPU uUsage

In general, there is a big difference in perfornebetween doing the compression on the
recording device and doing it on the camera orahgr specific compression hardware (e.g. a
network video server). The latter is highly reconmehed.

When choosing a particular compression technigueret may be other considerations. For
instance, WMV video can be played on any PC runtiiegWWindows operating system and on
most other devices with video capabilities (e.gAPphone, etc).

Quadrox recommends:
e 1. For analogue cameras connected to an internal reaiptard: use WMV?7.
"lv 2. For network cameras and network video servers:thigenative format in
which the device streams (no recompression onett@rder).

The chosen compression technique also has anmeuen the following discussion.

1. For intra-frame codecs (MJPEG, H.264), the quaditysually set by a parameter. As a
consequence, frame rate and resolution have a difeence on the resulting bit rate.

2. For inter-frame codecs, the bit rate is usuallyaemeter. As a consequence, frame rate
and resolution don’t have a direct influence orragde and bandwidth requirements,
although they might have an influence on the qualitthe resulting video.

This means that when the bit rate increases, galuton will decrease as well as the frame
rate. All these parameters together produce arbgttge quality.
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5.2.2Resolution

When the compression technique is based on JPE@esna second big factor in data size
reduction is the resolution. As mentioned befommpgression works by selectively reducing
the amount of information in the image. One wagddhat is to reduce the size of the image.

Example:
A VHS quality image (PAL) of 384x288 pixels can bensidered as a SVHS+ image of

768x576 pixels where you throw away every otheebir either direction. This reduces the
data size by a factor of 4.

Of course, this influences the quality of the imaggpecially fine details are more likely to get
lost, like face characteristics or details of cioth

® The resolutions that are mentioned, except for iega-pixel, are for the PAL
l standard. NTSC images and pure digital images migive a slightly different
=¥ resolution, but in general the same steps/magndapgéy.

Postage stamp format (192x122) his resolution is offered by some of Quadrox cetitprs.
At this image size however, most of the informatiimthe image is lost. At best, one would be
able to count the number of people in the imagethmrre is no hope for e.g. identifying faces.

VHS quality (384x288). Small and thus favourable for storage and trarsoms this
resolution gives a good quality in most cases.

SVHS quality (768x288).In this image format, only half of the image istloThe image is
only decimated in the vertical direction. For amaie based cameras, this is the maximum
resolution possible without motion artefacts (selW). Best choice for an analogue camera.
Notice that this resolution doesn’t have the clasd:3 proportions. This can be compensated
for, but some media players might display a “sgeiShmage.

SVHS+ gquality (768x576) This is the maximum resolution for all analoguel anost network
cameras currently in the market. Most detail ispreed.

This resolution has a big disadvantage though. Bsxaf the video sensor technology inside
the camera (interlacing), the image shows horizdimis at the edges of moving objects. This
makes the object (e.g. a face) unrecognizable ist tases and as such seriously diminishes
the usability of the camera.

L For more detailed technical explanation about laténg and its consequences,
vlv please contact Quadrox support.

Megapixel quality (1280x960 and higher)Network cameras with more than a million pixels
are becoming the new type of camera’s in today'sketplace. Because of their high pixel
count, they can preserve much more detail thagalaecamera, making them useful in many
circumstances. This comes at a very considerabtag# and network bandwidth cost!

As a final remark on resolution, we should reiterdiat resolution has quite a different effect

when using inter-frame codecs for compression (MPBM®YV). In these cases, choosing a
smaller resolution means less quality (as abougt) nbt less data, since the bit rate is fixed.
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For a fixed bit rate, a higher resolution meang th#ormation has to be removed in other
ways, reducing the image quality.

® Keep in mind that choosing a higher resolution afsgans putting a higher load on
l your WebCCTV and may reduce its performance. Biggeges need more internal
A d resources like memory and processing time.

5.2.3Frame rate

When choosing a resolution, we reduce the amoudats by reducing the size of an image.
Similarly, we reduce the amount of data by simpbyriag or streaming fewer images. Frame
rate is a third big factor in compression. Thistéads potentially big, since the difference in
frame rates can range from 30 fps to one imageyeéd/eeconds, a factor of 100!

When reducing the frame rate, the loss of qualisates video that is not “smooth”. The

human eye needs a certain frame rate to percesegaence of images as smooth motion.
When reducing the frame rate to a number belowatnsunt, the image “shocks”. However,

while being less pleasant to look at, the qualityhe individual images is not affected, so all

detail is preserved.

The threshold of the human eye for perceiving aileege of images as smooth motion lies at
about 15 images per second, depending on the pefdtwugh the broadcast industry
(television, DVDs, film, etc) take a substantialrgia on this with streams at about 25 fps, this
is not absolutely necessary for smooth motion.

Because of this, streaming at more than 15 fpdn®mst never useful and mostly serves to
increase your bandwidth requirements. In most ¢asesn 10 or 12 fps suffice for a
satisfactory viewing experience.

For recording, frame rate is usually reduced furtlsence nothing much occurs in the time
period of 1/1% of a second. A storage frame rate of 3 to 6 fpsnisugh for most practical
applications.

Similar remarks about the relation between comprastechnology and frame rate hold as
they did for resolution. When using (M)JPEG, framaée has a direct influence on bit rate
since each image is compressed separately. Wheg M&EG, H.264 or WMV, the bit rate is
set, so frame rate potentially has an influenceuaality rather then on data size.
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5.2.4"Differential” live streaming

In order to further reduce the bandwidth requiretmdar live streaming, Quadrox engineers
have devised an extra algorithm that can improeeJdPEG streaming for analogue cameras.
When using differential live streaming, only thertpaof the image that actually change
visually are transmitted to the viewing componéitthe receiver side, the parts of the image
are recombined into a full image. In terms of gqwalthis form of data size reduction can
hardly be noticed, but the bandwidth is reducedstdrally. This allows us to stream high
quality video over a lower quality bandwidth.

° If you want to remotely access the WebCCTV viderveseover the Internet, it is
highly recommended to use differential streamingoter possibility is using Low
Bandwidth streaming. More info can be found in tleer Manual.

This feature is not available for network camerasw Bandwidth streaming is
Tl" available for both analogue and network camera’s.

5.2.5Activity detection for storage

For storage, we can apply a similar principle. Cthly images that have meaningful activity in
them need to be stored. When nothing is happemeuprding can be suspended. To better
distinguish meaningful activity from “background wement” (e.g. a street nearby, a moving
tree), masking can be applied to take only cegtams of the image into account.

This technique not only reduces the storage reopgng, but also makes it much easier to trace
important events in the recordings afterwards,rgaybu both money (hardware) and time.
Using activity detection is highly recommended limast all cases. Typically, it allows you to
increase storage time up to 400%. For cameraslittlthmotion, e.g. in an empty hallway in
an industrial facility, it can even reduce the ag@ space to about 1% of the original volume!
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6 Security Policy

This chapter describes guidelines for proper uskaasecurity policy, which are designed to
ensure the proper functioning of a WebCCTV videcorder and to provide a guideline for
protection against hackers, viruses, malware anerdorms of electronic attacks.

Quadrox will not support any problems that ariserfmot complying with the guidelines and
policies in this chapter.

This chapter is structured in three major parts.

First, the guidelines for proper use of WebCCTV explained. WebCCTV is a dedicated
system that should be used solely for the purpbs&leo recording and surveillance.

Secondly, the details of the security policy ardioed. To sum it up in a single sentence, the
policy amounts to this: We will lock down WebCCT¥ anuch as possible, leaving as few
places as possible where an attack could occursacuring the remaining places as much as
possible. We will provide you with information alidwow we lock the machine and how you
can open it if necessary. As mentioned above, @uxadill not support this any further.

Thirdly, some additional ways to recover from esrare explained for your convenience.
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6.1 Proper use of WebCCTV

WebCCTV is a dedicated system that should be usletydor the purpose of video recording
and surveillance. Since WebCCTV has Windows XP Hidbd as its operating system, it can
be accessed locally and used as a normal PC. itigdsbe avoided as much as possible, as it
might prevent proper operation of the WebCCTV.

The following uses of WebCCTV are normal:

Accessing WebCCTV in operator mode and using tbal imterface.

Accessing WebCCTYV in administrator mode and viewmgges of the local machine
through the web interface in a surveillance context

Accessing WebCCTV in administrator mode to do adstiation of the local and/or
remote WebCCTV’s, comprising configuration of th@ewating system and the
WebCCTV application.

Any other use of WebCCTV is considered to be improgr use!
Examples of improper use are (not exhaustive):
Accessing the web application of other WebCCTV’sviich live or recorded images

in a surveillance context.

Surfing to any other website on your corporate oekvor the Internet, when this is not
necessary for the administration of the machine.

Using the machine for file storage.

Using the machine for any other purposes than visieweillance and recording.
Examples include word processing, business tobktiog through IM, etc.

Installing any &' party software on the machine. There are two ei@e

o Dynamic DNS software required for the machine todseessible from the
Internet.

o Tools that heighten the security of WebCCTV (eigus/ scanners), under the
conditions mentioned elsewhere in this document.

The restriction put here will help to increase #ezurity and ensure proper functioning of
WebCCTYV throughout its lifetime.

They prevent an additional load on the machinegchisbuld hinder a proper working
(including video quality) and could shorten thetifne of WebCCTV.

They prevent the attraction of viruses, spywarayaad, malware and other forms of
software that form a threat against the health eb@CTV.

They prevent interference between WebCCTV softward 3° party software that
might cause WebCCTYV to malfunction.
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6.2 Security policy

At the start of this section, let’s reiterate tlasio premise of the WebCCTV security policy:

We will lock down WebCCTV as much as possible, ieg\as few places as possible where
an attack could occur, and securing the remainiages as much as possible.

“Locking down” the machine means that we will trg prevent malicious attacks on
WebCCTV by not giving attackers (hackers, viruggs) the possibility to exploit weaknesses
in the system.

WebCCTV uses the Microsoft Windows XP Embedded ajgsy system. Like any other
operating system including Linux and other Unixiaats — or any software for that matter —
this operating system is not perfect. It contaiegain weaknesses that could be used to get
unauthorized access to the machine.

Generally speaking, Windows XP (Embedded) is a veaje operating system when
administered correctly. There are several waysradlin this section to increase security.

Have secure passwords.

Leave WebCCTYV in operator mode as much as possible.
Keep the system up to date via Windows Update.
Secure the network access.

Make sure that any other access doesn’t causegonsbl

Contrary to popular belief, most attacks on compasiestems are not brute-force attacks by
extremely skilled people on a weak operating systénstead, most attacks exploit

vulnerabilities that were created “from the insid&€his implies that you have control over the
situation and can prevent attacks by rigorouslyseg the machine and being careful when
handling it. In the next paragraphs, you can fintllmw to do this.

6.2.1Password policy

The very first thing that you should do when unpackhng WebCCTV, is to
change the Administrator password!

The default password for Administrator account ewWWebCCTV units is “webcctvnvr” and
for Operator is “quadrox” (lower case letters).

Default passwords should be changed as soon ableosseferably even before WebCCTV
is put on the network. Otherwise attackers can gainess to the system using easily
retrievable passwords. It’s like locking the ddauif leaving the key in the lock.

To avoid passwords leaking out of the organizatipbeing retrieved otherwise, follow these
guidelines:

Publish passwords to as few people as possible. féwer people knowing the
password, the less chance of it ending up in treg/hands.
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Don’t keep passwords in written form in places tmaght be accessible by malicious
people. This includes paper documents that mightlag, websites, mail and IM
messages.

Restrict the number of Administrators to a minimumce users have fewer rights, a
user password leaking has fewer severe consequdhcegven advisable to have an
extra user account for each administrator, whicukhbe used for regular viewing.

Choose strong passwords. A strong password is swpas that is hard to guess by
attackers (people and software). This helps torsethe product against brute force
attacks (trying all passwords). Use the followingdglines:

The password should be at least 8 characters lamger is better.
Use both CAPTIAL and small letters (at least oneaxth).
Use both letters and figures or other characteérneéat one of each).

There should be no connection whatsoever betweengername and the
password. This includes copying parts of the useenar having a
semantically relevant meaning (e.g. the passwotideisiame of the user’s
wife). Preferably, the password should have no “Go’meaning at all.

o O O O

One of the prime ways for hackers to retrieve pasgsvis simply asking for it. A hacker
would pretend to be e.g. a support technician akdyau for the password. In order to prevent
this kind of attack, we outline here the procedtoe Quadrox support people regarding
passwords of customers.

First of all, by default Quadrox does not know gr@agswords of machines in the field. Since
we use the operating system for authenticatiorretiee no way in which we can retrieve a
password, for any reason. The only way for us tovkra password is if the customer
voluntarily tells us.

If it is necessary for Quadrox support to have phssword in order to give assistance, the
support technician will ask the customer explicitly

When you have the slightest doubt about the auttignof the support person, the requested
way of communicating the password or the telephoumber given to call, please don’t

hesitate to call Quadrox support on the followingnier: +32 (0)16 58 25 85. In the USA,

please call 1-888-QUADROX

The Quadrox support personnel will not save or kpapswords in any way. For optimal

security you should change the password after patipall, or in general after revealing the
password to anyone who normally doesn’t have access
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6.2.20perator mode

When logging in to the machine in Operator moden@divs login, not the WebCCTV user
interface), the user can only see the local interiaf WebCCTV. All other direct interaction
with the system is disabled. Nothing changes forate access to WebCCTV.

Always leave WebCCTV in Operator mode, when not péorming system
administration.

Leaving WebCCTV in Operator mode is a strong ptatecagainst improper use of the
machine. Naturally it increases security and hétgssystem to perform its job, as explained
above. There is no valid reason to leave the madhihdministrator mode.

6.2.3Windows security updates

To keep your system secure, it is important that keep it up to date. This will prevent an
attacker from using vulnerabilities that have alsebeen removed by Microsoft.

All installations that do not have Windows XPe Serice Pack 3 are
insecure and should be re-installed.

It is the responsibility of the installer to keep WebCCTV up to date with
the latest security patches.

Quadrox is not responsible for keeping the insaN#ebCCTV’s up to date. This is the
responsibility of the installer. Quadrox is notpessible for problems that originate from not
keeping the machine up to date (patches until sisé delease applied). If such a problem
occurs (e.g. a virus), Quadrox recommends a fulhgtallation.

6.2.4Network security

The network is the main interface of WebCCTYV, tlglowhich an attack can occur. That's
why it is important to pay special attention tosesurity.

In accordance with our general security policy,wiétry as much as possible to limit the way
in which the network can be used, while not intenfig with WebCCTV functionality. There
are several ways to limit the network:

Physical limitation (dedicated network)

Limiting the number of connections (LAN versus hmigt)
Using only one network protocol (TCP/IP)

Allowing only traffic on the necessary network mofFirewall)
Allowing only known clients

Limiting the functionality of the web server (seity 11S)
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6.2.4.1Dedicated network versus integration with the
corporate network

Having a dedicated network for video surveillanadds an intrinsic level of security by
physically eliminating access points for attackkisTway, you can easily have a safe and
robust system. The network becomes a safe entitgetf, while if WebCCTV is incorporated
in a more general network, security should be laudund the unit.

A dedicated network also ensures that the videffidrdoesn't interfere with other general
data. This potentially increases the performanceotth WebCCTV and other applications on
the network.

On the other hand, integrating the video networthwine corporate network can potentially
reduce the costs of installation and administrati®oth solutions are possible and endorsed by
Quadrox. The choice depends on your performanat,ara security needs.

6.2.4.2Internet Connection

When WebCCTV is in a LAN, the number of network esdrom which an attack can
originate is at most a couple of hundred. When WEBC is connected to the Internet, this
number rises to millions. Connecting WebCCTV to theernet dramatically increases the
chance on an attack.

The decision to put a unit on the Internet depesrd¢he needs of the end user. If you do so,
please pay extra attention to the security isswE#ioned in this document.

6.2.4.3Limiting the number of protocols

By default, the Windows operating system suppomuftiple network protocols. An example is
NetBios which is, among other things, the protacs®#d to share folders across the network.

To increase security these protocols are disalbléafebCCTV. Only one protocol is enabled:
TCP/IP. This is the main protocol used on moshefdurrent networks, including the Internet,
and the only one needed for WebCCTYV functionality.

Disabling other protocols prevents attacks thattheen and it is in that sense a good measure
to increase security. Furthermore it prevents th# fiom broadcasting, or in other words
constantly yelling its position to the rest of thetwork. This makes it more difficult for an
attacker to find the unit on the network, whichiagacreases security.

In some exceptional cases it might be necessagpdble these protocols again, e.g. to backup
video through shares. This is technically possikike: protocols are disabled, not removed.
However, Quadrox strongly advises against this tm@cand will not give support on this
functionality or any problems that originate from i
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6.2.4.4Firewall

A critical element in WebCCTYV security is the firellv A firewall is a piece of software that
basically allows only a limited number of applicats to use the network.

WebCCTYV uses Microsoft firewall, which is enableddefault in the operating system. It is a
basic firewall with limited functionality, but naie less effective for our goals.

By default, only the following applications areiled:

Web server needed for the web application (IIS, poR 80)

WebCCTV video server software (OPServer and OPVWIYS port 1518 and UDP
ports 4096-4223)

Remote desktop needed for remote administratiorsapgort

This is only valid for connections that are madeWebCCTV. For outgoing connections
(connections made from WebCCTV to another machiheje is no restriction. However,
please follow the guidelines for proper use to préyroblems.

® For support issues where Quadrox support techrsiciake remote control to the
l WebCCTV TCP port 3389 must be opened. For Q-Mors&wice TCP port 5666
=¥ has to be open.

In some exceptional cases it might be necessaaijdev more applications (open more ports).
This is technically possible; however, Quadrox rsfifg advises against this practice and will
not give support on this functionality or any praiis that originate from it.

6.2.4.5Allowing only known clients

If you have a set-up with a fixed number of knoviients, there is a possibility to only allow
these clients, based on their IP address. No otients will be allowed to access WebCCTV.
This would further limit the number of possible oection points and thus increase security.

This is only usable in a limited number of scera@md can give rise to a number of logical
problems. Please contact Quadrox support for nmfoermation.

6.2.4.6Securing the applications

When applying the restriction on applications witie firewall as explained above, the
attackable points are effectively limited to theggplications. In the next step we should make
sure that those applications themselves are secure.

Remote desktop doesn’t have ways of automatiors iffplies that only a human operator can
use it, not a piece of software like a virus. Tis& of a human operator performing malicious
actions is limited to the access he has. The dgcofithis falls back to the security of the

passwords, for which a policy is outlined above.

The WebCCTYV server is an unlikely point of attaskce it is not a wide spread application
like a web server. This means that very few pewamald be interested in designing an attack
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on this software. Those people would have to knowat @bout the internal workings of the
server, which is difficult. This being said, Quaxirengineers are working hard to keep the
number of possible security risks to an absolut@mum.

Only one application remains, namely the web sefii&). Quadrox uses tools issued by
Microsoft like urlscan and lock-down to block angtian that is not related to WebCCTV
functionality. To ensure security of 1IS, pleaseken@ure that all necessary security updates
are applied (see above).

6.2.4.7VPN

Setting up a virtual private network (VPN) can puiglly increase security, similar to having
a dedicated network or limiting the clients on dRl@ss. It uses encryption of data that goes
over the network to achieve this goal.

Setting up a VPN for your video surveillance equinmis outside the scope of Quadrox
support. Be aware that the encryption process carsec delays that might affect the
performance of the video system.

6.2.50ther types of access

Apart from the network, there are several othersavaywhich a malicious piece of software
can end up on WebCCTV. These ways include all mé&dion carriers that can be connected
to WebCCTV, like CDs, floppies and USB memory dsive

When connecting these information carriers to WebZ(pay special attention to security.
Make sure that they are scanned for viruses andanalbefore connecting them.

You should also pay extra attention when you inioed foreign objects in a shielded
environment, e.g. a technician's laptop in a dedecaideo network.

6.2.63" party security tools

When the machine is locked down like described abdlvshould be resistant against the
majority of threats. The limited increase in seguthat would be achieved by pre-emptively
introducing additional security tools probably does justify the additional cost of licenses
and efforts for installation and maintenance. Femtore, this software might interfere with
the functionality of WebCCTV.

Such tools include virus scanners, malware/spywaedvedre removal tools, additional pop-up
blockers, firewalls with extended functionalitiegript blockers, etc. None of these software
products are installed on WebCCTYV by default f& tbasons mentioned.

If the situation forces an installation of suchlspdhe installer will be responsible for the

proper working of the system. Quadrox cannot giygert on such non-standard installations,
unless otherwise agreed.
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As a general guideline, script blocking should zabled at all times, since WebCCTV uses
scripts to implement its functionality. Th& Barty tools also need to allow the proper
installation and execution of signed ActiveX coments.

6.3 Error recovery mechanisms

WebCCTV has the ability to automatically recoveonfr common problems like crashes,
overheating, etc. This is achieved by System Hezdttvice (SHS).

System Health Service is software running on WebZGE a service. It monitors the

hardware and some vital processes on the machkeetHe WebCCTV server and IIS. If

something happens (e.g. a crash) to any of thesmegses, the SHS will try to recover by —
depending on the seriousness of the situationtartegy the process or rebooting the PC.
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Troubleshooting

WebCCTV is a reliable system and is designed asigdefor durability. However, problems
may occur, following procedures in this chapter balp to determine the cause.

You should become familiar with this chapter. Knogviwhat might go wrong can help
prevent problems from occurring.

7.1 Problem solving process

Resolving problems will be much easier if you olkisdahe following guidelines:

Stop immediately when you recognize a problem sxistrther action may result in
data loss or damage. You may destroy valuable gnofelated information that can
help solve the problem.

Observe what is happening. Write down what theesyss doing and what actions you
performed immediately before the problem occurred.

The questions and procedures offered in this chapte meant as a guide, they are
not definitive problem solving techniques. Many lgeons can be solved simply, but
a few may require help from your installer. If yénd you need to consult your
dealer or other consulting person, be preparedetzribe the problem in as much
detail as possible.

7.1.1Preliminary checklist

Consider the simplest solution first. The itemghis section are easy to fix and yet can cause
what appears to be a serious problem.

Make sure you turn on all peripheral devices. Tihedudes your printer and any other
external device you are using.

Before you attach an external (none USB) devicé gawn the WebCCTWVhen you
turn the WebCCTYV back on it recognizes the newdevi

Make sure all options are set properly in the gpoading setup program.

Check all cables. Are they correctly and firmlyaatied? Loose cables can cause signal
errors.

Inspect all connecting cables for loose wires dhdamnectors for loose pins.
Check that your CD/DVD-ROM is correctly inserted.
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7.1.2Analyzing the problem

Sometimes the system gives clues that can helgoymentify why it is malfunctioning. Keep
the following questions in mind:

Which part of the system is not operating propekbyboard, hard disk drive, optical
media drive, or display? Each device produces miffesymptoms.
Is the system configuration set properly? ChecKigaration options.

Do any indicators light? Which ones? What colowr ttwey? Do they stay on or blink?
Write down what you see.

Do you hear any beeps? How many? Are they londnort® Are they high pitched or
low? Is the WebCCTV making any unusual noises?&\dadwn what you hear.

(J
‘_l' Record your observations so you can describe tbgraur dealer.
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7.2 Solutions for common problems

7.2.1Start up problems

Problem Possible causes and resolutions
Nothing shows up on the. Monitor problem
monitor when you try to o Check the section on monitor problems
start WebCCTV . Boot prob]em
0 Check the rest of this section
WebCCTV doesn’t This is probably caused by a lack of power.
switch  on (AC IN
indicator doesn’'t glow - Cable not connected or damaged
green) 0 Make sure that the power cable is firmly

connected to the WebCCTV power supply and to a iugrk
power outlet.
0 If the cable is frayed or damaged, replace it.
0 If the cable connectors are dirty, wipe them with
cotton or a clean cloth.

Power outlet isn’t operational

0 Contact the building manager.
Power outlet doesn’t have the correct voltage
o] Adapt the jumper switch on the power supply to

match the power outlet voltage.
Power supply is in safety mode because the WebCCTV

overheated

0 Let the unit cool down and try again. Locate the

source of the overheating and eliminate it
Power supply is broken

0 Contact HP or the WebCCTYV distributor
WebCCTV boots from - The BIOS settings are not appropriate
another storage devige Remove the storage device (e.g. take the CD-
then the hard disk (e.gROM out of the CD-ROM drive)
CD-ROM) 0 Adapt the BIOS settings to boot from the hard
disk first
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displayed

“No system disk” ig The WebCCTV doesn't find a suitable storage devadoot

from.

No operating system is installed on the hard disk

0 Try to re-install the WebCCTV software (s
chapter 3)

The hard disk malfunctions
0 Check the cables which connect the hard dis
the motherboard
0 Contact HP or the WebCCTYV distributor

k to

WebCCTV doesn’'t boo
and emits beep sounds

t A hardware device malfunctioned.

The RAM memory malfunctions

o] Check if the RAM memory is correctly inserted

0 Replace damaged RAM memory

o] Replace any RAM memory that is not compati

with the WebCCTV

0 Contact HP or the WebCCTYV distributor
Another component malfunctions

0 Contact HP or the WebCCTV distributor

The keyboard or mous
doesn’t function

ea) The lights (LED) on the input device don't fuoct

Cables not properly connected
0 Make sure that the mouse or keyboard cabl
firmly connected to the WebCCTV

Input device broken
0 Check the mouse or keyboard on another PC

b) The lights (LED) on the input device functiomtthere is na
reaction on movement.

Input device connected by PS/2

0 Reboot the unit
Input device connected by USB
0 Disconnect the device and connect it again

ble
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7.2.2Monitor problems

Problem

Possible causes and resolutions

The monitor is
completely black

Monitor switched off

o] Turn on the monitor
Cable not connected or damaged
0 Make sure that the power cable is firmly
connected to the monitor a working power outlet.
0 If the cable is frayed or damaged, replace it.
0 If the cable connectors are dirty, wipe them with

cotton or a clean cloth.
Monitor set up to complete darkness
0 Try to adapt the brightness and contrast setting
of the monitor
Monitor broken
0 Try another monitor

JS

error (e.g. “No signal”)

The monitor displays an| -

Monitor cable not properly connected
0 Make sure that the monitor cable is firmly
connected to the WebCCTV and to the monitor

The monitor doesn’t
display correct colours

Monitor cable not properly connected
o] Make sure that the monitor cable is firmly
connected to the WebCCTV and to the monitor

Monitor set up incorrectly
0 Try to adapt the brightness and contrast setting
of the monitor

JS

For other problems, please check the documentafitre monitor manufacturer.

7.2.3Windows logon problems

Problem

Possible causes and resolutions

of a User

You forgot the password -

Log in as Administrator, reset the Operator’s passiw
through the web application

of the Administrator

You forgot the password -

Re-install the WebCCTV

Since Quadrox uses the Windows Operating System for
authentication, there is no back door to retrievangesetting the

password.
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The password is not . Incorrect spelling
accepted 0 Type the password again
0 Pay special attention to capital letters, the
password is case sensitive!
Incorrect keyboard settings

0 Type Ctrl-Shift to switch your keyboard settings,
if you have set up multiple keyboard configurations
0 Use an appropriate keyboard

7.2.4Remote connection problems

Problem Possible causes and resolutions
Internet Explorer shows. IP address or domain name incorrect (spelling ejta
HTTP error 404 “The o Correct the spelling and try again
page cannot be found” | . No physical connection to the WebCCTV
You can test this by performing a ping test
o] Check if the network cable of the WebCCTV|is
properly connected to the NVR and to the switchy burouter
0 Make sure the switch, hub or router is turned on
and working
o] Try to connect the WebCCTV to a different pprt
on the switch or hub
A 3" party application (e.g. a virus scanner) is prénen
the page from being displayed
0 Disable the % party software and try again
[IS (Internet Information Service) is not runningpperly
0 Contact Quadrox support
The Welcome screen. Scripts are blocked
appears, but the loggro Disable any script blockers, including script
screen doesn't blocking functionalities of anti-virus software
0 Make sure port 1518 is opened.
A message pops up: Internet explorer blocks the installation of thetieX
“Your security settings$ component
prohibit running ActiveX| o Configure Internet Explorer to allow the
controls on this page. Asinstallation and execution of signed ActiveX coltgro
a result the page may nop Add your WebCCTYV to the trusted sites list.
display correctly.”
Browser returns - Internet Explorer has a proxy server enabled in|the
‘connection refused'-likelnternet Options, which blocks URLSs like 'localHost
message 0 Remove the proxy server from the Internet
options: Tools > Internet Options > Connections ANL
Settings.
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A message pops up: “The Your firewall blocks WebCCTYV signals

connection was activelyo Check whether all firewalls (server and client
refused by the side) are correctly configured.
WebCCTV server. ”

7.2.5Camera problems

Problem Possible causes and resolutions
No or unstable images | - Camera not properly connected
0 Check the connections (network, coax cable)
0 If the cable or connectors are damaged, replace
the cable.
0 In case of analogue cameras, check whether the

cable is under voltage
Camera is turned off

0 Connect the camera to a working power outlet
0 Turn on the camera
The image is out of focus. Lens is not properly adjusted
or trembles 0 Try to adjust the camera to show more a focused
picture.
Camera not properly connected
0 See above for resolutions

For other problems, please check the documentafitte camera manufacturer.

7.2.6WebCCTYV software problems

Problem Possible causes and resolutions
The buttons of the wep. Internet Explorer hangs up
application don'twork | o Close the browser and try again
WebCCTV server malfunctions
0 Restart the server with the icons on the
WebCCTYV desktop
0 If the problem persists, reboot the WebCCTV
0 If the problem persists, contact Quadrox suppart
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A black image is shown | . DirectX not installed or outdated
Check by Start > Run, type “dxdiag”. The DirectXrsien
should be at least 9.0b
o] Download and install the latest DirectX version
from http://microsoft.com/directx
Video drivers of the client computer are outdated
0 Download the latest video drivers from the
website of the client computer manufacturer
Firewall blocks image transfer
0 Check whether all firewalls (server and client
side) are correctly configured.

No grid is displayed in - Video card has less than 16 MB of video memory.
the activity detection Go to the Display settings, go to the Settings talick
screen. Advanced. A new window appears, click the Adapabr Check

that Memory Size is at least 16 MB.
DirectX 9.0b or higher is missing
0 Download and install the latest DirectX version
from http://microsoft.com/directx
Not enough hardware acceleration

0 See the section on client configuration
Very bad image quality- The color depth in the display settings isn't se4 or
(image shows big planes32 bits
of the same color) 0 Change the color depth to 24(32) bits instead of

16 bits in the display properties. Right click dre tDesktop
choose Properties. Go to the Settings tab, antheetolor depth
to 24(32) bits.

Wrong combination of graphics controllers and/or

drivers

o] Contact Quadrox support
PTZ supporting camera. Problem with camera configuration (source numbe@ring
doesn't have PTZ 0 Delete all IP devices. Add them again using [the

Camera Wizard. Make sure to add the cameras j&dband
per type, not alternating different brands or types

The WebCCTV rebootsThis problem occurs mostly during installation wahXEON
spontaneously build.

Watchdog prematurely reboots the unit
o] Unplug the power from the Watchdog unit gnd
try installation again. Don't forget to plug powaable back tg
the Watchdog unit after install.
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7.31f you need further assistance

If you require any additional help using your WeblGCor if you are having problems
operating the WebCCTYV, you may need to contact @uafibr additional technical assistance.

7.3.1 Before you call

Some problems you experience may be related tovaadt other than WebCCTV or the
operating system. It is important to investigatéeotsources of assistance first. Before
contacting Quadrox try following:

Review troubleshooting sections in the documentatfor other software and
peripheral devices.

If a problem occurs when you are running other iappbns, consult the
documentation for that software for troubleshoosoggestions.

Consult the dealer you purchased software froms Waiy is the best source for current
information and support.

7.3.2Collecting the necessary information

When you contact Quadrox for technical support, waillibe asked to provide the following

information. Please have this information readyobefyou call and include it in every email
that you send. This will help the support peoplénamdle your problem in the most efficient
way. All information is obligatory.

® All this information can be gathered by one simgliek in the Video Manager
l Info -> Generate System reportSave the file and send it to support. ChecK.bker
A d Manual for more information about this topic.

What is the type of product?
Possible types are WebCCTV, Guard, Enterprise..allasion. The type matches the name in
the Windows Start menu.

How many units are showing the problem?

How many video sources are connected to each unit?
Make a distinction between the different types ifdsg of network cameras and network video
servers. You can find this information in the weiplecation. Log in as Administrator and go
to the “System” menu. There you will find a listtbe connected sources.

What is the version of the operating system?

What is the version of your WebCCTYV software?
This information can be found in the web applicatihog in as Administrator, go to the
“System” menu and select “System info”. The numltbeg you need to provide are “XPe
build version” and “Setup version”.
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What is the problem?
Please make sure that you have the relevant infmmaoncerning your problem. What is
going wrong? What were you expecting? A good pmobtescription can help the support
person to handle your question more efficiently.

7.3.3 How to contact Quadrox

If you are still unable to solve the problems andpgct that it is related to the WebCCTV
products, contact Quadrox as described in the Agige Contact Us.

USA:

E-mail: support@quadrox.be
Telephone: +1 888 QUADROX
Europe:

E-mail: support@quadrox.be
Telephone: +32 (0) 16 58-25-85
Fax: +32 (0) 16 58-25-86

7.3.4How to allow remotely access to your
WebCCTV by Quadrox support

Sometimes to fix a problem with your WebCCTV uhi¢ easiest way for Quadrox support is
to take remote control of your WebCCTV. Quadrogpsart will only attempt this after having
been in contact with you through phone or emagmRte Access to the WebCCTV is
established with the help of the Quadrox Remoteséasce Tool, VNC, RDC, Logmein or
CoPilot (www.copilot.com).

Version 4.4 Series



8 Appendices
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Appendix A
WebCCTYV installation checklist

Please check that you performed all steps listémibe
O Hardware connections:

1. Connecting the power outlets to the WebCCTV, cameanad the network
switches.

2. Establishing a network connection between all efdbvices by connecting each
of them to a network switch using UTP network cable

@ Configuring the WebCCTV'’s IP-address
3 Configure the cameras by:
1. Giving all cameras staticIP addressusing the Camera Setup CD-ROM.
2. Giving all cameras a user name and password.
3. Adding all the cameras to the WebCCTV Web Applmatusing the correct
static IP address, user name and password assigtitezisteps above.
4. Setting all the camera parameters, such as the raamelity (resolution),
recorded frames per second and compression type.
5. Setting the activity detection level & masking @mtly.
@ Checking for the presence of recordings for allremted cameras in the D:/movies
folder.
(3 Verifying the combined CPU consumption of the Weld®0s not higher than 55%
when all connected cameras are simultaneouslydgxpr
(® Changing the default passwords into strong passvditte passwords are changed in
the User management of the WebCCTYV application.
@ Checking access to the WebCCTV from a remote drnfienetwork.
Saving the WebCCTV settings using thave Configuration feature in theSystem

info screen. Burning the settings to the blank CD-R¥psad with WebCCTV.
Make sure that CD-RW with saved settings is plde&ck into the pouch. After you
leave the site, the pouch in the unit should corn2&iD’s:

The Recovery CD containing the full version
The CD with latest settings
Setting WebCCTYV to the Operator mode.

Configuring a router (not needed when the WebCC%Wot accessed from an
external location)

Opening TCP ports 1518 and 80.

Opening the UDP port range 4096 ~ 4223

Opening the TCP port 3389for outgoing (optional)

Opening the TCP 5666 if your server is monitoredthiyy Quadrox Q-Monitor
Service.

Forwarding all of the above ports to the interfabddress of the WebCCTV
Above are the default ports. Note that these parésmge when the default ports
are changed in the WebCCTYV settings

Checking the Internet connection.
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Appendix B
Contact Us

Quadrox is a leading provider of Digital Video Imtet infrastructure management solutions,
enabling companies to leverage the Internet tovelelbetter physical security and more
powerful and cost-effective Digital Video applicats and services to their customers,
employees and business partners. The Quadrox We¥G@dduct family provides an

efficient and reliable infrastructure by which epiises can distribute, update and manage
video sources and content over corporate intrapgtsanets and the Internet.

Corporate headquarters

Belgium:

Address: Quadrox tsov., Duigemhofstraat 101, 3020 HerenligiBm

Telephone: +32 (0) 16 58-25-85

Fax: +32 (0) 16 58-25-86

E-mail: info@quadrox.be

USA:

Address: Quadrox US 900 Warm Springs Road, Ste. C102 HeodgerSevada
89011

Telephone: (+1) 702-564-6340

Toll Free: (+1) 888-564-6340

Fax: (+1) 702-564-6341

E-mail: info@quadrox.com

Technical support

Quadrox is committed to providing you with the begerall product experience. This includes

intuitive technical products and flexible optiors fit your support needs. Our products are

designed with superior quality and ease of useimdbut we understand that issues do arise
from time to time that need the backing of our sarppesources.

USA:

E-mail: support@quadrox.be
Telephone: +1 888 QUADROX
Europe:

E-mail: support@quadrox.be
Telephone: +32 (0) 16 58-25-85
Fax: +32 (0) 16 58-25-86
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Hardware support

WebCCTV system is based on the HP business deBiGagf DC8000 models or better. The
following contacts are for the hardware supporionl

USA:

Telephone: 800-HP invent or 800-474-6836

UK:

Telephone: 0870 842 2339
Belgium (Dutch):
Telephone: 078 600 600
Belgium (French):
Telephone: 078 600 600

Netherlands:

Telephone: 0900 - 117 0000

France:

Telephone: 0826 10 49 49

Germany:

Telephone: 01805 25 81 43
Spain:

Telephone: 02 92607330

For more information about hardware support andware support in other countries please
refer to the following linkhttp://welcome.hp.com/country/us/en/wwcontact.html
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Appendix C

Camera protocols supported by WebCCTV v.4.4.2.0

Updated on: 16 August, 2010

IP cameras

ACTi
Act ACD-2100 PAL

»  ACTI ACE-ZI00 INTSC

w CACTT ACM-1011

o ACTI ACHMELIDON
ACTI ACK-1100P

o ACTT ACM-1100N
ACTI ACKELTDLP

»  ACTI ACKM-11LIT

« ACTI ACM-1111F

o CACTT ACH-1231

« ACTIACKM-1232

= ACTI ACM-13100d

» ACTE ACK-1310P
ACTT ACM-151EDT

» ACTIACM-131IF

o ACTI ACM-14311

o ACTI ACM-1431F

o CACTI ACK-143274
ACTI ACM-1432P
ACTI ACK-1511
ACTE ACM-300L
ACTI ACHE-301L

» - ACTI ACK-31000

« ACTI ACMW-3100F

o CACTT ACMEZ100I

» CACTI ACHEII0EP

o CACTT ACKM-3LINN
ACT: ACKW-311EP
ACTT ACNME3ZTIN

« ACTIACKM-321IL

«  ACTI ACM-3531IN

» ACTI ACM-3311P

o CACTI ACK-3401
ACTI ACM-3411
ACTI ACM-535110

«  ACTI ACM-3601

« CACTI ACKM-3603

« ACTI ACM-3701

s  ACTI ACM-3703

»  ACTE ACK-2000

o ACTI ACM-2001
ACTI ACH4100 WNTSC
ACTI ACH-4100 PAL

» ACTI ACM-E200

v ACTT ACM-220L

» ACTI ACK-4301

» ACTT ACM-500L

o CACTI ACN-53EL
ACTI ACNMES60L
ACTT ACKM-56EL

= ACH ACM-370LP

s ACTE ACMM-ETOLN

« ACTT ACM-GTIIN
ACTI ACM-5TIIP
ACTI ACM-T4IL
ACTI ACHM-BA0L
ACTI ACHE-BIIL
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ACTi ACM 8511 NTSC
ACTi ACM-8511 PAL
ACT CAN-5200ET
ACTi CAM-5200HP
ACTi CAM-5201H
ACTi CAM-5201HP
ACTi CAM-5220ET
ACTi CAM-5I0HP
ACTi CAMSIIHN
ACTi CANESIZIHP
ACTi CAM-5300HT
ACTi CAM-SI00HP
ACTi CAM-SITER
ACT CAM-5301HP
ACTi CAM-5320ET
ACTi CAM5I20HP
ACTi CAM-S321EN
ACTi CAM-5321HF
ACTi CAMS3ZEN
ACTi CAM-5322HP
ACTi CAN-GII0NS
ACTi CAM-62D0P?
ACTi CAM-G2ND
ACTi CAM-BI0FT
ACTI CAM-G7AN
ACTi CAM-G2I0PW
ACTi CAM-G500 TSC
ACTi CAM-6500 PAL
ACTi CAM-B5I0NTSC
ACTi CAM-G510 PAL
ACTi CAM.G520 NTSC
ACTi CAM-6520 PAL
ACTi CAM-6600 MTHC
ACTi CAM-6600 PAL
ACTi CAM-6610 NTSC
ACT CAM-G610FAL
ACTi CAM-66M0 NTSC
ACTi CAM-6620 PAL
ACTi CAM-HE30 NTSC
ACTi CAM-6630 PAL
ACTi CAMTH0N
ACTi CAMTIN0P
ACTi CAM-7201N
ACTi CAM-T2HLP
ACTi CAMTZHN
ACTi CAM-72H0P
ACT CAMET2HIN
ACTi CAM-TZ21P
ACTi CAM-TI00M
ACTi CAMTI00P
ACTi CANETROIN
ACTi CAM-T30P
ACTi CAMFIIN
ACTi CAM-TIHCP
ACTi CAM-TIHN
ACTi CAM-TIHP
ACTi CAMTI?IN
ACTi CAM-T321P

ACTI CAM-73271
ACTI CAM-T322P
ACTI CAM-7411
ACTI TCD-ZI00P
ACTI TCD-Z10004
ACTi TCD-1500F
ACTi TCD-I5000
ACT TCM-I011
ACTi TCM-1331
ACTi TCM-1332
ACTi TCM-1511
ACTI TCN-3001
ACTI TOM-3011
ACT TOM-3401
ACTI TCM-311
ACTi TCMV-3511
ACT TOV-101
ACTI TCM-4301
ACTI TCM-5001
ACTI TCM-5311
ACTI TCM-5312
ACTI TCM-5601
ACT TCM-50T1
ACTI TCM-F0LL
ACTI TOM-711

ApproTech

APPROLC-7211 PAL
APPFD LC-7211 INTSC
APPROLC-7ZIIW PAL
AFPRO LC-T2L1W NTSC
APFROLC-7214 FAL
AFPRO LC-7XI4 INTSC
AFFEOLC-TXISFAL
AFPEQ LC-7215 INTSC
AFPPROLC-7X21 PAL
AFPRO LC-7XX INTSC
AFFROLC-TXZ PAL
AFPPRO LC-7X WTSC
AFPFROLC-FXNEFPAL
APPRO LC-7XHNENTSC
APFROLC-7IIXS PAL
APPROEC-FXIE5 NTSC
AFPFO LC-7XISE PAL
APPEC LC-7XISE INTSC
AFPEQ LC-TXMEFAL
AFPRO LC-7ZHEINTSC
AFPPRO LC-FXISEPAL
APPROLC-TXBE WTSC
AFPEO LC-7226 PAL
APPRO LC-7X26 INTSC
AFPFEOLC-FIZEFAL
AFFEO LC-TXIB WTSC
APPROLC-7Z31 PAL
AFPFFOLC-FEIHFAL
APPFRO LC-7231H INTSC
AFPFOLC-TZ3IHT PAL
APPRO EC-F2IIHT WNTSC




» APPROLCIONE

« APPRO LC-7ZDS(E)

« APPROLC-TZ31HT

» APPROTC-7233H

« APFROLC-7233H PAL
»  APPROLC-7233H MTSC
« APPROLC-T3I3

» APPROLC-7313 NISC

+ APPROLC-73I3PAL

« APPROLC-7314

« APPRD LC-7314 NISC

« APPROLC-TIIAPAL

« APPROVST3|ITE PAL
«  APPROVS-25HITE NTSC

Arecont

« ARECONT AV1300

s ARECONT AVI300-AT
+ ARECONT AVIHG

s  ARFCONT AVIAD-A
»  ARECONT AV1305DN
» ARECONT AV13ZD

» AFRECONT AVI3HDN
s ARECONT AV2I0

s ARECONT AVZIO0-AI
» ARECONT AVZI0S

» ARECONT AVZI05-Al
« ARECONT AVZIOSDN
s ARECONT AVZL3E

» ARECONT AVZISTDN
»  ARECONT AV3L00

s  ARECONT AV3LO0-AT
® ARECONT AV3105

» ARECONT AV3I05-AT
» ARECONT AV3I05-DN
s ARECONT AV3LH

s ARECCONT AV3IFEDN
» ARECONT AVSLI0

s ARECONT AVILI00-AI
» ARECONT AV3HOS

» ARECONT AV3L05-A1
» ARECONT AVSLIEDN
« ARECOINT AV3L3

s ARFCONT AVSISTDN

Axis

» AN 05

s CANTS 200

» ANTS 206V

s AES 2060

» ANTS 0T

» ANTS 2OTNY
» A5 20FW

» SIS 20EFD

o ANIS 2OFD-E
»  AWTS 200NFD
»  ANDS ENWED-F
« AXISZI0

» AMISZI0A

» ANIS L

o AMISTITA

»  ANTS 2110

ANIS TIW

ANIS MR FTE
AMIS NI FTEV
ANIS N3 FTEZPAL
A5 M3 FTE INTSC
ANIS T4 FTEPAL
AWIS T4 FTE WNTSC
AWIS IS FTZ PAL
ANIS A PTE INTSC
AMIZ TS PTZ-EIWNTSC
AMIS 5 FTZ-EIWNTSC
ANIS T16F0

ANIS TGFD-V
ANIS TGMPT
AMIS FIEMPT-V
AI5T]

AN XXM

ANIS RSFD

A0S 31D PAL
A5 B30 NTSC
AMIS 31D+ PAL
ANIS THIDH NTEC
ANES 1520 PAL
AT I NTSC
ANES 3T PAL
SIS 23H INTSC
ANES 2350 PAL
ANIS 2330 NTSC
AN 100

ANIS 110

A5 20 PAL
ANTS XM INTSC
ANIS T 508 PAL/MNTSC
A5 MIFPAL
LTS5 320 NTSC
ANISMIOLL

AN MLO11-W
A5 M1O31-W
ANTE M0
AXISMIIG
ANISMIIOE
AXEMILLE3

ARG MILIE

ANE MSII3-R
AXIEMIIL-R
AR M3NG
ANTSME03-V
AN MEXM

SIS MY
AXISPI311

ANIS P1343

ANIS P1LH3-E
ANEPL4
ANGEPLH4-E
ANIS P1346

AN PLMO-E
ANISP3301
ANISP3301-V
ANIE PIoH
AXISPI0L-V
ANIS P332

ANIS PazE-V

» ANIS PI343VE

« ANISPI3M

. AXISFIIWV

« ANISPRM4VE

« AXTSP5534

« ANIS Q1755

« AXBEQITHE

. ANISQLO10

» AXT5QIGIBE

« ANT5QE032-EPAL
«  ANFS-OR0SDE NTSC

Eneo

» Freo ENC-50IL

s Frneo ENC-500W
+ Eneo EMNC-100IL
» Eneo EMNC-1002W
» Eneo ENC-1002L
» Eneo EMNC-1002WW
s Enweo EMNC-10051
» Eneo EMC-100317

Ernitec

« Emitec ACK-1011

» Emitec ACM-1231

« Emitec ACK-1431

» [Emitec ACM-E511

« Emitec ACK-3311

»  Emuitec ACK-3411

« Emitec ACK-3511

» Emnitec ACM-2001

» Emitec ACK-2201

= Emnitec ACM-7411

» Emitec CAM-6600

» Emitec ETPI20C-PL2P
» Emitec EIPI200-F127
« Emibec EIP200D-FPL2F
» [Emitec EIP2I0C-PI2P
» Emitec EIF?I0D-F12FP
» Emiter ETF3200H-18E
« Emibec ETP42000-24

» Emitec EIPSI0-C1

» Emitec EIPS600C-2

« Emitec ETP50600D3-M
» Emmdtec TCWM-4301

General Elechic

« GE Security GEC-IFZB

» GE Security GEC-IFZB-C

» GE Security GEC-IF2B-F

» GE Sequrity GEC-IPID

» GE Security GEC-IF2D-C

» GE Security GEC-IF2D-P

» GE Security GEC-IPZVD

» GE Security GEC-IPZVD-C

» GE Security GEC-IFZVD-P

» GE Security GEC-IFZVD-DiIN

» GE Security GEC-IFZVD-DINC

» GE Security GEC-IPZVD-DINP

» GE Security GEC-TPDRH-DN-POE INTSC
» GE Security GEC-IPDRH-DN-FOEFPAL
» GE Security GEC-IPDERH-DIN-24VA
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INTSC

+ GE Security GEC-IPDRH-DIN-24V A
PaL

+ GE Security GEC-IFDEH-DN-MVA-P
NTSC

« GE Security GECIPDRH-DIN-MVA-P
PaL

» GE Security GEC-IFDREH-POE INT5C

« GE "‘._ﬂmmtj GEC-TFDEH-FOE PAL

» GE Security GEC-IFDFEH-24VA INT3C

« GE Secunity GEC-IFDFH-M4VAFAL

» GE Security CECIPDRH-24VA P INTSC

+ GE Security GEC-IFDEH-24VA-F PAL

+ GE Security GEC-MIFPL

+ GE Security GEC-MFP3-DIY

IQinVision

« Igmye 105
»  IQeye IQM4IS
» IQeye IQ042S
= Qeve IO040G-VO
+  BQeye IQO4LSEVLD
s Qeye IO MISIVIL
+ HQeve IC301

« EQeve IQ30Lm
» IQeye IQ30Lw
» HJeye IQ302

» Beye IQB0Zw
v BQeve 10303

s Deve I0303w
« [Qeve Q501

v EQeve IQ510

+ HQeyelQs5il

s Ieye IQ5405
+  [Qeve 105415
. IQeve 05475
+ IQeye 10601

« IQeve IQ002

+ Tigeye 10603

»  Heve IQ70L

s IQeye IQFO2

« ey IQF3

v EQeye IQR0S

» Heve IQT10

« IQeveIQTLl

» IQeyeiQri

+ EQeyeIQrsl

v IQeye 1752

» IDeyelQrs3

+  [Qeve IQ755

« EQeye IQELL

o IDeye 1602

» [Qeye 1603

+ EQeve IQS05

» IQeve [QE51

» IQeve IOG52

v [Qeye IQES3

v BQeyve IOESS

o IQeye IQALON
s IQeve IDALONE
« IQeve TQALONT
»  IQeye TQALGNN

IQev= IDALDS
IQeye IQALOSE
IQeve IRALOST
Ieve IDAL05Y
IQeye IQALIT
IQeve IQALIME
IQeve IQATINI
Igeve IQALINY
TQeye KJIAILS
IQeve IQALISE
IQeys IQALISI
IQeye INA1N
IQey= IQALINE
IQeve IQALINI
IQeye IQALIN
IQeva IDALS
IQeve EJALISE
IQeye EALISI
IQeve IALNE
Ieve IQALINT
IQeve IQA13MN
IQeye KJALIS
Igey= IQALISE
IQeye TAL3ST
IQeve IQALTN
IQeye IQALTE
IQeve INALTNI
IQeye IQALSH
IQeve IQALSS
IQeve IQALSSE
IQeys IJALSST
IQeve IQAITEX
IQeye IQAZEY
Igeve IQA20NE
IQeye IQAIINT
IQeve IQA20S
Ieve IQANSE
Ieve IQAZOST
IQeye IQADIN
IQeve IQA2INE
IQeye IQAZINT
IQey= IDADIS
IQeye FJARISE
IDeye BRAZIST
IQeye IQATIN
IQeye IQA27ME
IQeve IQA2INT
IQeys FJADIS
Igeye IQADISE
Igeys IDAPST
IQeve IQATSHE
IQeve IQATINT
IQev= IDA23S
IQeye FIATISE
IQeve IJARIST
IQeye IQAIS
Igeve IQAISNE
IQeye IQAISNT
IQeve IDADSS
Igeve IDASSE
IQeys BAPSST
IQeve 10 D05

IQeye IQDLOSIFL
IQeye IQ DLIS
IQeye IQDAISLFL
IQeye IQ D475
IQeye IQDATSLFL

Mobotix

Mobotix DIOD-Might-D4M3143
Mobotin DIODH-Might-D43M43
Mobotix DEZD-TT-DIVight-TM3MN43
Mobetix DIIDEIT-DMight-D43MN43
Mobotox DLIDH-Sac-D43043
Mobotix DZIW-IT

Mobotix DZIM-IT-Night
Mobokix D2IM-Gec

Mobotix DI2W-Sec-Iight
Mobotix D2Eh-TT-D22

Mobetix D2EM-TT-Might
Mobobx T24MW-Gec

Mobotix D2aM-Sec-MNight
Mobotix D24 i-Basic

Mobotos MLIMME-Secure

Mobotix MIOD-INight D43 D35
Mobotix MI0D-Might D135 1135
Mobotin MI0M-IT T43

Moboto: MIOM-IT-DE3S

Moboto: M I0M-Semure D43
Mobotix MI0M-5ec-D1I35
Mobotin MI0M-Gec-143

Mobotix MIID-TT-Night-D43M43
Mobotx M22N-5ec

Kootz M2 Th-Sec-ight
Mobotix M2IM-IT-D22

Mobotx: M2IM-5ec-CEVanao
Mobotix MW Sec Mizht CoVario
Mobotix M2IM-TT

Mobetix M2IN-INight

Mobotix MII-INight-CS
Mobotoy M24-TT

Mobotix M22-TT-Night

Mobotix M24-5ec

Mobotix M24-Sec-Dight

MMobotix M24-5ec-C5Vano
Moboto: M24-Gec-DE1

Mobotox B24-5ac-111

Mobobix M2eM-Hemdspheric
MMobotin M24M-IT

Mobotix MIEM-TT-Might
Moboto: R2EM-5ec

Mobobix M2EM-Sec-Might
Mobotix V10D

Panasonic

PANASONIC BE-HCE451
PANASONIC BB-HCE45LA
PANASONIC BFE-HCMS11
PANASONIC BB-HCMI11A
PANASONIC EB-HCM351
PAMASONIC EB-HCM3514
PANASONIC BB-HCM3T1
PANASONIC BE-HCM371A
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