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Preface

This document

This manual is intended for administrators and afpes of a GuardNVR Video Recorder and
is applicable for GuardNVR software version 4.4.8n@ higher.

Safety Notices

Please observe all safety notes and instructiomfutly when using this product.
Liability

The information in this publication is believedie accurate in all respects. Quadrox assumes
no responsibility for incidental or consequentiahthges incurred directly or indirectly from
errors, omissions or discrepancies in connectiah wie furnishing, performance or use of
this manual. The information contained herein igjatt to change without notice. Revisions
or new editions to this publication may be issuednicorporate such changes. All rights
reserved. Under the copyright laws, no part of themual can be reproduced in any form
without written permission of Quadrox.

Legal considerations
Please check your local regional laws and regulatitbefore using GuardNVR for

surveillance purposes. Camera surveillance maybleilpted by laws, which may vary from
country to country.

Trademark Acknowledgments

Quadrox, WebCCTV, GuardNVR, Internet Explorer, Wang are registered trademarks of
the respective holders.

Support Services

Should you require any technical assistance, pleastact your installer. If your questions
cannot be answered immediately, your installer vgliward your queries through the
appropriate channels to ensure a fast response.
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License Agreement

Copyright (C) 1997-2010 by Quadrox tsov. All rightserved.

PLEASE, READ THIS DOCUMENT CAREFULLY BEFORE INSTALL ING THE
SOFTWARE. BY INSTALLING AND USING THE SOFTWARE, YOU AGREE TO
BE

BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NO T AGREE TO
THE TERMS OF THE AGREEMENT, DO NOT INSTALL ORUSE T HE
SOFTWARE.

SOFTWARE LICENSE AGREEMENT

This Software License Agreement ("SLA") is a leggieement between you

("Customer," either an individual or an entity) aQdadrox tsov ("Quadrox").

The term "Software" as used in this SLA means tmeputer software contained

in the package or file(s) to which this SLA is axed, the associated media,

any printed documentation and materials, and anylifr@" or electronic
documentation provided by Quadrox related to swttware. By opening the
packaging, downloading, indicating your acceptameecreen or on-line, or
installing and/or using the Software, you are aiggeéo be bound by the terms
of this SLA.

If you do not agree to the terms of this SLA,

(a) you may not use the Software,

(b) if you have received physical copies of thé&8are from Quadrox, you
must promptly return the uninstalled Softwaned all accompanying items
as defined above, to Quadrox within ten (18)sdof your receipt, in exchange
for which you will receive a full refund of wipaid license fees, and

(c) you must immediately remove from your systemg destroy any and
all copies of the Software and all of its cament parts.

1. CONTROLLING LANGUAGE

The controlling language of this SLA will be EndllisQuadrox has provided
translations in Dutch, French, German, SpanisiaiaRussian and other
languages solely for the convenience of the Custome

2. GRANT OF LICENSE
Subject to the terms and conditions of this SLAa@uox hereby grants you a
nonexclusive, non-transferable license ("Softwaoehse") to use the enclosed
Software within the Territory, in the operating @omment identified by Quadrox,
either
(a) to the extent specified in an authorizatiorifteate distributed to

Customer by Quadrox, or
(b) if not specified, for a single user on a ssngbmputer.
For purposes hereof, "Territory" means, for a "U/8rsion” the United States and
Canada, and for the "International Version" all minies except those countries
where exportation or transmission is prohibitedahy applicable EU, U.S. or
other law or regulation, or in which any provisioithis SLA is not enforceable
Customer represents that it has complied with agylations or registration
procedures required by applicable law to makeliteémnse enforceable.
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This SLA does not grant you any rights in connettath any trademarks or service
marks of Quadrox. The license granted herein islitmmal on timely payment

in full of all applicable invoices and charges. Manance for the Software is
subject to separate charges and is governed byrQuadtandard maintenance
policy, which policy is available from Quadrox inritten form and is subject to
change from time to time.

3. TRIAL VERSIONS

If the Software was provided to you on a no-chdogss pursuant to a Quadrox

trial program (a "Trial Version"), then, in addii®o the other provisions and

limitations hereof,

(a) the Software may be used solely for evalugbiarposes for the period specified
by Quadrox at the time of delivery, and ifsu@h period has been specified,
then for a period of thirteen (30) days (theal Period"), and

(b) the Software may not be used for any developnpo®mmercial, or production
purpose.

Further, in the event you have acquired a Trialsitar, you must purchase a full-use

license

() if you wish to use the Software after thmelef the Trial Period, or
(i) if you wish to use the Software for any é&aspment, commercial, or production
purpose.

If at the end of the Trial Period you do not pusadha full-use license, you must

destroy any and all copies of the Software andfats component parts.

4. RESTRICTIONS ON USE

You may use the Software solely for your own ing¢alata processing operations.
You may make one copy of each licensed Softwane {t#her than Trial Version
Software) for backup purposes only. No other coplegl be made without Quadrox's
prior written consent. If the Software is an upgradl a previous version of the
product, you may now use that upgraded product ion#gcordance with this SLA
(provided you discontinue the use of the un-upgtadsion).

You shall not:

(a) remove any product identification, copyrigbtices, or other notices or
proprietary restrictions from the Software;

(b) make the Software available for commerciaesharing, rental, application
service provider or service bureau use;

(c) except as provided in paragraph 6, transtdl, assign or otherwise convey
the Software to another party without Quatr@xior written consent;

(d) translate or otherwise prepare any derivatioeks based on the Software;

(e) disclose any information related to the Safey including without limitation
diagnostic tests, screen images, printedubutp results of any performance
or benchmark tests of any Software to anytparty without Quadrox's prior
written approval;

(f) use the Software as an aid to develop or staakcompeting product;

(g) make any attempt to bypass or disable proskerdalization or time limit
mechanisms where such mechanisms are utilizéégt Software's programming,
or

(h) transfer or use the Software outside of tegifory without Quadrox's prior
written consent and without paying any aggllle additional fees.

You further agree to comply fully with all laws anefulations to assure that, should
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such consent be granted, neither the Softwareampdirect product thereof, is
exported, directly or indirectly, in violation cd.
You also agree not to cause or permit the Softwabe dumped, traced,
disassembled, decompiled or otherwise reverse eaged except to the extent
(x) applicable law expressly requires that yoypbemitted to decompile,
(y) it is essential to do so in order to achigteroperability of the
Software with another software program, and
(z) you have first requested Quadrox to provigeihformation necessary to
achieve such interoperability and Quadroxr@snade such information
available in accordance herewith.
Quadrox has the right to impose reasonable comgdi@md to request a reasonable
fee before providing such information. Any informoat supplied by Quadrox or obtained
by you, as permitted hereunder, may only be usegbhyfor the purpose described
herein and may not be disclosed to any third partysed to create any software
which is substantially similar to or competitivetivithe Software.

5. COPYRIGHT/OWNERSHIP OF SOFTWARE

The Software is the proprietary product of Quadsoxs suppliers and is protected by
copyright, trade secret, patent and other inteleqgbroperty laws and international
treaties. You acquire only the right to use theh8affe and do not acquire any rights,
express or implied, in the Software or media caorg the Software other than those
specified in this SLA. Quadrox or its supplierslsbaall times retain all rights,

title, and interest, including intellectual properights, in the Software and its media.
You agree not to challenge the validity of Quadsax'its suppliers' copyright or
trademark rights in and to the Software.

6. TRANSFER OF LICENSE

This Software License may not be transferred tepdacement computer or transferee
of the original licensed computer without Quadrgxier written permission and the
payment of applicable fees. If such permissiorrated by Quadrox, you may
transfer the Software License to a replacement cbenpr to the transferee of the
originally licensed computer, provided, that anglstransferee agrees to and
accepts all the terms of this SLA and you do nefpkany portion or copy of the
Software and all accompanying items (including dagumentation, binders or other
printed materials). You may not under any circumsts carry out any transfer
permitted by the foregoing by means of communicatieer the Internet or any
other public network.

7. LIMITED WARRANTIES/EXCLUSIVE REMEDIES

Quadrox warrants that for 30 days from date ofveéeyi to you:

(a) enclosed media (if any) is free of defectmaterials and workmanship under
normal use; and

(b) unmodified Software will substantially perfothre functions described in
documentation provided by Quadrox when operatethemesignated computer
and operating system.

Quadrox and its suppliers do not warrant that:

(i) the Software will meet your requirements,

(i) the Software will operate in combinations ymay select for use,

(iif) operation of the Software will be uninterteg or error-free, or

(iv) all Software errors will be corrected.
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THESE WARRANTIES ARE EXCLUSIVE AND IN LIEU OF ANY AD ALL OTHER
WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDINGMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTCULAR
PURPOSE.

If you report an error in the Software within th@ @&ay period, Quadrox shall,

at its option, correct the error, provide you watheasonable procedure to circumvent
the error, or, upon return of the Software to Qoadrefund the license fees.
Quadrox will replace any defective media withouarge if it is returned to

Quadrox within the 30 day period. These are yole and exclusive remedies for any
breach of warranty. This limited warranty gives \gpecific legal rights. You may
have others, which may vary from place to placeetas local laws, if applicable.
You further acknowledge your understanding thétef Software is a Trial Version,
Quadrox does not make any commitment to you toigeoany support. In any event,
Quadrox reserves the right to cease support dbtifievare and to alter prices,
features, specifications, capabilities, functiditgnsing terms, release dates,
general availability or other characteristics & Boftware.

EXCEPT FOR THE LIMITED WARRANTIES DESCRIBED ABOVHHE SOFTWARE
IS PROVIDED "AS IS", AND TO THE FULLEST EXTENT PERNITED BY LAW,
QUADROX AND ITS SUPPLIERS DISCLAIM ANY AND ALL OTHER WARRANTIES
WITH RESPECT TO THE SOFTWARE, EXPRESS OR IMPLIENQLUDING,
WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
NON-INFRINGEMENT AND/OR FITNESS FOR A PARTICULAR PRPOSE. YOU,
THE END USER, ASSUME THE ENTIRE RISK ARISING OUT OHE USE OR
PERFORMANCE OF THE SOFTWARE.

8. LIMITATION OF LIABILITY

QUADROX AND ITS SUPPLIERS SHALL NOT BE LIABLE FOR WY INDIRECT,
INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES, OR DNAGES FOR
LOSS OF PROFITS, REVENUE, DATA OR DATA USE, INCURRBY
CUSTOMER OR ANY THIRD PARTY, WHETHER IN AN ACTIONN CONTRACT
OR TORT, EVEN IF THEY HAVE BEEN ADVISED OF THE PO8SLITY OF SUCH
DAMAGES. QUADROX'S AND ITS SUPPLIERS' LIABILITY FOR®DPAMAGES
HEREUNDER SHALL IN NO EVENT EXCEED THE FEES PAID BEUSTOMER
FOR THIS LICENSE. IF A COURT OR ARBITRATION TRIBUNKA(AS
APPROPRIATE HEREUNDER) DETERMINES THAT ANY REMEDYROVIDED
TO YOU UNDER THIS SLA HAS FAILED OF ITS ESSENTIARURPOSE,

THE LIMITATIONS ON LIABILITY AND EXCLUSION OF DAMAG ES ABOVE
SHALL NOT BE AFFECTED AND SHALL REMAIN IN FULL FOR®& AND EFFECT.

9. BINDING AGREEMENT

This SLA is a legally binding agreement between god Quadrox and it is the
complete and exclusive statement of all the termishvgives you the right to use
the Software. No other terms, including, withoutitation, those contained in any
purchase orders or other forms shall be of anyeforaeffect and only the terms
of this SLA shall govern for all purposes; providétht if you have previously
executed (and Quadrox has accepted) a Quadrox Goder, or if Quadrox

has previously accepted your purchase order,tbere was previously a Quadrox
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license agreement in effect regarding the Softeaeh, a "Prior Agreement"),
this SLA shall be deemed to modify and amend th& Pgreement with regard to
the subject matter covered by this SLA (and yogeptance of the terms of this
SLA shall serve as an expression of your agreetoesuch modification), provided
further, that any obligation to pay fees arisinglemthe Prior Agreement shall
survive. In the event of any termination of theefise grant herein, the provisions
of paragraphs 1 and 3 through 13 hereof shall soatin full force and effect.

Without prejudice to any other rights, Quadrox neyninate this SLA if you fail
to comply with any of its terms and conditionsslrch event, you must destroy
any and all copies of the Software and all of @mponent parts.

10. RESTRICTED RIGHTS

The Software is provided with RESTRICTED RIGHTS eUduplication or

disclosure by the U.S. Government is subject trioti®ns as currently set

forth in subparagraph (c)(1)(ii) of the Rights iachnical Data and Computer Software
clause at DFARS 252-227-7013 or subparagraphs) @yd (2) of the Commercial
Computer Software - Restricted Rights at 48 CFR5219, as applicable.
Manufacturer is Quadrox tsov vul. Heroiv Kosmos@h, floor, 03 148 Kyiv, Ukraine.

11. SEVERABILITY
If any provision, or portion thereof, of this SLA invalid under any applicable
statute or rule of law, it is to that extent todes=med omitted.

12. APPLICATION

EUROPEAN UNION GOVERNMENT RESTRICTED RIGHTS

All Software and related documentation are proviaét restricted rights. Use,
duplication or disclosure by the EU Governmentiigjsct to legal restrictions. If you
are sub-licensing or using the Software outsidinefEU, you will comply with the
applicable local laws of your country, EU exporttrol law, and the English version
of this Agreement.

MANUFACTURER

The Manufacturer for the Software is:
Quadrox tsov.

vul. Heroiv Kosmosu 4

8th floor

03 148 Kyiv

Ukraine

GENERAL

This Agreement is binding on you as well as youpkayees, employers, contractors
and agents, and on any successors and assignéber e Software nor any
information derived there from may be exported pxae accordance with the laws of
the EU or other applicable provisions. This Agreatms governed by the laws of the
European Union (except to the extent local law gaseopyrights and locally
registered trademarks). This Agreement is theeeagjreement between us and
supersedes any other understandings or agreenmatisling, but not limited to,
advertising, with respect to the Software. If anguvision of this Agreement is deemed
invalid or unenforceable by any country or governtregency having jurisdiction,

Version 4.4 Series



that particular provision will be deemed modifiedthe extent necessary to make the

provision valid and enforceable and the remainirayigions will remain in full force
and effect.

For questions concerning this Agreement, produtédnnical matters, please
contact Quadrox tsov at the address stated above.
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1 Introduction

GuardNVR is a unique digital video surveillance usimin, which combines three major
functions in one Network Video Recorder (NVR) orgibal Video Recorder (DVR): local
digital recording, multiplexing and simultaneousnsmission of the video via existing
networks (TCP/IP). To a standard GuardNVR, up te@®eras can be permanently recorded
while multiple operators at different locations the network are accessing the GuardNVR
device.

Being a networked device, GuardNVR utilizes two ibagrinciples of the
Internet/Intranet technology:
° GuardNVR works over the TCP/IP network protocol,ickhprovides maximum
'l' connectivity. This means that the existing compuework infrastructure can be
= used eliminating extra installation expenses.
GuardNVR uses a web-based user interface to viesvilhages, recordings, etc.
More specific it uses Microsofhternet Explorer.

Remote and Local Monitoring

To remotely monitor the connected cameras, !
GuardNVR uses Web Browser technology. Tc
locally monitor video, the GuardNVR also
provides a local interface via a PC monitor
directly connected to the GuardNVR. This loc:
interface allows an operator to see live video |
from the connected cameras without the need *==
additional client computers on a network.

Continuous Activity-Based Recording

By default, a GuardNVR continuously records all gas from all the connected cameras
based on activity detection. In this case, only emgnt is recorded. If there is no movement,
no recording takes place. If necessary, the GuaRiN&h be set to record continuously.

Intelligent Storage Option

GuardNVR uses a first-in/first-out (FIFO) overwrgenciple. Once the disk is full, the oldest
images are overwritten.

Semi-Continuous recording (recording based on iggtoletection) allows a GuardNVR to
store pre- and post-alarm video. Pre- and Postral@ages are often more important than the
images at the time of the alarm event itself. Up tminutes of pre- and post-alarm video can
be stored.
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GuardNVR makes a distinction between common agtivécordings and pre/post alarm
recordings. In the way that, alarm recordings havegher storage priority and will not be
overwritten by non-alarm recordings.

The GuardNVR is operational even when no live nwmg occurs. While the

GuardNVR continuously records images from all themeras, video is

@ transmitted from the server to the clieably when an Internet browser is

— connected to GuardNVR and someone is live-viewingges from one or more
cameras.
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2 Getting Started

This chapter provides information to get you stadsing your GuardNVR. It covers the
following topics:

GuardNVR 1IS Split.

Accessing GuardNVR via Internet Explorer.

Accessing GuardNVR locally.

Setting up GuardNVR application as default homepage
Add GuardNVR as a trusted site.

2.1 GuardNVR IIS Split

As stated before, the GuardNVR application is &wedp application which increases the
flexibility and connectivity considerably. This walpplication is managed by IIS (Internet
Information Services) which is installed on a cotepwf choice which can run IIS.

S Versions prior to version 4.0.8.0 only have thdighio install 1S on the Video
1'_!7 Server itself.

By having the option to install the web applicat{gy using IIS) onto a computer of choice, it
Is possible to simplify the connection and scalgbdf the global security installation as the
server itself and the web application don’t haveddnstalled on the same unit.

In the beginning of the installation, you will belato choose whether to use the split
functionality or not. You must choose one of théaps: typical or custom. Theypical
(single server)option will install the web application and thel&d server on the same
machine.

WebCCTY 4.1.7.6 Setup — x|

Setup Type

Choose the setup type that best suits pour needs. |

Click e type of Setup vou prefer.

< Back I Mext > I Cancel I

Setup Type Selection Screen

If Custom (multiple serverg is selected, there will be three possible options

Video Server with User Interface Server (default}- Both the video server and the
web application will be installed on the unit. QptiTypical (single server)or first
option in the Custom menu.
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e This is the default installation and recommendegif have only one GuardNVR

‘l’ system.

Video Server without User Interface Server -Only the Video Server is installed.
This means you have installed the Web Applicatldsef Interface) on another
system. OptiorCustom (multiple severs).

User Interface Server without Video Server -Only the Web Application is
installed. Ideally this web application will be dsas the central web application for
all the GuardNVR systems in your network. Opt{émstom (multiple severs).

selectingCustom. Ask your installer for more information if youdt’t install the

@ You can choose one of the three options duringiribllation of your system by
system yourself.

WebCCTY 4.1.0.0 Setup __ X
Setup Type ‘ /
Choose the setup type that best suitz pour needs. L i‘- . .

Click the type of S etup you prefer,

@ | Descripion
Buoth the Yideo Server and the

3. User Interface Server withaut Yidea Server “w'eb Application [Lser Interface]
will be installed on the unit. This is
the default installation and
recommended if you have only
one system.

IristallShisdd

< Back I Hext I Cancel |

Setup Type Selection Screen
The following pictures give you an idea how it werk

Streams + Login

Video Server

Client

Browser Browser

—————= ¥ ActiveX [Hee | Activex < ——

IS Web Server

Video Server
‘ Client

Web|Pages Web|Pages

Browser

Browser

% | ActiveX

Video Server
Client

Browser . . Browser

L — 5§ ActiveX

|| ActiveX =

Legend:

Web Pages
—— Streams + Login

Centralized IIS Server on separate unit
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Streams + Login

Video Server

Client

Browser

Browser

= ActiveX [ |Activex&——

Video Server +
|IS Web Server
Client

Web Pages
Browser < 9 =3 Browser
5 | % ActiveX | B |Activeye=—A
Video Server
Client
Browser Browser

b—l':' ActiveX e |Activex<

Legend: —— Web Pages
—— Streams + Login

Centralized IIS Server on a Video Server

Let us explain how this works in reality!

If you have multiple Video Servers installed andénanstalled a centralized IS server (On
one of the Video Server or even on a separatetR€l),you can connect to each Video Server
by connecting first to the centralized Web Applicatby typing the IP of that unit. At that

time you can choose which server you want to carnieea the network from the extended
logon screen. In this case you only need to remeie [P address to connect to all your
GuardNVR servers.

This means that when you connect to a Video S¢hetralso has the Web Application
installed you will need the basic logon screen ghbelow:

Security check u

Please enter your Login and Password.

Login: Administrator
Password: sensnsene
Ok Cancel Options ==

Basic Logon Screen

If you want to connect through the centralized V&elover, you have to use the extend logon
screen by clickingdptions. There you select or type the video server IP ME6Mame:
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® For more information about the configuration ofthetup, see chapt&i3.7.

l' Network Video Recorderswhere you can define all servers which are redehab
= through a centralized Web Server.
S. You can choose which server you want to use addfault server to connect to. For

\-!v more information, see chapt@B.7.Network Video Recorders.

Please enter your Login and Password.

Login: Administrator
Password: sessssseee
Domain:

NVER address: |

default MYE (localhiost)
)4 Cancel  Server 1 (1001041
Server 2 (1001042

Out server 1 010.0.10.43)
Out zerver 2010010440

Extended Logon Screen

2.2 Access GuardNVR via Internet
Explorer

GuardNVR automatically starts recording the monieistturned on and booted. The
booting process takes about two minutes.

The GuardNVR can be accessed via Internet Expldrlrs Internet Explorer
browser can reside on three places:
1. A capable client LAN PC: This is a PC in the saragvwork as the GuardNVR
° 2. A capable client WAN PC: This is a PC on the widssanetwork. Your
router/firewall has to be configured properly ier to connect to
'l' GuardNVR.
3. The GuardNVR: On the desktop of the GuardNVR, yau dick the video
browser icon which will open the Internet Explobeowser on the
GuardNVR itself automatically redirecting you t@tGuardNVR server.

° Only ‘ActiveX’ supporting Internet Browsers are dgsd to be used with the
l' GuardNVR. Internet browsers like Netscape, Opedaadher browsers that do not
A support ‘ActiveX’, are not suitable for use with &dNVR.
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To access the GuardNVR server via Internet Expldodiow the steps below:

1. Obtain the exact IP address for the GuardNVR froor ysystem Administrator and
make note of it for future reference.

‘http://192.168.100.1/is the factory default IP-address for a GuardNVRRaBe note
that your installer could have changed it to fe #pecifications of your own network.

2. Open Internet Explorer.

9. Click the Start button on your PC or GuardNVR and fimdernet Explorer in the
vlv All Programs tab. An Internet Explorer link can often be fowndthe desktop.

3. Once Internet Explorer is opened, click on the adslfield and enter the IP-address as
shown in the example below (without the quotes):

‘http://192.168.100.1/

Make sure to include thatp prefix into the IP-address. This is a protocol ufsed

@ communication with a World Wide Web server. Sinae@NVR uses the same
technology, the http prefix should be included.cAlead chapte2.1 GuardNVR
IIS Split carefully to see which IP address you need.

/= WEBCCTV - Web Based Digital Surveillance Servers Digital Video Recorder

@ o v | B hetpiji192.168.100.1

v | E WEBCCTY - Web Based Digital Surveillance Servers,Di.. .

GuardNVR IP-address

When you changed the TCP/IP communication port,nged to add the port in the
@ IP-address. For example, if you changed the TC3HPto 81 (80 is default port), the
IP-address becomes ‘http://192.168.100.1:81/".

If you want to connect to a GuardNVR, your IP-addrbecomes
‘http://192.168.100.1/guardnvr’.

If the GuardNVR is accessed for the first time vathlient PC, you will need to install the
ActiveX component. Follow the instructions on y@areen.

e Installation of the component is done automaticalythe first connection to a
"l" GuardNVR. The installation only has to be done once
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2.3Access GuardNVR locally

The GuardNVR Local User Interface allows you towiadeo footage in real time by
connecting a monitor directly to GuardNVR whileasting at the same time.

Compared to Internet Explorer access, accessingdBiydR via the Local Interface

L has limited user functionality. The Local Interfaamess does not consume much
‘l. CPU and memory. Accessing GuardNVR via Local Istegfslightly increases image
quality.

To access GuardNVR locally, please follow the stegew:

1. Connect a monitor, a keyboard and a mouse dirextlye GuardNVR.
2. By default, a standard Windows Login window willpgar on the screen. Login with
administrative credentials.

‘l. Please contact your installer for the correct tketai

3. Depending on how you accessed the GuardNVR last, tnou will see either a
GuardNVR Local Interface directly on the screem @uardNVR Local Interface icon
on the system tray in the right bottom corner.

4. Double click the Local Interface icon to restore tlocal Interface.

® It's possible to configure the GuardNVR not to shine Windows logon screen after
'l' a restart and go directly to the Local Interface.athieve this double-click the icon
= “Operator Mode” on the GuardNVR desktop.

IR

GuardNVR Local Interface Single View Screen
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@

GuardNVR Local Interface Mosaic View Screen

28 & X

GuardNVR Local Interface Control Panel

GuardNVR Local Interface provides basic Live viamdtionality (in Single or
Mosaic View). For complete GuardNVR functionalitgluding settings, recordings,
exporting, and accessing the GuardNVR server \tetet Explorer.

GuardNVR Local Interface Buttons

2
=
%

[

=

Single View

Click on this button to access live view from agdncamera.
Mosaic View

Click on this button to live view multiple cameras.
Full Screen Button

Click on this button to extend the application womdto full screen view.

Close Child Windows Button

Click on this button to close all the windows or #treen
Change Mosaic View Button

This button is applicable only if more than 4 caaseare connected; it allows you
to jump from one mosaic view to another.
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2.4Add GuardNVR as trusted site

The trusted sites zone contains sites you truss #iat you believe you can download or run
files from without worrying about damage to younguuter or data. The default security
level for the trusted sites zone is Low, thereféméernet Explorer will allow all cookies and
ActiveX controls from Web sites in this zone todased on your computer and read by the
Web site that created them.

()
Adding GuardNVR to the trusted sites zone is r ir
‘,1.' g esl)

To add the GuardNVR application as a trusted ®tlmw the steps below:

1. SelectToolson the Internet Explorer menu bar.
2. Selectinternet Options.
3. Go to theSecurity tab. SelecTrusted Sitesthere.

-

Internet Options €3

izeneral | SECUNty | Privacy | Content | Commections | Programs | Adwanced

SI_3_|_EII|:_-_E! znne_t_l:u x:'_iew or c_haljg_g securit?f settings.

@ ¥ o

Internet Local Trusted  Restricked
intranet sites sites
Trusted sites
& I ; : Sites
This zone conkains websites that wou
¥ krust nok bo damage wour computer or
wour files,

You have websites in this zone,

Security level For this zone

Custom
Cuskorn sekkings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default level.

[ Cuskom level... H Default lewvel ]

[ Feset all zones to default level _l

L Ok J I Cancel |

Internet Options Screen
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4. Click theSitesbutton. In the window that appears deseRequire server
verification (https:) for all sites in this zonecheck box.

Trusted sites

¥ ou can add and remove websites from this zone. All websites in
" this zone will use the zone's security settings.

#dd this website to the zone:
http: 192,168,100,

Wehsites:

http:/f10.0.10.114
http://10.0.10.41
http://10.0.10.55
http://10.0.10.55

[ ] require server verification (https:) for all sikes in this zone

Close

Trusted Sites Screen

5. Specify correct GuardNVR server address in theesponding field and click the
Add button.

The address you specified appears invted sitesfield.

Click Closeand therOK.

No

2.5Add GuardNVR as default homepage

To make GuardNVR a default start page on a cli€htf®llow the steps below:

SelectTools on the Internet Explorer menu bar.

Selectinternet Options.

SelectGeneral.

Click Use Current button or entehttp://192.168.100.1P-address (or the correct
GuardNVR IP-address) as your new default homepage.

hPwpE
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3 Video Manager

‘l' To log on to the Video Manager application, youchadministrative rights.

This chapter provides an overview of the GuardNViBed Manager Control Panel and the
following GuardNVR functions:

Users
Server Settings
General Server Information

3.1Video Manager Control Panel

Network status indicator

The green dot, in the top left corner, indicatg®ad network status. When the
indicator is red, the GuardNVR is experiencing r@tproblems which can
result in slow response from the Web Applicationno response at all.

Users
Click this button to access the Users screens wjarean add or delete users,
give different user rights, check Connected Usatsldser Actions logs.

Settings
Click this button to change the GuardNVR settirggdur requirements.

Info
Click this button to see general server informatibimis section also provides
access to Network Diagnostics, System Downloadstam&erver logs.

Hide Control Panel
Click this button to hide or retrieve the contrainel.

Switch Server | |
Switch User Restart

Click this button to restart the video server. Ulsuiere’s no need to restart
the server unless the Restart button becomes red.

Video

Help

Switch server
Click this button to connect to another server.

Switch user
Click this button to change user.

Video
Click this button to open the Video Browser apgima.

QUADROX Help
© 2008 Guadrox MV Click this button to access GuardNVR Online help.
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3.2Users

This chapter provides an overview of the Usersi@ectf GuardNVR

3.2.1General Information

GuardNVR is a multi user system capable of suppgdin unlimited number of users. Every
registered user can have the following propertreswser rights:

Property  Description Limitation
Name Is used for the identification of the user  Maesunique
Password  Password related to the user for login  lihitation
English, Dutch, French, Italian,
Language Preferable language for the user German, Spanish, Russian,
Ukrainian, Danish.

User Rights Description

Live Access to live view

PTZ* Access to PTZ controls

Recordings Access to view the recorded video faotag

Export Access to the export menu

Alarms Access to view alarms and related videodget

POS Access to view POS transactions and relatesb\fmbtage
User management** Access to change user privilegeg; user actions log, view

connected users
System configuration**  Access to modify system ops
* setting presets are only available to users aiministrator rights
** only available to users with administrator right

e Users with administrator rights can allow or bldbk viewing of certain cameras for

‘:17 non-administrative users.
By default GuardNVR has two user accounts:

Operator Account
Administrator Account

The default operator and administrator accounttdamdeleted.

‘_o

GuardNVR Users management is fully integrated theoWindows Operating
System users system, which results in very strowigsafe access procedures.

Domain users can be added to the GuardNVR apmitathen the GuardNVR unit
is part of the domain.

e s |
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3.2.1.1The Operator/User Account

A non-administrative user can have different pegiés and rights. He doesn’t have access to
the video manager application.

X
3.2.1.2 The Administrator Account

A user with Administrator Rights can:

The default operator account can’t be deleted.

Add new users

Change passwords
Delete users

Set user privileges
View User Actions Logs
View Connected Users

()
l The default administrator account can’t be deleted.
A 54

® A User name cannot be changed once it has beed.dtidan only be deleted. The
only parameters that can be changed are User Ugs#,Password, User Language

'-!' and User privileges.

l Only an Administrator can grant, limit and edit usghts.
A 1 4

The screen shown below is displayed when you dickheUsersbutton:

Users Change Your Password User Actions Log  Connected Users

Users

WebCCTV Users

=
WEBCCTV Administrator Admmistrator Edit
WEBCCTViOperator User Edit

Add Mew User | i Show VWindows Users

Users Screen
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The screen shown below is displayed with avail&iedows Users:

Ueers  Change Your Password  User Actions Log  Connected Users

Users
WebhCCTV Users Other users available in Windows 0%
—

WEBCCTViAdmisistrator Admimistraror Edut WEBCCTV\User 2

WEBCCTV Admimistrator 4 Admimistrator Edit WEBCCTV\User 3
WEBCCTVOperator Uzer Edit
WEBCCTV User 1 User Edlst
WEBCCTV\User 4 User Edit
WEBCCTViaser 5 User Edit
Add New Uiser Hide Windows Lisers

Users Screen with Windows Users

The subsections of the users menu are:
Users
Change Your Password
User Actions Log
Connected Users

3.2.2Users - Add New User

By clicking the Users button, you are automatictdlyen to the Users menu. Adding a user
can be done in two ways:

Add an existing Windows user or domain user:
1. Click theShow Windows Userdutton

2. Select the existing Windows or domain user in tgketmpanel and click the
left arrow. Your user is added as an Operator/dseount. Clickedit. Go
now to Step 3.

Add a totally new user:
1. Click theAdd New Userbutton
2. Enter aName Go now to step 3.
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3. Enter a Password.

If you added an existing user, the assigned defasgsword ivideouser We
strongly advise you to change the password.

4. Confirm the Password.

5. Select the interface language for the new user.

6. Define the ability for a user to change his pass\ay (de)selecting the
User cannot change passwordheck box.

7. Select thdPassword never expiresheck box if you don’t want the
password to expire. Otherwise a user will be fortwechange the password
every 6 weeks.

Users Change Your Password  User Actions Log  Connected Users

General
WebCCTV Users Configuration Wizard |
Please configure general user settings
Please draw attention to the password policy. The good password should beat Teast § characters long. Use both
CAPITAL and srmall etters, hioth Ietters and figures or other characters (at least one of each).
Matme: WEBCCTVY pewd user
Passwon 1 N ciidiee
Password Confitmation’  |aseesess
Language: English v
User Type: Administrator %

User canmot change password

Password never expires

Hext > [ Finish Cancel

General Screen

8. Select the privileges for the new user.

Users Change Your Password  User Actions Log  Connected Users

Fuccionaliy Awess

‘WebCCTYV Users Configuration Wizard - WEBCCTV\Userl

Please select the functionality the user will have access to..

Live
PIZ
Recording:
Export
Alarms
POS
<< Previous Tiext > Finish Cancel

Functionality Access Screen
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9. Define which cameras the user should be able o sietheCamera
Accesstab.

Functonality hecess Camers dcsess | T
WebCCTV Users Configuration Wizard - WEBCCTV New_user

Please select cameras the user will have access to

Camera 1

Camera 2
Camera 3
Camera 4
Camera 5

Camera 6

<< Previous Hlext =3 Finish Cancel

Camera Access Screen

(J
l By default, a newly-added user has access toaltdmeras
AC 1 4

10. Define the session parameters in 8&ssiongab:

Session expires — Time after which the user wiltliseonnected from the
application. The user can login again afterwardasielis measured in minutes.

Limit concurrent number of sessions — Number o$iees the user can open
simultaneously.

Users Change Your Password  User Actions Log  Connected Users

General

WebCCTV Users Configuration Wizard - WEBCCTV \New_user

Please configure user session settings

Seseion expires
Session duration (minutes) 5

Linil coneurrent sessions amount
IMax amount of sessions 2

<< Previous £ Finish Cancel

Sessions Screen

11.Click Finish to apply the changes.
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3.2.3Change Your Password

8. Changing your password from time to time helpsrtigrt your system from
v_!v unauthorized access.

To change the password, follow the steps below:

1. Enter the old password.

2. Enter the new password.

3. Enter the password confirmation.

4. Click Apply. The new password should be set now.

GuardNVR has no specific minimum password lengthtétion. When choosing a
@ password, try to take a password of at least 8achers and use both capital and
small letters, both letters and figures or othearahters (at least one of each).

Users Change Your Password User Actions Log  Connected Users

Change Your Password

WebCCTV Users management is fully integrated into the Windows OF Users system. By changing the password below you change it for the
TWindows Account WEBC CTVIAdministrator:

Please draw attention to the password policy. The good password should be at least 8 characters long. Tse both CAPTTAT and small letters,
both letters and figures or other characters (at least one of each).

Change password for WEBCCTVAdministrator

Old Password:

New Password:

Verify Password:

Apply Cancel

Change Your Password Screen

Click onCancelif you want to reset your form.

3.2.4User Actions Log

GuardNVR stores all user actions in its User Adiang. Example of user actions are live
views, recording views, user management changes,Tétis log is kept inside the Windows
operating system itself. Technically, it is kepgide a specific GuardNVR event log container
in the Windows event logging subsystem.

the defined size of the event viewer. In normaetwinstances, the log is large enough

@ The amount of logged user actions (number of dapsained in the log) depends on
to keep GuardNVR user logs for approximately 60sday
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3.2.4.1Log Search

The search option allows you to retrieve all orc#jpeactions that a certain user has
performed.

User Actions Log

Please specify the following:

User name: |£—\II users j
Time:
From (Date/Time): 9 August 2010 I_Ei 2 IE" i [_D 5

Time period: |1 hiaur vi . Frecize Search |
Category:

Alamam Deactivation

I Security .

& ™ Streaming _ Select Al
I Playback ' Deselect Al
[~ Export ]

Seatrch ; Fesetfilter

Log Search Screen

All possible actions are described in the followtagle and can be found in the picture
above.

Category Description

Alarm Deactivation Shows when an alarm was deaetivand by whom.
Security Activity of the user’s actions relatedutsers management.
Streaming Activity of the cameras that have beettha in live view.
Playback Activity of viewing video footage.

Export Activity of video footage files that were deafor exporting.

To do a search, follow the steps below:

Specify the user for which you want to search.

Define the time frame in which you want to search.

Check the required categories checkboxes and/ar baudtons.
Click the Searchbutton.

PONPE

The figure below provides a sample overview of anJsctions Log (Security, Streaming,
Playback, Export):
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Users Change Your Password  User Actions Log  Connected Users

User Actions Log

Created export file from sowce Camera S for a period from 2008-11-11 13:01:13 to 2008-

=

b} .| . = i
& 11112008 13:01:23  Export SYSTEM 1111 13:01:73,
iy Created playback stveam from source {ECF878AS8- SEBB-49AF-8590-C'CE2 79783698} for
AL :00:43 hack S strator
g ||| R s At fetdi T | period from 2008-11-11 12:57 to 2008-11.11 12:58.
s Created playback stream from source {1ADESSAL-9D77-4CAD-94FB-ABSBACEAAA3SF)}
1.2 3:00:2 b : strator 5
¢ 1L11200813:00:20 Plaback Administeator o period from 2008-11-11 12:55 to 2008-11-11 12:55.
& 11.11.2008 13:00:20 Secwity Administrator Successful logon from 127.0.0.1:1258. User used WEBC CT VLA dministrator name to login.
&  11.11.2008 13:00:20 Security  Administrator Successful logon from 127.0.0.1:1255. User nused WEBCCTViAdministrator name to login.
g Created export file from sowrce Camera 6 for a period from 2008-11-11 12:57:55 to 2008-
2 :58:05 SYS /
& 11.11.2008 12:58:0 Export SYSTEM 1111 12:58 .05,
- Created playback stream from source {1ADESSA1-9D77-4CAD-94FB-ASBACEAAA33F}
2 S5 ay b strator = : ;
S|l L R L a period from 2008-11-11 12:55 to 2008-11-11 12:55.
oo Created playback stream from source {IADESSA] 9D 77-4CAD-94FB-ASBACEAAA33FE}
2 2:55:25 hack strator
g || BLLOt ISl i hahack | Sbiamishainn) [0 period from 2008-11-11 12:38 to 2008-11.11 12:38.
Created export file from somrce Camera 5 for a period from 2008-11-11 12:55:02 to 2008-
2:55:12 SYS
& 111120081 1 Export SYSTEM 1111 12:55:12.
= Created export file from sowrce Camera 5 for a period from 2008-11-11 12:38:16 to 2008-
1.2 :38:27 SYS /
& 11.11.2008 12:38 Export SYSTEM 1111 12:38.26.
& 11112008 12:29:09 Secwity Administrator Successful lagon from 127.0.0.1:1173. User used WEBC CTVIA dministrator name to login.
&  11.11.2008 12:29:07 Security  Administrator Successful logon from 127.0.0.1:1163. User used WEBCCTViAdministrator name to login.
& 11.11.2008 12:24:56 Secwity Administrator Suecessful logon from 127.0.0.1:1151. User used WEBCCTV\Administrator name ta login.
& 11.11.21008 12:24:53 Streaming Administrator Created live stream from source {25685DCC-BEDE-49 TB-84FB-2542A6 7761507,
& 11112008 12:24:43 Security Administrator Successful logon from 127.0.0.1:1143. User used WEBCCT VA dmninistrator name to login.
& 11112008 12:23:59 Secwity Administrator Successful logon from 127.0.0.1:1125. User used WEBCCTVIAdininistrator name to login.
@ 11112008 11:539:27 Security Administvator Successful logon from 127.0.0.1:1069. User used WEBCCT VA dninistrator name to login.
& 11112008 11:58:27 Secwity Administrator Successful logen from 127.0.0.1:1062. User used WEBC C'TVIA dwinistrator name to login.
@  11.11.2008 11:55:20 Security SYSTEM  User WEBCCTViAdministrator logged in to the server.
39 match{es) found Page 12
Mews Seatch

User Actions Logbook Screen

The figure below provides a sample overview of afJsctions Log (Alarm Deactivation):

Alarm Deactivation Log

T TR

Alarn Generic 1 09/08/2010 10:42:23 WEBCCTVUNIT1\Administrator 09/08/2010 10:42:49

1 mateh(es) found

Mew Search

(J
'l' User Actions Log allows you to check all user aasiat all times.

S In order to conduct a new log search, click onNle& searchbutton. The reset filter
Vl" button will clear all the checked boxes so that gan make a new selection.

3.2.4.2Event Logger Configuration

The Event Logger Configuration defines the priolétyels for the recorded events.
Depending on the selected option, GuardNVR willvdl not store certain events.
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Event Logger Configuration

Event Logger Confizuration

Recorded Events Level Important Events v

Return Apply Cancel

Event Logger Configuration Screen
There are three Recorded Events levels:

Only Critical Events — GuardNVR stores the most important system eweats
occur when proper GuardNVR performance is impossilg. recording break, failure
to detect a system component, etc.

Important Events — GuardNVR stores system events labelled as “Qnilycal
Events” and system events that play a significalet in the GuardNVR operating, e.g.
playback stream creating, system logging on, etc.

All Events — GuardNVR stores all system events.

To apply new settings, clickpply.
To cancel your changes, cli€lancel.
To go back to the Users Actions Log screen, dRekurn.

d Event Logger Settings functionality is unique foth User Actions Log and Server

vlv Actions Log.

3.2.5Connected Users

This screen enables you to observe and controlemted users:

User Name— Name of the connected user.

Client IP Address— In the Client IP address column you can obsewgeparameters,
which are separated by a coldi®. addressis the IP address of the client computer
from which a user is connected to the GuardNVRe&eRort number is the TCP port
of the client computer through which a user is @med to the GuardNVR server.
Action — Click theDisconnectbutton to disconnect a user.

You can’t disconnect your own administrator session

@
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Connected Users

Clont TP Adires

WEBCCTV Administrator 127.0.0.1 : 2785 | .Discnnnect
WEBCCTViAdministrator 127.00.1: 2792 _ Disconnect
‘WEBCCTVAdministrator 1001026 3084

ﬁefres-h

Connected Users Screen

Click theRefreshbutton to update the Connected Users list.
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3.3 Settings

Cameras Alarms POS Storage Manager Single View Mosaics  Network Video Recorders  Network Settings  Certificate Management  Time Synchronization

Settings Control Panel

The System Settings enable the user to changeuhsdSVR behaviour and adapt it to the
specific requirements. This chapter covers thevalhg sections:

Cameras

Alarms

POS

Storage Manager

Single View

Mosaics

Network Video Recorders
Network Settings
Certificate Management
Time Synchronization

Use system Settings with extreme caution, sombeavhtcan seriously affect the
GuardNVR performance and even stop proper functigof the system.

Some of the System Settings require the GuardNMseteebooted for the settings to

take effect. You will be informed to reboot the @GlMVR server by a red message
9. on the screen. To restart the GuardNVR, clickRlestart button which will turn red
1'17 or click theRestart now link that appears at the end of the message. \késkarting
the server, you will get a message that the sésuwesstarting. Once restarted, a
successful reboot message will be displayed.
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3.3.1Cameras

The Cameras overview screen is automatically digolawhen entering Settings menu.

The GuardNVR supports both Analogue and Networkeras
(J
'l' Analogue cameras can also be added and editedytheoMetwork Video Server.

To add aNetwork cameraautomatically, click theAdd IP Camera Automatically button
and follow the on-screen instructions in tb@mera Search Wizard(See3.3.1.1 Camera
Search Wizard).

To add a Network camera manually click theAdd IP Camera Manually button and
follow the on-screen instructions in tBamera Wizard (See3.3.1.2 Camera Wizard.

To add a Network Video Server click theAdd Network Video Server button and follow
the on-screen instructions in th&/S Wizard (See3.3.1.3 Network Video Server Wizardl.

To change Camera or Network Video Server settingslick theEdit link to enter the
Cameraor Network Video Server Wizard which will guide you through the setting process
for that camera or network video server.

To directly accessa Network cameraor aNetwork Video Server,click theGo to link. This
function is available for IP-cameras only.

To delete a Network cameraclick theDeletelink.
To delete a Network Video Serverclick theDeletelink.

To delete all IP devicesclick theDelete All IP Deviceshutton.

Cameras Alarms  POS  Siorage Manager  Single Wiew  Messics  Metwork Video Recorders Metwork Setlings  Certilficeie Management  Time Synchronization

Cameras
[ EnabloDisable ] Name | Topo | Adien |

1 Camera | Aaalogue Camera Edit
2 Clamera 2 Amalogue Camera Edar
3 Clamera 3 Analogue Camera Edit
4 Camera 4 Amalogue Camera Edsr

Camera 5 Metwork Camera Edst Gato Dielete
& Clamera & Tenwork Camera Edir L Dieders

Add IP Camera Warually Add [P Tamera Ssusomalically Add Metwork Video Sarar Dalate Al IF Devices

Cameras Screen

To disable or enable a camera click its number. Bti®on will become red when the
Vl" camera is disabled in the system.
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3.3.1.1Camera Search Wizard

To enter the Auto-configuration wizard, click tAdd IP Camera Automatically button.
The Camera Searchscreen will be opened and will start searching matacally for cameras
in the Local Area Network (LAN).

Following vendors are supported by Camera Search:

Approtech:

o All models supported. (See supported camera listlifanodels)
Arecont:

o All models supported. (See supported camera lisalfanodels)
AXis:

0 AXIS 2XX video products with firmware versions 4/83.0 or higher
Exceptions: AXIS 205 / 230 / 250S / 262 / 292.
AXIS 1XXX, 3XXX, PXXXX and QXXXX series

o O

° IQEye:
IQEye Sentinel Series
IQEye Alliance Series
IQEye 700/750 Series
IQEye 500 Series
o IQEye HD1080p Series
Panasonic
o BL-C1/10/20/30/101/111/121/131/ 340 /210/230
o BB-HCM311/331/371/381/403/511/515/3%81 /547 /580 /581 /701/
705/ 715/ 735
o BB-HCEA481

O O 0O

o All models supported. (See supported camera lisalfanodels)

as Storage Manager Single View Mosaics Netwo tlcVide corders Network Seitings Cerfificate Management

Time Synch,
Camera Search

Camera search complete

E-E_-Iﬂ- MAC Addres _
(s 017555 Axis Q1755 00:40:3c:94:b:a0 1921682
Panasonic BB-
:55:fa:l 2. 222
Py rsicsonc FEHCMIEE | e 00:S0:0:55:08  192.168.222 206
| R BE-CMsTon 7| L anasanis BE. 00:50:0:8439:20  192.168.222.208
HCMSISA
i [oemms0108 Oem 3010 00:1b:fe:0067:a2 19216822292
r [ zzms Axis 223M 00:40:8c 815707 192.168.222 204

Aded

Cancel

Camera Search Screen

To add a camera, specify thame you want to give to the camera (Optional), selleet
check box next to the camera and click Aluel selected camerasutton.

()
‘_l_' You don’t have to wait till the search has stoppeedtart adding cameras.

The Camera Auto Configuration Wizard will open dras the following tabs:

IP Address
Authentication
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3.3.1.1.1IP Address

In this screen you configure tistarting IP Addressfor the cameras you are adding.

Depending on the network settings of your comp(8ebnet Mask), fields will be
disabled in order to enforce that the camera i®ddal the correct network.

Each selected camera will be assigned a consedtiaddress, starting with the
address which will be prompted. Only free addresskde used. If the camera
already has an IP address in the correct subneil] ot be changed.

IP Address Screen

Click Next to enter the nextamera Searchscreen.

3.3.1.1.2Authentication

This screen allows you to enter the login credé&nif@ your cameras. Select the radio button
which is applicable for your cameras. There are passibilities:

Cameras with factory default settings— The cameras have factory default
settings. Enter a password and confirm it. Thispasd will be assigned to
the Administrator account of the cameras.

Cameras are pre-configured- The cameras have been configured in the past
and are located in the correct network. Enter e name and password that
were used at that time. If preferred, you can asaigew password in the new
password field, otherwise leave this field empty.
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Quadrox recommends using one password for allaheecas for your convenience.
This might however affect security. If the passwigaks, all cameras are

l compromised. If you want a fully secured video rety manually assign different
passwords to every camera after completing thisigumation.

Authentication Screen
Click Finish to add the cameras. @amera Adding Resultscreen will open with the results

and the server will restart automatically if nee@egsTo start a new search, click tRew
Camera Searchbutton.

Camera Adding Result Screen
Click Cancelto go back to th€amera Searchscreen.

You can always add cameras manually by clickingitie IP Camera button in the
Cameras Screen.
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3.3.1.2Camera Wizard

To enter the Camera Wizard click thdit or the Add IP Camera button in the Cameras
Screen. The Camera Wizard can consist of ninewéhseasy to follow instructions. Read
this chapter to learn all about camera settings.

The following Camera Wizard tabs are describedhis ¢chapter:

Name & Type PTZ
Connection Virtual Patrol
Live view Users
Recordings Audio
Activity

A By default, some of the settings are already setedt is advisable to keep these
settings to assure the best performance.

d Depending on the camera type (network or analogné)camera model, some tabs
l may not be present or may be disabled.

first before finishing the configuration to asstie proper working of the GuardNVR

2 During the configuration, you may be asked to méske server. This must be done
server.
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3.3.1.2.1 Name & Type

In this screen, you define the camera name, tydevadel of the camera.

[ )
l Once the camera is added, you cannot change #és typ

Name & Type (Network camera) Screen

Name & Type (Analogue camera) Screen

Click Next to enter each camera and go to the next CamerartVézreen.
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3.3.1.2.2 Connection
- This tab is only available for network cameragidéi are adding an analogue camera,
l this screen will not appear.

This screen allows you to define the parameterdetkéor a network camera connection:

Camera IP address or DNS name
Port

User name

Password

Delivery mode

Multicast IP-Address Port

To obtain these parameters, contact your systenmnatrator or read the user manual
of the camera itself.

juud o

Use camer@dministrator credentials in order to get all GuardNVR functiliya

[

A DNS name is a meaningful and easy-to-remembardled for an Internet address
or IP address.

i o

Connection (Network camera) Screen

The delivery mode parameter is only available withennetwork camera supports MPEG
streaming:

Unicast— normal connection type of a camera. It is sinplerganization and

efficient when one connected client uses the cansaraf GuardNVR is the only user
of the camera, please use this type.
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Multicast — this connection type is efficient when multiplgplications use the
cameras. This approach decreases the bandwidte.Ud&dEG cameras allow sending
the images to multicast IP addresses. These a@drass reserved in the IP protocol
for multicast information distribution. To prograsmcamera to send the images to a
multicast address, you have to configure it indamera’s native software. Specify the
IP address on the Connection Screen of the camesaady

l Multicast IP addresses are in the range 224.000dugh 239.255.255.255.

Click Next to enter the next Camera Wizard screen.
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3.3.1.2.3 Live View

The Live View tab will appear differently dependiog whether you are viewing Analogue or
IP cameras.

The following parameter can be set for an analagueera:

Image resolution— as a rule of thumb, the higher the quality efithage (higher
image resolution), the lower the frame rate you kalve.

Live View (Analogue camera) Screen
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The following parameters can be set for a netwarkera:

Format — provides an opportunity to choose between coniynged Compression
technologies or indicates the compression techydlogt is used for a specific camera

type.

Image resolution— a higher resolution gives a better quality imagaigher image
resolution will lead to a lower frame rate.

Live View (Network camera) Screen

Click Next to enter the next Camera Wizard screen.
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3.3.1.2.4Recordings
The available parameters for recordings are theedamanalogue and network cameras:
Record this camera— the camera will be recorded if the box is checked

Format - provides the option to choose between commonly used corsipres
technologies or indicates the compression techydloat is used for a specific camera

type.

Image resolution— a higher resolution gives a better quality imafyénigher image
resolution will lead to a lower frame rate.

Frame rate — possible frame rates depend on the chosen ineagtution.

Volume —the storageolume on which the camera is recorded. You canghhe
volume for each camera (s868.4 Storage Managér

Recordings (Analogue camera) Screen
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Recordings (Network camera) Screen

Click Next to enter the next Camera Wizard screen.
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3.3.1.2.5 Activity

By enabling activity detection, only images wherevement is above a certain threshold will
be recorded. This increases the ability to storeemaeo footage significantly. If you want
to record at all time, uncheck tRecord only activity checkbox.

If you use activity detection, you always can chdteiactivity on the server, but if the camera
allows, you can configure the server to calculatesgy on the camera instead of on the
server:

Server— When activity is calculated on the server, Wil result in excellent
recordingsbut introduces aigher loadon the server. Furthermore you're able to use
the masking feature. By using thksking feature, only activity in a specified

area(s) will be recorded. This significantly ingea the ability to store video footage.

- When adding a network camera, the Masking and Agtiunctionality is only
l available after a server restart. This will be esjad automatically by a notification.

The current activity level is represented by theegrline on the control panel below
the video. To adjust the activity detection thrddhmove the slider on the right side
of the control panel up and down to shift the ad.lAll the video activity that stays
above the red line will be recorded.

i o

Activity on Server (Analogue and network camera)r&en

° Masking makes it possible to disable the recoradingctivity in so called ‘curtain
l areas’. ‘Curtain areas’ contain constant movemiasisdied as not important for
surveillance (e.g. moving trees in the wind, ceilfan etc.).

The green grid, shown on the masking screen, divilde image into masking cells.
Click on a cell and the activity detection in thedl will be disabled. Once disabled, a
masking cell turns green. This means that actmityurring in this cell will not

trigger recording.
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When you access the Activity screen for the firgeton a client PC, it may be that
the green masking grid doesn’t appear. In ordéetable to draw the grid, the video
card of the client PC has to have at least 16 MBtefnal video memory and
DirectX accelerations fully enabled. This can bealas follows:

1. Exit the camera wizard by clickirfgnish or Cancel
2. Go to Start/Setting€ontrol Panel.
3. Click on Display/ Settings/Advancéidbubleshoot
4. SetHardware accelerationon full.

Troubleshoot Screen

Click OK and return to the Activity Screen in the Cameraaitiz The masking grid
should be visible on your screen now.

The masking functionality does not depend on whegba can visualize it on a
particular client PC or not. It is possible to gptmasking on one client PC and use
another client PC which is not able to show masKirge masking will stay applied.

To (un)mask the desired area, follow the stepsvinelo

1. Click on the cell you wish to (un)mask.

2. Check theMask or Unmask button depending on whether you want to mask
or unmask.

3. Click theApply mask button to activate the selection.

To mask multiple cells, left-click one cell and drhe cursor over the cells you
would like to mask and release your mouse.

Click on the question mark icon in the right hand corner of the masking screen
to access on-screen masking instructions.

Camera— When activity is calculated on the camera, whikresult in acceptable
recordingsand aower loadon the server. The masking feature is disabledhasdo
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be done on the camera if desired and possible eBautt nothing has to be configured
on the camera, nevertheless some models require sonfiguration on the camera
itself. SeeAppendix C for more information.

i Activity calculated on camera is supported for nmostlels of the following brands:

ACTI, Axis, Ernitec, IQEye.
,_\ If activity is recorded or not depends on the caaativity detection algorithm. If

you notice problems with recordings, please cortteatamera manufacturer for
support.

Activity on Camera (Network camera) Screen

Click Next to enter the next Camera Wizard screen.
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3.3.1.26 PTZ

This tab is present for both analogue and netwdik €ameras, however ongnalogue PTZ
camerascan be configured.

o PTZ stands for Pan Tilt Zoom, or a "movable" cam&rmaenable the PTZ camera
l settings, select the PTZ camera check box.

PTZ camera— check this if your camera is a PTZ camera
PTZ control protocol —select the brand of the PTZ camera

Extended PTZ— Some protocols have extended PTZ features; elgo By
checking this, these extended features will be naaddable.

Communication port — serial communication port used for PTZ commuiocat

Camera unique number— most PTZ cameras require a unique serial nunobee t
referred by.

PTZ (Analogue PTZ camera) Screen

Click Next to enter the next Camera Wizard screen.
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3.3.1.2.7 Virtual Patrol

The Virtual Patrol screen allows you to configulre &z camera in several ways:

Use Home preset-this functionality prevents the misplacement of ¢taenera and
ensures proper recordings after monitoring. Iftdoene Presetis enabled, the first

preset position becomes automatically oane status and looks like in theLive
view. When a user moves the PTZ camera, by manual miatign or using preset

positions, the camera will return to its Home Predeer the assignedecovery Time
has elapsed. By default this time is 300 seconds.

Use Virtual Patrol — select one of the Virtual Patrols you previouskated.

Manual PTZ Control — check this radio button if you don’t use eithex Home
Preset or the Virtual Patrol functionality.

Virtual Patrol (Analogue and network camera) Screen

Only specially designed cameras designated by #reufacturer as "Continuous
movement use”, "Continuous duty cycle" or "24h duygle" can effectively utilize
the Virtual Patrol feature. Using consumer-gradeeas with Virtual Patrol may

A cause premature failure and may invalidate the casngarranty. We strongly advise
customers to check the camera specifications befirg the Virtual Patrol feature
and strongly advise setting the virtual patrol e time to a minimum of 120
seconds for those cameras.

You can create multiple Virtual Patrols with diéet settings. Click thAdd Virtual Patrol
button to add a new Virtual Patrol.

To change or create the Virtual Patrol settingsk¢heEdit link.
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4.

5.

Virtual Patrol Configuring Screen

Specify aNamefor the Virtual Patrol

Choose one of the available Presets from the dosyndist and clickAdd Preset
button.

Specify theSequence timdor every Preset. This is the time after which¢henera is
switched to the next defined preset in the queue.

If necessary, use tt&ort buttons to change the position of a Preset ivileal
Patrol sequence.

Click Apply button.

You may delete any Preset from the Virtual Pategjuence by clicking thBeletelink.

AN

1

Due to some technology designs of Panasonic cameimsecommended to use no
more than 2-3 Panasonic cameras with virtual patofigured at the same time,
since this can cause server overloading.

Each time a user takes control over the PTZ camearaually (via the PTZ Camera
Control Panel), the automatic Virtual Patrol issmtpted. Once the user stops his
manual control, the GuardNVR resumes the VirtuatdPafter 30 seconds.

Click Next to enter the next Camera Wizard screen.
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3.3.1.2.8Users
Select which users have access to the selected@ame

hd The Users functionality is only available after ywave added the camera, and
l restarted the server. Follow the notification thdk automatically be shown.

S Users with Administrator rights have access taatheras. Users with restricted
l rights can be denied access to certain cameras.

Users (Analogue and network camera) Screen
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3.3.1.2.Audio

hd The audio tab is only available for network camehas$ support audio. For more
l information about audio support, go4®.1.10 Audio

This screen allows you to define the audio pararadte a network camera:
Live audio — This enables live listen-in audio.

External IP-address —Configure this if you want to enable remote liistdn-in
audio.

Audio (Network camera) Screen
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3.3.1.3Network Video Server Wizard

In this manual, we will refer to ldetwork Video ServerasNVS.

To enter the Network Video Server Wizard, click Bdit device or Add Network Video
Server link/button in the Cameras screen. TMetwork Video Server Wizard consists of
three tabs with easy to follow instructions.

The followingNetwork Video Server Wizard tabs are described in this chapter:

Name & Type
Connection
Video Settings

If you need to change camera settings from canteeaasre connected to the NVS, click the
Edit link of the camera in the cameras screen whichdigplay the Network Video Server
Cameras Wizard. Thdetwork Video Server Camera Wizardconsists of six tabs with easy
to follow instructions.

The followingNetwork Video Server Camera Wizardtabs are described in this chapter:

Name PTZ
Recordings Virtual Patrol
Activity Users

(http://www.GuardNVR.com/ftp/Documentation/Quadroxdeéc _Pack_Installation

2 You need to install th®uadrox Codecs PacKor proper NVS usage.

Manual.pdj
° The NVS Wizard displays settings which are comnwreafl cameras connected to
l the NVS. In the NVS Camera Wizard you are abledjast the specific settings for

an individual camera connected to the NVS.

A By default, some of the settings are already setkdt is recommended that you keep
these settings to ensure the best performance.

Cameras Screen
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3.3.1.3.1Name & Type

In this tab, you can adjust the NVS name, typerandel. It's a part of thdletwork Video
Server Wizard.

[ ]
l Choose a descriptive name for each NVS for easydueference.

Name & Type (Network Video Server) Screen

Click Next to enter the next NVS Wizard screen.
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3.3.1.3.2 Connection

This tab allows you to define the parameters neéaleithe NVS connection. It's a part of the
Network Video Server Wizard:

NVS IP address
User name
Password

° The Default Admin ID for the NVS400 series is ‘adimand the default Admin
password is ‘pass’. For the NVS1000/2000/4000 sehe Admin ID becomes ‘root’
and the default Admin password is ‘pass’.

Connection (Network Video Server) Screen

Click Next to enter the next NVS Wizard screen.
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3.3.1.3.3 Video Settings

This tab is a part of thidetwork Video Server Wizard and allows configuring following
settings:

Video format — selection of the video standards format in wiicages are

transmitted from the cameras. PAL video standatsél in Europe, NTSC video
standard is used in the USA.

Image resolution— a higher resolution gives a better quality imalgdiigher image
resolution will lead to a lower frame rate.

Frame rate — possible frame rates depend on the chosen ireag&ution.

Volume — storagevolume on which the camera is recorded. You canghahe
volume for each camera (s8€8.4 Storage Managér

i Settings you are adjusting in this screen are egpb all NVS cameras for live view

and recordings.

Video Settings (Network Video Server) Screen

Complete the procedure by clickikgnish button andRestart the GuardNVR server.
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3.3.1.3.4Name

This tab is a part of thidetwork Video Server Camera Wizard You can assign mameto
the camera in this screen.

Name (Network Video Server) Screen

Click Next to enter the next NVS Camera Wizard screen.
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3.3.1.3.5 Recordings

This tab is a part of thidetwork Video Server Camera Wizard The following parameters
can be configured:

Record this camera— the camera will be recorded if the box is checked

Volume — storagevolume on which the camera is recorded. You canghahe
volume for each camera (s88.4 Storage Managér

Recordings (Network Video Server) Screen

Click Next to enter the next NVS Camera Wizard screen.
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3.3.1.3.6Activity

This tab is a part of thidetwork Video Server Camera Wizard The following parameters
can be configured:

When adding a NVS, the Masking and Activity funotiity is only available after
l server restart. This will be automatically requddig a notification.

Activity Detection — by enabling Activity Detection, only images whenevement is
above a certain threshold will be recorded. Thiseases the ability to store more
video footage significantly. If you want to recati the time, uncheck thieecord
only activity checkbox.

The current activity level is represented by theegrline on the control panel below
the video. To adjust the activity detection thrddhmove the slider on the right side

l of the control panel up and down to shift the iiad.|All the video activity that stays
above the red line will be recorded.

Masking — by using the masking feature, only activity ispecified area(s) will be
recorded. This increases the ability to store mafeo footage significantly.

Activity (Network Video Server) Screen

Calculate activity on— Each method of activity detection processingdthsantages
and disadvantages. Activity detection processmthe GuardNVR server allows
detecting the activity using the best accuracycoasumes more CPU resources.
Activity detection processing on GuardNVR NVS cams&s fewer CPU resources,
but operates inaccurately in low light conditions.
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AN

Masking makes it possible to disable the recordihactivity in so called ‘curtain
areas’. ‘Curtain areas’ contain constant movemiasisdied as not important for
surveillance (e.g. moving trees in the wind, buastpof the road etc.).

The green grid, shown on the masking screen, dwide image into masking cells.
Click on a cell and the activity detection in thedl will be disabled. Once disabled, a
masking cell turns green. This means that actmityurring in this cell will not

trigger recording.

When you access the Activity screen for the firgeton a client PC, it may be that
the green masking grid doesn’t appear. In ordéetable to draw the grid, the video
card of the client PC has to have at least 16 MBtefnal video memory and
DirectX accelerations fully enabled. This can bealas follows:

1. Exit the camera wizard by clickirfgnish or Cancel
2. Go to Start/Setting€ontrol Panel.
3. Click on Display/ Settings/Advanceéidbubleshoot
4. SetHardware accelerationon full.

Troubleshoot Screen

Click OK and return to the Activity Screen in the Cameraaitiz The masking grid
should be visible on your screen now.

The masking functionality does not depend on whegba can visualize it on a
particular client PC or not. It is possible to gptmasking on one client PC and use
another client PC which is not able to show masKiige masking will stay applied.

To (un)mask the desired area, follow the stepsvinelo

. Click on the cell you wish to (un)mask.
. Check theMask or Unmask button depending on whether you want to mask or

unmask.

. Click the Apply mask button to activate the selection.

To mask multiple cells, left-click one cell and drthie cursor over the cells you
would like to mask and release your mouse.

Click on the question mark icon in the right hand corner of the masking screen
to access on-screen masking instructions.

Click Next to enter the next NVS Camera Wizard screen.
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3.3.1.3.7PTZ

This tab is a part of thidetwork Video Server Camera Wizard

i PTZ stands for Pan Tilt Zoom or movable cameraeifable PTZ camera settings,
l select the PTZ camera check box first.

PTZ camera— select this if your camera is a PTZ camera.
PTZ control protocol — select the brand of the PTZ camera.

Extended PTZ—- Some protocols have extended PTZ features, elgo BBy
checking this, the features will be made available.

Camera unique number— most PTZ cameras require a unique serial nunodee t
referred by.

PTZ (Network Video Server) Screen

Click Next to enter the next NVS Camera Wizard screen.
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3.3.1.3.8 Virtual Patrol

This tab is a part of thidetwork Video Server Camera Wizard The Virtual Patrol screen
allows you to configure a PTZ camera in severalsvay

Use Home presetthis functionality prevents the misplacement of taenera and
ensures proper recordings after monitoring. Ififoene Presetis enabled, the first

preset position becomes automatically ltttene status and looks like in theLive
view. When a user moves the PTZ camera, by manual miatign or using preset

positions, the camera will return to its Home Predeer the assignedecovery Time
has elapsed. By default this time is 300 seconds.

Use Virtual Patrol — select one of the Virtual Patrol you previousigated.

Manual PTZ Control — check this radio button if you don’t use eithex Home
Preset or the Virtual Patrol functionality.

Virtual Patrol (Network Video Server) Screen

Only specially designed cameras designated by #reufacturer as "Continuous
movement use”, "Continuous duty cycle" or "24h duygle" can effectively utilize
the Virtual Patrol feature. Using consumer-gradeeas with Virtual Patrol may

& cause premature failure and may invalidate the casngarranty. We strongly advise
customers to check the camera specifications befirg the Virtual Patrol feature
and strongly advise to set the virtual patrol segedime to a minimum of 120
seconds for those cameras.

You can create multiple Virtual Patrols with diéet settings. Click thAdd Virtual Patrol
button to add a new Virtual Patrol.
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To change or create the Virtual Patrol settingskdhe Edit link.

N =

4.

5.

Virtual Patrol Configuring Screen

Specify aNamefor the Virtual Patrol

Choose one of the available Presets from the dosyndist and clickAdd Preset
button.

Specify theSequence timdor each Preset. This is the time after whichdhmera
switches to the next defined preset in the queue.

If necessary, use tt&ort buttons to change the position of a Preset ivileal
Patrol sequence.

Click Apply button.

You may delete any Preset from the Virtual Pategjuence by clicking thBeletelink.

AN

1

Due to some technology designs of Panasonic camesagcommended you use no
more than 2-3 Panasonic cameras with virtual patofigured at the same time,
since this can cause server overloading.

Each time a user takes control over the PTZ camaraually (via the PTZ Camera
Control Panel), the automatic Virtual Patrol issmtipted. Once the user stops his
manual control, the GuardNVR resumes the VirtuatdPafter 30 seconds.

Click Next to enter the next NVS Camera Wizard screen.

Version 4.4 Series



3.3.1.3.9Users
Select which users have access to the selected@ame

d The Users functionality is only available aftenaarrestart when adding a new NVS.
l Follow the notification that automatically will lshown.

- Users with Administrator rights have access tdhalcameras. Users with restricted
l rights can be denied access to certain cameras.

Users (Network Video Server) Screen
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3.3.2Alarms

TheAlarms chapter covers the handling and configuratiomobming alarms, alarm
reactions and how to configure the actions linkethese incoming alarm events.

Input alarms can be generated through a physiaahainput concentrator (screw-block to
attach physical wires) attached on the back of2hardNVR machine (together with a Picolo
card), through a PMD 1/O Device (screw-block taeltt physical wires) attached to the
GuardNVR NVR via a USB cable or through physicalal inputs connected to the 1/0O of
the camera itself.

The GuardNVR Alarm Component supports the OPC podtdience you are able to connect
any OPC A&E compliant alarm server and OPC A&E cbamp client as well to the
GuardNVR Alarm Component. The origin of an alanput can be an external infrared
sensor, a reed contact, etc.

By default you get the alarms menu when clickitigrms in theSettingsmenu. This menu
allows you tcAdd PMD 1/O Device, Add Alarm Deviceand access the Alarms
Configuration Wizard by clickingdit or Edit Device.

This chapter covers the following topics:

Picolo I/0 Proxy Device (Adding and Configuring)
PMD 1/O Device (Adding and Configuring)
Camera I/O

Generic Alarm Driver

RedLight Driver

Alarms Configuration Wizard

Alarms Screen
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3.3.2.1 Picolo I/O Proxy

When you start the GuardNVR server, it detects Yioolo I/O video capturing card and
automatically sets it up.

A GuardNVR’s manufactured after 2007 may be a diffetgpe of capture card on
which 1/O is not supported. Use a PMD I/O Devicéhis case.

Alarms (Picolo 1/0O Proxy) Screen

Click the Edit Device link to open thd/O Device Configuration Wizard which allows for
the configuration of the Picolo 1/0O Proxy.
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3.3.2.1.1Name
This screen doesn’t allow you to configure any paager. It contains two fields:

Device type— general information about the type of I/O Dewoanected.

Serial Number — serial number of your 1/0O Device.

Name (Picolo I/O Proxy) Screen

Click Next to enter the next I/0O Device Configuration Wiz&treen.
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3.3.2.1.2 Configuration

This screen allows you to configure your I/0O Dewvices as inputs or outputs for the alarm
signals. If you don’t need all of the line(s) yanadisable the unused lines.

The screen contains the picture of the I/O Devar@ector with 13 drop-down lists around it
which correspond to 13 lines of the 1/0O Device. lcdmop-down list has 3 options available:
I, O andX.

Configuration (Picolo 1/0 Proxy) Screen

Value Description
| Configure line as input. This line receives anmlaignal from an
external device.
0 Configure line as output. This line sends a corgigihal to the
external device.
X Disable the line. This line neither receives, remds controls signals.

Click Next to enter the next I/0O Device Configuration Wiz&treen.
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3.3.2.1.3 Outputs

This screen allows you to assign names to the {inashave configured as outputs.

Outputs (Picolo I/0 Proxy) Screen

If you didn’t configure any line as an output, tfilowing message will be showniNo6
outputs are currently configured for this device”. Consequently no configuration will be

available on this page.

Click theFinish button to apply the configuration.
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3.3.2.2PMD 1/O Device

The PMD I/O device has to be added manually. Teajdollow the steps below:

1. Attach the PMD I/O Device to one of the USB portyaur GuardNVR.
[ J

l PMD 1/O Device supports USB 2.0.

2. Click Add PMD I/O Device button.

Alarms (PMD I/O Device) Screen

ThePMD 1/O Device Configuration Wizard will be opened for configuration.
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3.3.2.2.1 Name
This screen shows basic information about the I&i€e. It contains two fields:

Device type— general information about the type of I/O Dewoanected.
Serial Number — enter the serial number of your I/O Device irs theld.

° To obtain the serial number of your PMD I/O Devicefer to PMD 1/0O Device
documentation or use the special tool that is Extat the Support folder to set a new
serial number. (se&3.2.2.5 PMD /O Serial Numbér

Name (PMD I/O Device) Screen

Click Next to enter the next I/O Device Configuration Wiz&treen.
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3.3.2.2.2 Configuration

This screen allows you to configure your 1/0O DeMices as inputs or outputs for the alarm
signals.

Configuration (PMD I/O Device) Screen

® When the PMD 1/O device is disconnected from theBUsrt and the server is
l restarting, the PMD device disappears from 1/O Dewilist. After being reconnected
and subsequently restarting the server, it apEeas.

The PMD I/O device has 3 ports and each port Hae8, however one port is divided in two
parts, where every subpart has 4 lines. This makdmes in total. Compared to the Picolo
I/O card, where every line can be configured sepbrayou need to configure a whole port as
an input or output for the PMD 1/O device. There drdrop-down lists and each of them
corresponds to a certain port.

Value Description
| Configure line as input. This line receives anmlaignal from an
external device.
0 Configure line as output. This line sends a corgighal to the
external device.

Click Finish button
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If you entered a correct PMD 1/O Device serial nemypou should see the following screen:

Alarms (PMD I/O Device Added) Screen

Click Edit Devicelink. Go to theOutputs tab.
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3.3.2.2.3 Outputs

This screen allows you to assign names to the {inashave configured as outputs.

® The Outputs tab is not available in the GuardNVR PMD I/O DeviConfiguration
l Wizard when you are adding the PMD 1/O Device.dtimes available after you add
the device and clickdit Devicelink in the Alarms menu.

Outputs (PMD I/O Device) Screen

Click theFinish button to apply the configuration.
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3.3.2.2.4Delete PMD 1/O Device
If you want to delete your PMD 1/O Device, exectlte following steps:

1. While being in Alarms Menu, click theelete Devicdink.

Alarms (Deleting PMD 1/O Device) Screen

2. Click OK in the pop-up window.

Confirmation (Deleting PMD 1/O Device) Screen
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3.3.2.2.5 PMD 1/O serial number

To assign the serial number to a PMD /O Devicovothe steps below:

1. Connect your PMD I/O Device to the computer.
2. Go toC:\Program Files\Quadrox\, find pmdserialnumber.exeand click on it.
3. A command prompt will appear.

Assigning PMD I/O Serial Number Screen 1

4. SpecifyY and clickEnter button.
5. Please enter the new serial numbeanessage will appear on the screen, specify new
serial number. CliclEnter.

Assigning PMD I/O Serial Number Screen 2

6. As prompted, press any key to finish assigning®ht I/O Device serial number.
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3.3.2.3Camera I/O

When you add an IP camera, it detects and autoatigtacdds the available I/O pins on the
camera to the system. Once you have configuredaimera in the systerhy default
nothing has to be configured on the camera anymoréf you don’t receive alarms by
default, more information can be foundAppendix D.

not supported by GuardNVR. Most models of the feligy brands are supported:

2 Not every camera supports I/O. It is possible swame I/O features on the camera are
ACTi, Axis, Ernitec, IQEye, Panasonic, Zavio, GE Seurity.

The 1/0 of a network camera will be deleted autocadly when the camera is

2 You can’t delete the I/O pins of a network camesah&y are a part of the camera.
removed from the system.

Alarms (Camera I/O) Screen

Click the Edit Device link to open thd/O Device Configuration Wizard which allows for
the configuration of the Camera 1/O.
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3.3.2.3.1Name

This screen doesn’t allow you to configure any paater. It contains one field:

Device name- Camera name assigned in the Camera Wizard.

Name (Camera I/O) Screen

Click Next to enter the next I/O Device Configuration Wiz&tteen.
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3.3.2.3.2 Configuration

This screen doesn’t have to be configured for Cari€ and is always disabled.

3.3.2.3.30utputs

This screen allows you to assign names to theahlaibutput pins.

Outputs (Camera I/O) Screen

Click theFinish button to apply the configuration.
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3.3.2.4Generic Alarm Driver

The Generic Alarm Driver makes it possible to gatealarms without needing a hardware
device. Generating alarms is done by using the §Ritware Development Kit). For more
information about how to utilize the SDK Kit, cont&DK@quadrox.be

To add the Generic Alarm Driver, clidkdd Alarm Device button.

Alarms Screen

TheAlarm Configuration Wizard will be opened for configuration.
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3.3.2.4.1 Name

This tab allows you to specify tli#evice Name

Name (Generic Alarm Driver) Screen

Click Next to enter the next Alarm Configuration Wizard Scree
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3.3.2.4.2 Protocol
In this tab, the protocol has to be selected

SelectGeneric Alarm Driver in the drop-down list.

Protocol (Generic Alarm Driver) Screen

Click Finish button.

l Depending on the drivers you installed togethehwthe Alarm Component, it's
possible some values are not present in the dropdist.

° If you entered the Alarm Configuration Wizard bicklng theEdit Device link in

l the Alarms Screen, you can’'t change the protocginame, but can only see which

protocol has been selected.

3.3.2.4.3Connection

This tab is not available for the Generic Alarmveri Device. You don’t have to configure it.
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3.3.2.5RedLight Alarm Driver

The RedLight Alarm Driver makes it possible to igeealarms for Red Light infractions.

& This driver may and can only be used in cooperatiith Quadrox N.V. For more
information, contacsales@quadrox.be

[ J
l You need extra add-on software to be able to recamrms.

To add the RedLight Alarm Driver, cliokdd Alarm Device button.

Alarms Screen

TheAlarm Configuration Wizard will be opened for configuration.
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3.3.2.5.1 Name

This tab allows you to specify tli#evice Name

Name (RedLight Alarm Driver) Screen

Click Next to enter the next Alarm Configuration Wizard Saree
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3.3.2.5.2 Protocol
In this tab, the protocol has to be selected

SelectRedLight Driver in the drop-down list.

Protocol (RedLight Alarm Driver) Screen

Click Next to enter the next Alarm Configuration Wizard Scree

l Depending on the drivers you installed togethehwthe Alarm Component, it's
possible some values are not present in the dropdist.

° If you entered the Alarm Configuration Wizard bicklng theEdit Device link in

l the Alarms Screen, you can’'t change the protocginame, but can only see which

protocol has been selected.
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3.3.2.5.3Connection

This tab allows for the configuration of the follomg settings:
Dispatcher IP — IP address of the sender of the alarm events.
Dispatcher Port— port used by dispatcher to send alarm events.

Client IP — IP address of the client which accepts the aaremts. Basically this
should be the GuardNVR server IP Address.

Client Port — port used by client to receive alarm events.

Client Name— unique name which identifies the client machine.

Connection (RedLight Alarm Driver) Screen
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3.3.2.6Alarm Configuration Wizard

To enter the Alarm Configuration Wizard in orderctmnfigure the alarms itself, click one of
the Edit links in the Alarms Menu. The Alarm Configuration2&rd consists of eight tabs
with easy to follow instructions. Read this chaptelearn all about the alarms configuration.

The following Alarm Configuration Wizard tabs aresdribed in this chapter:

Name Outputs
PTZ Notification
Recordings Mail

FTP SMS

& By default, some of the settings are already setedt is recommended you keep
these settings to ensure the best performance.

When configuring a hybrid GuardNVR, you are ableite 13 Input/Output lines (for
° Q16 model — 26 I/0 lines if 2 Picolo Tetra cards ased) by means of Picolo I/O
l Proxy. A PMD I/O Device gives you the ability toeu24 Input/Output lines.
GuardNVR’s manufactured after 2007 may be a diffetgpe of capture card on
which 1/O is not supported. Use a PMD 1/O Devicé¢his case.

° A PMD 1/O Device or Picolo I/O Proxy Device or k& the camera has a fixed
l amount of alarms available. For the RedLight ande&e Device, you can add as
many alarms as you wish by clicking tAdd Alarm link in the Alarms Screen.
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3.3.2.6.1 Name

In this tab, you can define the alarm name; carttsedevice and pin to which the alarm is
associated.

[ ]
l Choose a descriptive name for each alarm for futeference.

Name (Alarm — PMD 1/O Device) Screen

Name (Alarm — Camera I/O / Generic / RedLight AlarBriver) Screen

Click Next to enter the next Alarm Configuration Wizard Scree
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3.3.2.6.2PTZ

You can choose the PTZ reaction for the incomimagna)] meaning if an alarm is triggered the
specified camera will turn to the selected cameeaqd position. To configure this feature,
follow the steps below:

1. Select the camera from the drop-down list.
2. Select the preferred preset position.
3. Click theAdd camerabutton.

You are able to change the preset position foc#imera only after it has been added.
Settings presets is explained in the Video Browsanual.

[

If there are no PTZ camera configured in the systammessage “No PTZ cameras
are available in the system” will be shown.

juud o

PTZ (Alarm) Screen
To delete the camera, clifkelete

Click Next to enter the next Alarm Configuration Wizard Scree
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3.3.2.6.3 Recordings
In this tab you are able to do the following:

Add or delete cameras to record when an alarm eccur

i Multiple recordings can be assigned to one alainis Way, an incident can be

monitored from different cameras and angles.

Set the recording time before and after an alarsndeaurred. This is also called the
pre and post alarm recording interval.

An alarm movie is labelled recorded footage fronamera you attached to the alarm,

i.e. when an alarm comes in, the specific periotino¢ recorded from a specified

camera is labelled and saved. Once the recordicgngplete, it appears as an alarm

l movie. If there aren’t any recordings (i.e. wheerthis no activity) for the period
when the alarm occurs, recordings still will begamt as the recordings will be forced
because an alarm was triggered and considered bighgpriority.

To add the camera to be recorded when an alamggeted, follow the steps below:

1. Select the camera from the drop-down list.

2. Select the pre and post alarm label interval feheamera.
3. Click theAdd camerabutton.

Recordings (Alarm) Screen

To delete a camera, clitkelete

Click Next to enter the next Alarm Configuration Wizard Scree
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3.3.2.6.4FTP
The FTP upload function enables automatic uploadfrthe movies and images, which were

created based on an incoming alarm, onto a renid®esErver or to a local folder for further
revision and storing. To configure FTP uploadireg33.7.2 FTP Parameters

l An alarm image is a snapshot captured at the motheratlarm is triggered.

To use this feature, select the corresponding dieeck

FTP (Alarm) Screen

Click Next to enter the next Alarm Configuration Wizard Scree
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3.3.2.6.5 Outputs

This tab allows you to configure which outputs vgiind the signals to the external devices
when an alarm is triggered.

[ J
l The output tab is only available if some linesha# t/O device are set as output.

To configure outputs follow the steps below:

1. Select the output from the corresponding drop —rdtst.
2. Select the state to which the output will switchewtan alarm is triggered.

° By default the output is in Low State. This medra the voltage on the
l corresponding pin is 0 V. When an alarm is triggetbe output switches to the High
State which corresponds to the voltage of 5 V.

3. Choose when the output will return to its previstege. There are three variants:

Output returns to its previous state in a time sganindicate(Select first
check box)

Output returns to its previous state on the deatitim of the triggered alarm.
(Select second checkbox)

Output follows input(No check box selected)

4. Click Add Output button.

Outputs (Alarm) Screen

Click Next to enter the next Alarm Configuration Wizard Scree
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3.3.2.6.6 Notification

This tab allows you to configure the sound notiiima for an incoming alarm. At the same
time, it's possible to automatically switch to liveew for an assigned camera.

[ ]
l To use the sound notification, speakers shoulbeected to GuardNVR server.

To get the sound notification signal when an alerniggered, select thielay sound
checkbox.

To configure switching to Live View on a specifiamera, follow the steps below:

1. SelectSwitch to Live view from cameracheckbox.
2. Choose the desired camera from the drop-down list.

Notification (Alarm) Screen

Click Next to enter the next Alarm Configuration Wizard Scree
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3.3.2.6.7 Mail

This tab allows you to configure an email notifioatwhen an alarm is triggered. It means
that you will be sent an e-mail giving you the lsasformation about the triggered alarm (by
default). In order to activate the email notificatifeature, follow the steps below:

1. Select thesend E-Mail Messagecheckbox.
2. Select a mail profile from the drop-down list.

l To create a mail profile, s&3.7.4 E-Mail Profile

3. Specify theMessage SubjecandMessage Bodyn the corresponding fields. The
message body can include macros that will be substi based on the specific alarm
properties. Following macros are supported:

%ALARM_ID% — unique ID of the alarm.
%TIME% - date and time on which the alarm was generated.

Mail (Alarm) Screen

Click Next to enter the next Alarm Configuration Wizard Scree
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3.3.2.6.8 SMS

This tab allows you to configure an SMS notificatiwhen an alarm is triggered. It means
that you will be sent a SMS message giving youotisc information about the triggered
alarm (by default).

You need a Clickatell account to use the SMS ratifon feature. Use the direct link
A http://www.clickatell.com/developers/api_http.pbpuse the link on the SMS page in
order to create an account.

l To configure your SMS account, s&8.7.3 SMS Account Parameters.

SMS (Alarm) Screen

In order to use SMS Notification feature, execuefollowing steps:

1. CheckSend SMS Messageheckbox.

2. Enter the phone number you would like the SMS ngessa be sent to. Don't put the
leading + or 0 when specifying the Country Code.

3. Edit the default or create a new message bodyriexlessage Bodyextbox. The
message body can include macros that will be dubesti based on the specific alarm
properties. Following macros are supported:

%ALARM_ID% — unique ID of the alarm
%TIME% - date and time on which the alarm was generated

Click Finish to apply the settings.
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3.3.3P0OS

This chapter explains how to configure the GuardN\NR@&S Point of Salg functionality. The
POS functionality is a part of the GuardNVR Alarmar@ponent. It transforms POS printer
transactions into GuardNVR alarms. In other wovdsen a ticket is generated by the POS
terminal, an alarm is triggered within GuardNVR idS'makes it possible to observe all
transactions and recordings which are recordeddo@s¢he incoming transaction data into
the GuardNVR system.

Following POS types (devices) are supported in GNYR:

Serial Port POS

Networked POS (Quadrox POS Printer)
Generic POS

TP.Net

NAMOS

The POS device and its sources have to be addadardNVR in order to let GuardNVR
process the incoming POS ticket information.

POS Screen

To enter the POS Device Configuration Wizard, ctie&Edit device, Add POS Deviceor
Add POS Printer Automatically (Networkded POS)link/button in the POS screen. The
POS Device Configuration Wizardconsists of three tabs with easy to follow indiares.

The followingPOS Device Configuration Wizardtabs are described in the corresponding
subchapters of Serial Port POS, TP.Net, NAMOS, GeOS and Quadrox POS Printer:

Name
Protocol
Connection

After you added a Serial Port POS Device, you haad a POS printer by adding it as a
source.

To configure or add POS sources, click BHuit or Add POSink in the POS screen which
will lead you to the POS configuration Wizard. TP@®S Configuration Wizard consists of
two tabs with easy to follow instructions.
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A When a POS device is added, the first POS soumgdied by default.

l You can add several POS Sources (POS Printersyitgke POS Device.

The followingPOS Configuration Wizard tabs are described in the corresponding
subchapters of Serial Port POS, TP. Net, NAMOSQ@uddrox POS Printer:

Name
Recordings

A The POS functionality is a part of the GuardNVR mAdlaComponent. You need the
Alarm Component installed before you can use th& R@ctionality.

° When installing the Alarm Component, the SerialtPR®S and Generic POS driver
l is installed by default. If you need the TP.NeN&MOS driver, you need to select
them in the custom menu which is available whetalhisg the Alarm Component.
To delete a POS Device or source, click Dretetelink.

To configure the saved search strings, click38aeed Searctbutton.
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3.3.3.1Serial Port POS

Before you can add and configure a Serial Port P@d3ce and sources in GuardNVR, you
need to:

1. Connect the POS printer you want to control by rse#ErGuardNVR to the serial port
(COM port) of any computer in your network.

2. Install theRemote POS Monitorapplication on this computer and configure it.
(See 3.3.3.1.1 Remote POS Monifor

When all steps are completed, Remote POS Monitibcapture the transactions which come
from the POS printer connected to the COM port\iidsend them to the GuardNVR server.

In order to add and configure your POS device kdie Edit device or Add POS Device
link/button in the POS screen. TROS Device Configuration Wizardconsists of three tabs
with easy to follow instructions.

In order to configure the sources, click tadit link of the source in the POS screen which
will lead you to the POS configuration Wizard. TR@S Configuration Wizard consists of
two tabs with easy to follow instructions

& The POS functionality is a part of the GuardNVRAlaComponent. You need the
Alarm Component installed before you can use th8& R@ctionality.
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3.3.3.1.1 Remote POS Monitor

Remote POS Monitor is needed for capturing thestrations which come from the POS
printer connected to the COM port which sends thethe GuardNVR server.

First you need to install Remote POS Monitor ondbeaputer by running the installation file
which can be found on the Alarm Component CD, dallRemotePOSMonitorSetup.exé

After installation, open the Configuration Applicat by going toStart -> All Programs ->
Remote POS Monitor -> Configuration Application. A window will open:

POS Monitor Configuration Screen

You are able to add the POS printer(s) (sourcelg tmonitored by means of this
configuration tool. To do this, follow the stepddve:

1. Specify the IP address of the GuardNVR servere&rGhardNVR IP field to connect
the POS Monitor to the server.

° If the GuardNVR server is installed on the samehiecthe POS printer is
connected to, do not use the 127.0.0.1 IP addoesdil in the real IP-address. You
can check the real IP address in the TCP/IP prggest your machine.
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Select theAdd a new source (printer)...item in the list of POS printers (sources).
Specify the name of the POS printer you want toinddeNamefield.

Select theCOM port to which the printer is connected.

Specify theStart Mask. Start Mask is the expression or the number oft®aby
which the POS printer ticket is started. This infation is needed for POS Monitor to
recognize the beginning of a ticket and send théoGuardNVR server for further
proceeding.

6. Specify theStop Mask Stop Mask is the expression or the number of sysnitny
which the POS printer ticket is finished. This imf@tion is needed for POS Monitor
to recognize the end of a ticket and send it td3hardNVR server for further
proceeding.

akwn

If the Start mask or Stop maskof the ticket has nonprinting symbols (symbolschhare
not represented on a keyboard but can be presém IROS ticket), please select the
corresponding symbol after putting your cursomia start or stop mask field. The
corresponding decimal value will become visibleha start or stop mask. Cli@&how
ASCII Table button to show th&SCIl Table:

Use the following rule when specifying the nongngtsymbols:
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Enclose an ASCII decimal code of the correspondmgprinting symbol into the
pair of symbold }. For exampleHello{168}World meandello¢, World

If you want to specify a single symbol { or }, sjfgahese symbols two times. For
example{{Hello World}} meangHello World}

7. If you want to see the information inside the tiskeoming from the POS printer to
the COM port, check thdse log filecheckbox. Choose/create the log file the
information will be written and clickave

Selecting a Log File Screen

Now each ticket which comes from the POS printérlva written to the log file

Tickets.txt.
° It is recommended to switch off logging when thefaguration has been completed
l in order not to overload the hard disk with extrtormation. To do that, deselect the

Use log filecheckbox.

8. Check thdncoming print direction mode checkbox to enable monitoring of
incoming data on the COM port.
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You only have to check the box if you have incomilaga. E.g. a hardware POS
A device connected to the COM port of the compufgoll have a POS device

(software based) installed on your computer, tihection mode will be outgoing.

9. Click theAdd button.

POS Monitor Configuration Screen

10. Click theApply button to enable POS Monitor to monitor a newlgleti POS Printer.

You can export your Remote POS Monitor Configuratigplication settings to a
o Registration Entries (.reg) file in order to beeatd easily restore the configuration
l and add all the needed entries to the Windowstrgdegter. To do so, click the
Export button and save the file. In order to restorectv&iguration, double click the
icon of the .reg file you created and confirm yoension to update the register
information. The POS Printer (source) will be ausically added to the source list.
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3.3.3.1.2 Name

In this tab, you can adjust the POS Device nartgalpart of the?OS Device
Configuration Wizard.

Name (Serial Port POS) Screen

Click Next to enter the next POS Device Configuration WiZacdeen.
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3.3.3.1.3Protocol

In this tab, the protocol has to be selectedalmrt of the®?OS Device Configuration
Wizard.

SelectSerial Port POSin the drop-down list.

Protocol (Serial Port POS) Screen

Click Finish button.

i Depending on the drivers you installed togethehhie Alarm Component, it's
possible some values are not present in the dropdist.

° If you entered the POS Device Configuration Wizayctlicking theEdit Device link
l in the POS Screen, you can’'t change the protogohare, but can only see which
protocol has been selected.

3.3.3.1.4 Connection

This tab is not available for Serial Port POS DesicYou don’t have to configure it.
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3.3.3.1.5Name

This tab is a part of theOS Configuration Wizard. The following parameters have to be
configured:

Name- specify the name of the POS source.
Port —select the COM port to which the POS source is eotad.

IP address— specify the IP address of the computer on whiehROS source is
connected.

° If the GuardNVR server is installed on the samehimacthe POS printer is
connected to, do not use the 127.0.0.1 IP addoesdil in the real IP-address. You
can check the real IP address in the TCP/IP pregest your machine.

Name (Serial Port POS) Screen

Click Next to enter the next POS Configuration Wizard Screen.
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3.3.3.1.6 Recordings

This tab is a part of theOS Configuration Wizard. In this tab you are able to do the
following:

Add or delete cameras to record when a ticketnegded.

i Multiple recordings can be assigned to one sodrees. way, a ticket can be

monitored from different cameras and angles.

Set the recording time before and after a tickgeiserated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage fromamera you attached to the ticket,
i.e. when a ticket comes in, the specific periotirok recorded from a specified
- camera is labelled and saved. Once the recordicgnngplete, it appears as an alarm
l movie. If there aren’t any recordings (i.e. wheerthis no activity) for the period
when the alarm occurs, recordings still will begamet as the recordings will be forced
because an alarm was triggered and considered bejhgpriority.

To add the camera to be recorded when a ticketriergted, follow the steps below:

1. Select the camera from the drop-down list.

2. Select the pre and post ticket label interval Bclecamera.
3. Click theAdd camerabutton.
4

. Decide which camera will be thimary camera which will be shown when
selecting a ticket.

Recordings (Serial Port POS) Screen
To delete a camera, clikelete

Click Finish button.
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3.3.3.2Generic POS

TheGeneric POS Devicenakes it possible to generate transaction tiocké@tsut needing a
POS Device. Generating tickets is done by usingSlhK (Software Development Kit). For
more information about how to use the SDK Kit, emdEDK@quadrox.be

In order to add and configure your Generic POS agwlick theEdit device or Add POS
Device link/button in the POS screen. TR®OS Device Configuration Wizard consists of
three tabs with easy to follow instructions.

In order to configure the sources, click tBdit link of the source in the POS screen which
will lead you to the POS configuration Wizard. TR@S Configuration Wizard consists of
two tabs with easy to follow instructions.

A The POS functionality is a part of the GuardNVRailaComponent. You need the
Alarm Component installed before you can use th& R@ctionality.
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3.3.3.2.1 Name

In this tab, you can adjust the Generic POS davigee. It's a part of theOS Device
Configuration Wizard.

Name (Generic POS) Screen

Click Next to enter the next POS Device Configuration WiZacdeen.
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3.3.3.2.2Protocol

In this tab, the protocol has to be selected alfmrt of the?OS Device Configuration
Wizard.

SelectGeneric POSIin the drop-down list.

Protocol (Generic POS) Screen

Click Finish button.

i Depending on the drivers you installed togethehhie Alarm Component, it's
possible some options are not present in the dovmdist.

i If you entered the POS Device Configuration Wizayctlicking the Edit Device link
in the POS Screen, you can no longer change theqmlo

3.3.3.2.3 Connection

This tab is not available for Generic POS Devid&su don’t have to configure it.
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3.3.3.2.4 Name

In this tab, you can adjust the Generic POS soomoee. It's a part of theOS
Configuration Wizard.

Name (Generic POS) Screen

Click Next to enter the next POS Configuration Wizard Screen.
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3.3.3.2.5 Recordings

This tab is a part of theOS Configuration Wizard. In this tab you are able to do the
following:

Add or delete cameras to record when a ticketmegded.

i Multiple recordings can be assigned to one sodrees. way, a ticket can be

monitored from different cameras and angles.

Set the recording time before and after a tickgeiserated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage fromamera you attached to the ticket,
i.e. when a ticket comes in, the specific periotirok recorded from a specified
d camera is labelled and saved. Once the recordicgnngplete, it appears as an alarm
l movie. If there aren’t any recordings (i.e. wheerthis no activity) for the period
when the alarm occurs, recordings still will begamet as the recordings will be forced
because an alarm was triggered and considered begjhgpriority.

To add the camera to be recorded when a ticketriergted, follow the steps below:

1. Select the camera from the drop-down list.

2. Select the pre and post ticket label interval Biclecamera.
3. Click theAdd camerabutton.
4

. Decide which camera will be thgimary camera which will be shown when
selecting a ticket.

Recordings (Generic POS) Screen
To delete a camera, clikelete

Click Finish button.
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3.3.3.3TP.Net

The TP.Net device has to be configured at bothssifieis means at the TP.Net software side
and at the GuardNVR side. We only discuss the QWRl side. For the TP.Net software
side, consult the TP.Net documentation.

In order to add and configure your POS device kdie Edit device or Add POS Device
link/button in the POS screen. TROS Device Configuration Wizardconsists of three tabs
with easy to follow instructions.

In order to configure the sources, click tBdit link of the source in the POS screen which
will lead you to the POS configuration Wizard. TR@S Configuration Wizard consists of
two tabs with easy to follow instructions.

A The POS functionality is a part of the GuardNVRailaComponent. You need the
Alarm Component installed before you can use th& R@ctionality.

° You need to select the TP.Net driver in the custeamu when installing the Alarm
l Component. By default only the Serial Port POS @ederic POS driver is installed
when installing the Alarm Component.
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3.3.3.3.1Name

In this tab, you can adjust the POS Device nartgalpart of the?OS Device
Configuration Wizard.

Name (TP.Net) Screen

Click Next to enter the next POS Device Configuration WiZacdeen.
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3.3.3.3.2Protocol

In this tab, the protocol has to be selected alfmrt of the?OS Device Configuration
Wizard.

SelectTP.NET in the drop-down list.

Protocol (TP.Net) Screen

Click Finish button. You will end up in th€onnectiontab of the POS Device Configuration
Wizard.

i Depending on the drivers you installed togethehhie Alarm Component, it's
possible some options are not present in the dovymdist.
i If you entered the POS Device Configuration Wizayctlicking theEdit Device link

in the POS Screen, you can no longer change thequio
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3.3.3.3.3Connection

In this tab, the connection has to be establishsda part of the?OS Device Configuration
Wizard.

Select the directory where the PosLog compliant fkes are saved by clicking tH&rowse
button and th&electbutton.

Connection (TP.Net) Screen

Click Finish button.
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3.3.3.3.4 Name

This tab is a part of theOS Configuration Wizard. The following parameters have to be
configured:

Name- specify the name of the POS source.
Workstation ID —specify the workstation ID.

Store ID — specify the store ID.

Name (TP.Net) Screen

Click Next to enter the next POS Configuration Wizard Screen.
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3.3.3.3.5 Recordings

This tab is a part of theOS Configuration Wizard. In this tab you are able to do the
following:

Add or delete cameras to record when a ticketmegded.

i Multiple recordings can be assigned to one sodrees. way, a ticket can be

monitored from different cameras and angles.

Set the recording time before and after a tickgeiserated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage fromamera you attached to the ticket,
i.e. when a ticket comes in, the specific periotirok recorded from a specified
- camera is labelled and saved. Once the recordicgnngplete, it appears as an alarm
l movie. If there aren’t any recordings (i.e. wheerthis no activity) for the period
when the alarm occurs, recordings still will besamet as the recordings will be forced
because an alarm was triggered and considered bejhgpriority.

To add the camera to be recorded when a ticketriergted, follow the steps below:

Select the camera from the drop-down list.

Select the pre and post ticket label interval fclecamera.

Click theAdd camera button.

Decide which camera will be tipgimary camera which will be shown when
selecting a ticket.

PwpnpE

Recordings (TP.Net) Screen
To delete a camera, clithkelete

Click Finish button.
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3.3.3.4NAMOS

The NAMOS device has to be configured at both sidiegs means on the NAMOS software
side and at the GuardNVR side. We only discussGhardNVR side. For the NAMOS
software side, consult the NAMOS documentation.

In order to add and configure your POS device kdie Edit device or Add POS Device
link/button in the POS screen. TROS Device Configuration Wizardconsists of three tabs
with easy to follow instructions.

In order to configure the sources, click tBdit link of the source in the POS screen which
will lead you to the POS configuration Wizard. TR@S Configuration Wizard consists of
two tabs with easy to follow instructions.

A The POS functionality is a part of the GuardNVRailaComponent. You need the
Alarm Component installed before you can use th& R@ctionality.

° You need to select the NAMOS driver in the custoanmwhen installing the Alarm
l Component. By default only the Serial Port POS @ederic POS driver is installed
when installing the Alarm Component.
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3.3.3.4.1Name

In this tab, you can adjust the POS Device nartgalpart of the?OS Device
Configuration Wizard.

Name (NAMOS) Screen

Click Next to enter the next POS Device Configuration WiZacdeen.
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3.3.3.4.2Protocol

In this tab, the protocol has to be selected alfmrt of the?OS Device Configuration
Wizard.

SelectNAMOS in the drop-down list.

Protocol (NAMOS) Screen

Click Finish button.

i Depending on the drivers you installed togethehhie Alarm Component, it's
possible some options are not present in the dovmdist.

i If you entered the POS Device Configuration Wizayctlicking the Edit Device link
in the POS Screen, you can no longer change theqmlo

3.3.3.4.3Connection

This tab is not available for NAMOS Devices. Yownddave to configure it.
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3.3.3.4.4Name

This tab is a part of theOS Configuration Wizard. The following parameters have to be
configured:

Name- specify the name of the POS source.

Number — specify the number.

Name (NAMOS) Screen

Click Next to enter the next POS Configuration Wizard Screen.
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3.3.3.4.5Recordings

This tab is a part of theOS Configuration Wizard. In this tab you are able to do the
following:

Add or delete cameras to record when a ticketmegded.

i Multiple recordings can be assigned to one sodrees. way, a ticket can be

monitored from different cameras and angles.

Set the recording time before and after a tickgeiserated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage fromamera you attached to the ticket,
i.e. when a ticket comes in, the specific periotirok recorded from a specified
- camera is labelled and saved. Once the recordicgnngplete, it appears as an alarm
l movie. If there aren’t any recordings (i.e. wheerthis no activity) for the period
when the alarm occurs, recordings still will begamet as the recordings will be forced
because an alarm was triggered and considered bejhgpriority.

To add the camera to be recorded when a ticketriergted, follow the steps below:

1. Select the camera from the drop-down list.

2. Select the pre and post ticket label interval Bclecamera.
3. Click theAdd camerabutton.
4

. Decide which camera will be thimary camera which will be shown when
selecting a ticket.

Recordings (NAMOS) Screen
To delete a camera, cliékelete

Click Finish button.
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3.3.3.5Quadrox POS Printer

The Quadrox POS Printer device allows receivingetis from a software POS. There is no
need anymore for physical cabling towards the ViBeover as all data will be sent over the
network. In order to make the Quadrox POS Printerkwthe following actions have to
performed:

The Quadrox POS Printer tool (driver) has to beaitesd on the WebCCTV or on the
POS unit

The POS software prints a ticket to the networktpri that is installed automatically
by the Quadrox POS Printer tool. By default it §edQuadrox POS Printer.

The automatically network Quadrox POS Printer ltabd added and configured in
the Video Manager. This will be explained below.

In order to add and configure your Quadrox POSteridevice, click thddd POS Printer,
Add POS Printer Automatically or Edit devicelink/button in the POS screen. If you choose
the automatic option, it will find the installedtm@rk printers (Quadrox POS Printers). Give
them an appropriate name, check the checkbox &idAdid selected POS printers

Automatically add POS Printer

The POS Device Configuration Wizard consists of three tabs with easy to follow
instructions.

In order to configure the sources, click tBdit link of the source in the POS screen which
will lead you to the POS configuration Wizard. TR@S Configuration Wizard consists of
two tabs with easy to follow instructions.

A The POS functionality is a part of the WebCCTV AtaComponent. You need the
Alarm Component installed before you can use th8& R@ctionality.
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3.3.3.5.1Name

In this tab, you can adjust the POS Device nartgalpart of the?OS Device
Configuration Wizard.

Name (Quadrox POS Printer) Screen

Click Next to enter the next POS Device Configuration WiZacdeen.
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3.3.3.5.2Protocol

In this tab, the protocol has to be selected alfmrt of the?OS Device Configuration
Wizard.

SelectQuadrox POS printer in the drop-down list.

Protocol (Quadrox POS Printer) Screen

Click Finish button.

i If you entered the POS Device Configuration Wizayctlicking the Edit Device link
in the POS Screen, you can no longer change thequio

3.3.3.5.3Connection

This tab is not available for Quadrox POS Printeribes. You don’t have to configure it.
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3.3.3.5.4Name

This tab is a part of theOS Configuration Wizard. The following parameters have to be
configured:

Name- specify the name of the POS source.
POS Mac ID - specify the max address of the Quadrox POS Printer

Name (Quadrox POS Printer) Screen

i If you added the Quadrox POS Printer automaticttiky,POS Mac ID will be filled
in already.

Click Next to enter the next POS Configuration Wizard Screen.
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3.3.3.5.5Recordings

This tab is a part of theOS Configuration Wizard. In this tab you are able to do the
following:

1

1

Add or delete cameras to record when a ticketmegded.

Multiple recordings can be assigned to one sodrees. way, a ticket can be
monitored from different cameras and angles.

Set the recording time before and after a tickgeiserated. This is also called the pre
and post ticket recording interval.

A ticket movie is labelled recorded footage fromamera you attached to the ticket,
i.e. when a ticket comes in, the specific periotirok recorded from a specified
camera is labelled and saved. Once the recordicgnngplete, it appears as an alarm
movie. If there aren’t any recordings (i.e. wheerthis no activity) for the period
when the alarm occurs, recordings still will begamet as the recordings will be forced
because an alarm was triggered and considered bejhgpriority.

To add the camera to be recorded when a ticketriergted, follow the steps below:

5. Select the camera from the drop-down list.
6.
7
8

Select the pre and post ticket label interval fctecamera.

. Click theAdd camera button.
. Decide which camera will be thimary camera which will be shown when

selecting a ticket.

Recordings (Quadrox POS Printer) Screen

To delete a camera, clitkelete

Click Finish button.
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3.3.3.6Saved Searches

To facilitate POS Transaction searches in the Rixogs menu of the Video Browser, search
strings can be created.

Saved Searches Screen

To create a search string, perform the followirepst
Enter aName
Enter thesearch criteria

Creating search criteria is Google alike. Pleaad telow which options are
available:
A search string is by default considered to bet @ksseparate words that are
search in an AND way. Search results will inclule tickets that contain all
words, but not necessarily in that order. Typingword “AND” is not

needed.

Search iiot case sensitive
® Phrase search- a set of words that should be searched exactllgat order
l can be put inside quotation marks: “". E.qg: “BicByrger”

Word exclusions— a word that should not appear in the ticket sthdaé
preceded by a minus sign: -

OR searches o display results that contain either of two skaerms, the
user can put the word OR (capitalized) in-betwdmnterms. Only the words
or phrases directly left and right of OR will benstdered. Other words will
be searched in AND connection.

The requirements f@pace(or the absence thereof) are supported.

Click Add.

Click Edit to change the search criteria of a saved search.

Click Deleteto delete a saved search.
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3.3.4Storage Manager

This chapter describes tH&torage Manager menu. This menu gives you the ability to
manage the volumes the movies are recorded tooVides detailed information about every
volume and the recordings stored on it. It allowlsliag or deleting cameras from a certain
volume, disabling volumes etc.

The following topics are discussed:

Adding, configuring & deleting a volume
Advanced Storage Settings
Detailed Storage Information

A You must be very careful while performing any margpions of volumes as this may
erase all the footage from the cameras assignt teolumes being manipulated.

Storage Manager Screen

3.3.4.1Adding, configuring & deleting a Volume

Since GuardNVR supports multivolume recording, save@olumes can be added to one
server. To enter the Volume Configuration Wizaldkcthe Edit or Add Volume link/button

in the Storage Manager screen. Waume Configuration Wizard consists of three tabs
with easy to follow instructions.

The followingVolume Configuration Wizards tabs are described:

Location
Cameras
Storage Parameters

° You cannot delete all volumes added to your systermase only one volume is left,
l the Deletelink will be disabled. Furthermore you can't delatgolume if there are
cameras assigned. First reassign all cameras theanmmlume.

To delete a volume, click tHeeletelink. Click OK on the screen that pops up.
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3.3.4.1.1Location

This tab allows you to select the location of tleédér wherein you want to store your
recordings.

Only one volume per partition can be created. ikangle, if you have your footage
being recorded t@®:\Movies folder, you cannot specifip:\New_Movies as a new
volume. The partition letter has to be unique fachevolume.

Location Screen

Enter the path and the name of the folder inLibeation field that will be used to store
recordings.

If you entered Volume Configuration Wizard by cliegg the Edit link, you will not
be able to change the location. You can chooséttaion only when adding a new
volume.
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Click Browsebutton to open a table. The following screen wplbear:

Location (Browse) Screen

Browse the table and choose the folder you wolkltib use for storing recordings. Click the
Selectbutton to confirm your selection.

i In case you enter the path and name of a foldeciwthbesn’t exist, it will be created

automatically.

Click Next to enter the next Volume Configuration Wizard &cre
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3.3.4.1.2 Cameras

This tab allows you to assign cameras to a volume.

Cameras Screen

By default only one volume is created during idatadn and thus all the cameras
added will be automatically assigned to this voluthgou add a volume after you

A added all the cameras to your system, you will haveassign those cameras from
the “old” volume to a newly created one which weithse all the recordings from
these cameras on your previous volume. Therefoseécommended to manage your
volumes before you add cameras to your system.

To add a camera to a volume, follow the steps below

1. Select a camera from the drop-down list.
2. Click Add Camerabutton.

When finished adding cameras to the volume, dlekt to enter the next Volume
Configuration Wizard Screen.
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3.3.4.1.3 Storage Parameters

This tab gives you the ability to manage the dis&ce used by the recordings stored on the
volume. Depending on whether you are adding orirgdithe volume, this tab will differ
slightly.

Whenadding a volume, following parameters are present:

Use full disk space- this option allows the recordings to use all fspace available
on the volume.

Allocate disk space for the recordings- this option allows limiting the space used
by recordings. In order to limit the space, setbet corresponding radio button and
enter an integer number (in gigabytes) that wilabecated for recordings.

Storage Parameters (Add) Screen
Click Finish button.

When editing a volume, the following parameterspesent:

Available disk space for recordings- shows the amount of disk space on the volume
that is assigned for recordings.

Space used by recordings- shows the amount of space on the volume that is
currently used by recordings.

Free space left- shows the amount of space on the volume thatti$or recordings.
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Estimated disk space usage shows the estimated amount of space that will dsel
for recordings for one day.

Estimated time of recording — shows the estimated amount of days that can be
recorded.

Oldest movie— shows how old the oldest movie on the volume is.

Clean up — shows when the backup functionality cleaned @pwibiume for the last
time in order to make space for recordings. Thestlgnovies are deleted first when
the backup functionality starts.

Use full disk space- this option allows the recordings to use all fspace available
on the volume.

Allocate disk space for the recordings- this option allows limiting the space used
by recordings. In order to limit the space, setbet corresponding radio button and
enter an integer number (in gigabytes) that wilabecated for recordings.

Storage Parameters (Edit) Screen

Click Finish button
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3.3.4.2Advanced Storage Settings

Click the Advanced Storage Settingdutton in the Storage Manager screen to open the
Advanced Storage Settings Wizard. This menu allévsthe configuration of the movie
lifetime parameters for all types of movies.

The followingAdvanced Storage Settings Wizardsabs are described:

Movie Lifetime
Alarms
POS

3.3.4.2.1 Movie Lifetime

This tab allows you to configure tidaximum lifetime of a movie. It is a value set in hours,
days or months which determines the amount of theerecorded movies will be kept on the
hard disk.

Movie Lifetime Screen

In order to set a movies lifetime limitation, foNdhe steps below:

1. CheckLimit the maximum lifetime of a movie checkbox.

2. Select the unit of time from the drop-down listféddt unit is day(s)).

3. Enter an integer number indicating the period ofetithe movies will be kept
(minimal value is 1).

Click Next to enter the next Advanced Storage Settings Wi3arden.
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3.3.4.2.2 Alarms

This tab allows you to configure two parameters

[ J
l This tab will not be available unless the Alarm Qament is installed.

Minimum lifetime of alarm recordings — integer value set in hours and determines
the amount of time the alarm movies will be kept the hard disk. Check the
checkbox if you want to activate this parameter.

Minimum number of alarms to keep — integer value indicating the minimum
number of alarms to keep. Check the checkbox ifwant to activate this parameter.

Alarms Screen

° When there is not enough disk space to comply thgtrequirements, alarms with
l higher priority will be deleted last and at lea&thburs of non-alarm recordings will
be maintained.

Click Next to enter next Advanced Storage Settings Screen.
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3.3.4.2.3 POS

This tab allows you to configure two parameters

L This tab will not be available unless you have R%alled together with the Alarm
l Component.

Minimum lifetime of POS transaction recordings— integer value set in hours and
determines the amount of time the POS transactioniea will be kept on the hard
disk. Check the checkbox if you want to activaie larameter.

Minimum number of POS transaction to keep— integer value indicating the
minimum number of POS transactions to keep. Chkekcheckbox if you want to
activate this parameter.

POS Screen
® When there is not enough disk space to comply thgtrequirements, POS
l transactions with higher severity will be deletastland at least 12 hours of non-POS

recordings will be maintained.

Click Finish button.
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3.3.4.3Detailed Storage Information

This menu gives you the detailed information aktbet space used by recordings from each
camera on each volume.

& The parameters shown here are measured in Megabytes

The following info is available on a per cameraidas theDetailed Used Storage
Information table:

Used space and % of total amount of disk space currently used by the reszbrd
video footage from the particular camera in MB &l @&s the percentage used of the
total available space.

Oldest movie (hours)- age of oldest recorded video footage that beltmgjsis
particular camera.

Dayscolumns- total size of recorded video footage from theipalar camera for a
particular day.

Total per volume — storage space consumed by all cameras assigagubiticular
volume for a particular day.

Total — storage space consumed by all cameras for @ylartday.

Detailed Used Storage Information Screen

12.5% of the total space amount is reserved bterating System for the Master
hd File Table (MFT). If free space becomes less t28%, MFT begins to fragment.
l This process makes the Operating System slow. fidrerthe maximum disk space

that might be occupied by recordings is 87.5% tdltdisk space.
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To return to the Storage Manager Screen, ¢Rekurn.

The headers of each column in the table represgay and are clickable. When clicking on
the link, theDetailed Used Storage Information per Dayable is shown.

° There are 10 days for which more precise hour-by-hdformation is available by
l clicking on the applicable days link. All the redtthe days are shown as a combined
value in the “Older” column. The present’s day datdisplayed in the left column.

S You can request the playback of a certain hour faorertain camera by clicking in
l the corresponding cell.

Detailed Used Storage Information (per Day) Screen

Requesting th®etailed Used Storage Informationmay take a few minutes. The
GuardNVR server examines the disk on the first Etdnformation request only.

& Since it is cached internally, all requests witthia next 10 minutes will produce the
same result. A request made after 10 minutes resthrt the information collection
process and delivers updated information.

To go back to the Detailed Used Storage InformaBoreen, clickReturn.
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3.3.5Single View

This menu allows you to configure the settingstf@single camera live viewing modeThe
Single Viewmenu contains the following parameters:

Frame rate
Sequence

Single View Settings Screen

3.3.5.1 Frame rate

The frame rate set by this parameter is the fraateefor the live view visualisation. The
possibleFrame Rateranges from 0.5 to 30 fps (frames per second).réakframe rate
depends on the available network bandwidth anddhgera model. In order to set a desired

frame rate follow the steps below:

1. Select the frame rate value from the drop-down list
2. Click Apply button.

- It is recommended to test the various settingsderto choose the optimal Frame
l Rate and the desired quality of the image.

[ )

l By default the live view frame rate is 12 fps.
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3.3.5.2 Sequence

The Camera Switching Sequencallows you to create a sequence of cameras inhwhic
cameras will switch in a defined order after aaertime interval set for every camera
independently.

You are able to create different sequences wiflerdifit settings. To add a sequence, click
Add Sequencebutton. The following screen will be opened:

Single View Sequence Settings Screen

S Camera Switching Sequence setting allows the adalingmoving of cameras at any
l time. This allows you to dynamically monitor th@sh significant areas.
< The sequence time option defines the durationefriterval between each camera

l view.

To edit or configure a sequence, click tHedit link and follow the steps below:

Single View Sequence Settings Screen
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1. Specify aNamefor the sequence.

2. SelectFrame rate.

3. Add cameras to the sequence:
a. Select camera from the drop-down list.
b. Click Add Camera button.
c. SpecifySequence timdor every camera.

i Sequence timdor a camera is the time span during which GuarBN¥ows this
camera.

d. UseSort buttons to change the position of a camera irséugience.
[ )
l To delete a camera, click theletelink.

e. Click Apply button. You will return to the Single View Setts\§creen.
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3.3.6Mosaics

This menu allows you to configure the settingstfi@mosaics viewing modevhich provides
enhanced surveillance capabilities as you can miowideo from several cameras on one
screen simultaneously. This chapter explains hoadtband configure the mosaic views in
GuardNVR.

Mosaic Menu Screen

To add a mosaic, choose one of the 10 available moseawsvby clicking on the icon of the
desired mosaic view. The mosaics view will be addeithe list ofDefined Mosaics

There arel0 availablemosaic views
m 2x1 One row with two images.
X

2x2 A square with two images on top and two below.

Zoom+3 One of the images appears large, and three otresrall.

Zoom+5 One of the images appears large, and five odrersmall.
Zoom+7 One of the images appears large, and sevensatine small.
[ J
l 3x3 A square with three times three images.
i 3x2 A square with two times three images.
2 Zoom + 8V Two of the images appear large, and 8 others aadl abhthe
left.
2 Zoom + 8HTwo of the image appears large, and 8 others aadl atrthe
bottom.
4x4 A square with four times four images.
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To Edit or configure a mosaic view, click thedit link and follow the steps below:

juud o

1

wn e

Mosaic View Settings Screen

Specify aNamefor the mosaic.

SelectFrame rate.

ConfigureSequence
a. Select cameras from the drop-down lists.
b. Specify aNamefor the sequence (step).
c. SpecifySequence time

Sequence timas the time (in seconds) that is used to switdiwben all sequences
(steps). This is only relevant when two or moreuseges (steps) are configured.

Add additional Sequences (optional).

Frame rate is the number of frames shown per seddmsl setting only applies to the
focus view, the small views by default have 1 fpgrame rate.

Click Apply button.

By default each mosaic view is created with the beinof steps needed to involve all
available cameras.

You can delete a Step any time by clicking @esebutton in upper right corner of
the Sequence (step) section.

To go back to the Mosaics Screen, clig&ncel button.
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3.3.7Network Video Recorders

This menu allows you to define multiple GuardNVRtsino enable simplified switching
between units by using one centralized install&dskrver (Web Application User Interface).

See chapte2.1 GuardNVR IIS Split for more information about this option.

By default you will see the following screen.

Default Network Video Recorders Screen

A Only activate this menu if you're sure you got rnpé video recorders that you want
to control remotely by using one centralized IIS.

In order to add and configure your network videoorders, click theEdit or Add NVR

link/button in the Network Video Recorders scre&éhe Network Video Record Wizard
consists of one tab with easy to follow instruction

Network Video Recorders Screen

3.3.7.1 Network Video Recorder Wizard

The Network Video Recorder Wizard only has the Naaleon which you can configure the
following parameters:

Name— Friendly name for the unit.

LAN IP Address or DNS Name P address or DNS name of the unit.

LAN TCP Port — Control port of the unit.
[ J

l By default the control port i$518

WAN IP Address or DNS Name -f you want to access your unit over the Internet,
you need to specify the external/public IP addogd3NS name of the unit.

Version 4.4 Series



WAN TCP Port — Control port of the unit on the WAN side of thewetk.

l By default the control port i$518

Make default NVR —This unit will be the default unit which is connedtto when
accessing the centralized Web Application Usenrfate.

i Recommended for installations where only one nditwateo recorder and IS are
installed.

Network Video Recorder Wizard Screen
Click Finish to save the settings and exit the wizard.
Click Cancelto go back to the Network Video Recorders Screen.

In order to delete a unit from the list, cliBelete
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3.3.8Network Settings

This chapter explains how to change the GuardN\fRRess network settings. The following
settings are described:

Network settings

FTP Parameters

SMS Account Parameters
E-Mail Profiles

Network Settings Screen

& Don’t change any parameter if unless you are absglgure.

A The FTP Parameters, SMS account Parameters anaeDdfiMail Profiles sections
are only visible when the GuardNVR Alarm Componsnbstalled.

3.3.8.1Network settings

The following parameters can be configured:

TCP Server Port— port which is used to allow external users teenee alarms,
control PTZ cameras, send commands, etc. Thidledahe GuardNVR control
signal.

UDP Streaming Ports— ports used to transmit video streams. GuardN\dsés the
necessary amount of ports from the range 4096 3 &2&Fansmit video streams.

UDP Datagram Size- size of the packets (datagrams) on which theovelieeam is
divided for proper transmission over the networkislparameter is measured in bytes.

Version 4.4 Series



Network Settings Screen

Click Apply button to save the settings.

3.3.8.2FTP Parameters

FTP Uploading enables automatic uploading of moaresimages, which were recorded or
captured when an incoming alarm was triggered, amemote FTP server.

& This section is only present if the GuardNVR Ala@mmponent is installed.

Following parameters can be configured:

FTP Server Address— address of the FTP server.
FTP Directory — directory used for storing the uploaded moviekiarages.

To upload alarm movies and images to the FTP sSerx@ut directory specify slash
l sign (/) in the FTP Directory field.

FTP Login Name— name used to logon to the FTP server.

FTP Password- password used to authenticate the user on tResEfiver.
l Contact FTP server administrator to obtain FTP hdgmame and FTP Password.
Firewall Mode — check the checkbox is you want to enable thigifea

l Firewall Mode allows you to upload alarm movies wifieewall is active.

FTP Parameters Screen

Click Apply button to save the settings.
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3.3.8.3 SMS Account Parameters

SMS enables automatic sending of SMS message whiere@ming alarm was triggered.

& This section is only present if the GuardNVR Ala@mmponent is installed.

Following parameters can be configured:
Clickatell API'ID — ID assigned to your Clickatell account.
Clickatell User Name— user name of the Clickatell account.

Clickatell Password— password of the Clickatell account.

SMS Account Parameters Screen

s If you don’t have a Clickatell account, you canateeone by clicking the following
l direct link: http://www.clickatell.com/developers/api_http.php

Click Apply button to save the settings.

3.3.8.4E-Mail Profile

An E-Mail Profile is intended for storing email parameters necedsarguccessfully
sending and receiving email notifications of incoghalarms.

A This section is only present if the GuardNVR Alammponent is installed.

Defined E-Mail Profiles Screen

To add the profile, follow the steps below:

1. Click Add New Profile button.
2. Choose the type of Mail Profile mod&dvanced or Simple), by clicking the
appropriate button.
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Mail Profile Settings Screen (Advanced Mode)

Mail Profile Settings Screen (Simple Mode)

SpecifyProfile Name.
. SelectProfile Type of mail sending. You can choose outfect or SMTP as mail
protocol. (not available in simple mode).

how

You are able to select two types. Your choice sthdejpend on the capabilities of
l your mail server (i.e.the location of the serveeventhe main is stored).

SpecifySMTP server address
Select type oEMTP authentication.

o o

° Most SMTP servers don’'t use authentication for senchail, please confirm the
l setup of the SMTP server you use. If you encoumf@oblem with sending mail via
an SMTP server, test sending an alarm mail both and without authentication.

SpecifySMTP Login.

. SpecifySMTP Password

. Fill in the“Mail:” From: Name: field with name you want to display in theom

field of the alarm mail.

10.Fill in the “Mail:” From: Address: field with the address from which alarm mail will
be sent.

11.Fill in the“Mail:” To: Address: field with the address to which alarm mail will be
sent.

12.Click Apply button to save the settings.

© 0~

To go back to the Network Settings Screen, dReiturn button
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3.3.9Certificate Management

The Certificate Managementsection allows you to handle your certificatesdrported
movie signing.

Certificate Management Screen

TheCurrent Certificate Information section consists of general information about the
certificate which is currently used by GuardNVR éxport movie signing, such as:

Name of your certificate

Certificate name of an issuer which signed youtifteate

Email you specified for certificates generating

Complete information that identifies your certifiegincluding name, email and
location)

Complete information that identifies certificateaof issuer which signed your
certificate (including name, email and location)

Days left to your certificate expiration

Date of your certificate generation

S Subject/Issuerandissued to/Issued byfields are the same if using a self-signed
l certificate.
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3.3.9.1Self-signed certificates

During the GuardNVR installation a self-signed diedte is created which has non-
personalized information. It is recommended that geate a new certificate which will
include your information as a signer. To do thalipiv the steps below:

1. Specify your e-mail in th&-mail field.
2. Specify your location in theocation screen.
3. Click Generatebutton.

Your new self-signed certificate has been generd&texn now on it is used for signing the
export movie files.

To export this certificate for transmitting it ta@mote location or other purposes, click the
Export button and define the location to store.

Self-signed certificate have the following advaesgnd disadvantages:

Advantages:
Certificate can be renewed at one's choosing
Custom information (i.e. location of the recorded @ontact email,
o etc.) can be added which is useful in court
l Certificate doesn’t expire
Certificate is free of charge
Disadvantages:
Certificate is not verified by"3party, so it has limited trust.
Certificate should be explicitly added to the tedstertificates list
on each machine for the verification.
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3.3.9.2CA signed certificates

In spite of the self-signed certificates advantagds approach is not the most secure. To
improve your security, Quadrox recommends gettiogréficate from a trusted certification
authority (CA). There are Certification Authoriti@SA) which are explicitly trusted
worldwide so Microsoft pre-installed theirs cerdies in the Windows Operating System.
Hence those certificate authorities are trustedlb§® parties which use a Windows
Operating System. If you get a certificate signgdhe CA, you automatically become a
trusted signer in the Windows environment.

To import the CA certificate in the GuardNVR systdollow the steps below:

1. Save the certificate on your GuardNVR server.
2. Specify the exact path to the certificate in fle on serverfield.
3. Click Import button.

Exported movie files will now be signed by the imjgd CA certificate. The main advantage
is that you don’t need to install it on each maetsimce this certificate is pre-installed there.

A certificate loses its “trust value” over time dagise the longer it is in place, the higher
chance it has of being compromised. It is recomradntat certificates are renewed regularly
and that the old certificate is allowed to expire.

CA certificates have the following advantages aisddivantages:

Advantages:
° Certificate is checked by trustelf Barty for maximal security
l Certificate doesn’t need to be explicitly addedrtusted certificates
list

Certificate expires
Disadvantages:
Certificate must be purchased
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3.3.10 Time Synchronization

Time synchronization allows you to synchronize tiomeall devices connected to your unit
(e.g. cameras) and synchronize your server wifteaific time server.

Time Synchronization Screen

There are three options:

Use video server as a (proxy) time server The unit will synchronize with an
external time server if configured in the bottonntpd the screen. If empty, the unit
will act as a time server for itself and the cortedalevices (e.g. cameras).

Synchronize all devices with an external time serve- The unit and all the
connected devices (e.g. cameras) will be synchednmth an external time server.
Configure the IP address or DNS name of the exitéima server in the bottom part
of the screen.

Manually configure time synchronization on each deiee separately (not
recommended)- No synchronization at all is performed, neitfegrthe unit nor for
the connected devices (e.g. cameras)

® If your unit is part of a domain, this menu willtrme available. The unit and
l connected devices (e.g. cameras) will be synchednemitomatically with the Active
Directory of the domain.

Click Apply to save the settings.
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3.4Info

Thelnfo section gives you detailed information about GuarBN\Server. The following
topics are described in this chapter:

System info

Network Diagnostics
Load

Server Messages Log
System Downloads

Info Screen
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3.4.1System Info

The System Info screen consists of two sections:

System Configuration
System Information

System Info Screen
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3.4.1.1System Configuration

The System Configuration section allows to:
Export Configuration
Import Configuration
Generate Settings Overview
Generate System Report

3.4.1.1.1 Export Configuration

To export the configuration, follow the steps below

1. Click theExport button The Save/Restore functionality will collect all ¢iguration
information.

Exporting Settings Screen

2. You will be asked to save an .xml configuratioe fielect a directory of your choice
and clickSavebutton.

You need Microsoft .NET Framework 2.0 or highettatied in order to Save/Restore
your configuration. If the Microsoft .NET Framewa2lO or higher is not installed on

A your computer, the Save/Restore feature will bevaitable. You can install the
standalone Save/Restore functionality from a stnde installation setup (refer to
3.4.4 System Downloajls

3.4.1.1.2Import Configuration

To import a configuration, follow the steps below:

A You need Microsoft .NET Framework 2.0 or higheb#installed in order to Restore
your configuration.

1. Click Import button.
2. Choose a saved configuratiomlfile.
3. Click Open.

After importing the configuration, all passwordsamiy users added to GuardNVR
will be defaulted to the following passworddeouser.lt is strongly recommended

to change all these passwords.

You can export and import a configuration onlyaiuy old software version is 4.0.0.0
or higher. Previous versions can't be restored.
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hd While importing a configuration the GuardNVR Serveay restart several times.
l This is a normal behaviour. Please be patient thegiimport process is finished.

When the import process is finished, an overvieW e given outlining the results of your
restore action. In case a particular section veagar partially) restored, it will be marked in
yellow or red. Move the mouse cursor over the tesalorder to see the detailed information
of that section.

Restore Results Screen

3.4.1.1.3Generate Settings Overview

The settings overview allows printing or savingoaprehensive and clear overview off all
system settings.

To create a system overview, perform the followsteps:

1. Click Overview button.

Generate Settings Overview Screen

2. A new separate window will open and pop up wherotherview is generated.

Settings Overview Window

3. To save or print the report, click t&aveor Print button on the new opened window.

Version 4.4 Series



3.4.1.1.4Generate System Report

The system report is an overview of the completefigaration of the unit. It includes all
settings, registry, hardware information... This mepaill be asked for frequently when you
contact Quadrox Support.

To create a system report, perform the followirgpst

1. Click Generatebutton. The following window will be shown.

System Report Screen

In case no network connection is enabled or when déntral Quadrox support
mailserver is unreachable, only tBenerate and saveption will be available.

2. Describe your problem in th@oblem description section.
3. EnterName Company, Telephone numberandEmail address

Make sure you enter your credentials correctlyudiig the land code for your
A telephone number. Quadrox Support will not be &bleontact you if incorrect data is
entered.

4. To send or save the report, please choose one éblitbwing options. ClickCancelif
you want to stop the creation of the report:

Generate and send to support €lick this button if you want to generate
the report and send it automatically to Quadroxpsuipby mail.

Generate and save- Click this button if you want to generate thpar
and save it on your PC.

5. The system report will be created. It can take sonmeites, please be patient.
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Generate System Report Screen

6. If you clickedGenerate and saveyou will get this window. Please save the system
report at a place at your choice.

Save System Report Screen
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3.4.1.2System Information

The System Information section describes the falgwparameters:

i
AN

Logged User— user that is logged in.

Activation Code — activation code based on the machine and nunilztioa/ed
cameras.

When reinstalling or upgrading the GuardNVR sofvan the same machine, you
can reuse the Activation Code as long as crucipoments as CPU, Motherboard or
Network Interface Card aren’t replaced. The Hask i not a crucial component.

It's possible that the Activation Code is invalidyou have two different Network
Interface Cards installed on your machine. TheVatibn Code is based on one NIC
(Network Interface Card).

You can Upgrade your license in order to be abl@domitor more cameras. Click the
Upgrade button in theActivation code row. You will be redirected to the Activation
page where you should specify the new key. To olitas key, contact Quadrox or
your installer.

Allowed Cameras— specifies the number of cameras that may be ocbehéo the
system.

You can connect as many cameras as you like tsysiem, but only the number of
allowed cameras will be active. The system autarahyi selects which cameras ¢
active . At first, analogue slots will be replacky network cameras if analogue
cameras are present. If all cameras are networler@anthere will be a selection
based on an internal mechanism.

OS Version— version of operating system installed.

XPe Build Version — build version of XPe operating system.
Setup Version— GuardNVR software version installed.

Setup Path— directory where the GuardNVR software is insthlle

Setup Date— date of installation.

Update Date— date of last update of the software by usingQbadrox Product
Update tool.
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3.4.2Network Diagnostics

This section allows you to check the state of thig(opened/closed) necessary for proper
operation of the software. It consists of two diagfic functionalities:

Port Scanning
Camera Scanning

Network Diagnostics Screen
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3.4.2.1Port Scanning

The Port Scanningfeature allows you to check the state of Ti&P andUDP ports needed
for a normal server operation. When entering théMdek Diagnostics page, all ports are
checked automatically.

Port Scanning Screen

hd These ports also have to be configured in youwtls) and router port forwarding
l if you want to connect to your server over the ringe,

Click Refreshbutton if you want to refresh the status of thetgo

3.4.2.2Camera Scanning

The Camera Scanningfeature allows you to check the connection statuthe cameras
connected to the system. When entering the Netvidgnostics page, all cameras are
checked automatically.

Camera Scanning Screen
The camera can have two states:

Online
Offline

[ J
l Only network cameras will be shown in the Cameran8mng list.

Click Refreshbutton if you want to refresh the status of thexeeas.
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3.4.3Load

This section allows you to check the load on the@NVR. When entering this section, a
table will be automatically generated that consaftgparameters which may overload or
influence the stability of your GuardNVR at that mment. If some parameter is overloaded or
critical, an appropriate message will be shown wiiggested corrective actions.

Load Screen

The following parameters are shown:
CPU —This parameter shows how much the CPU is loaded.
Memory — This parameter checks:
o Physical memory usage (RAM) relative to the avd@dabemory
o Server process load relative to the 2GB limit
Network — This parameter checks the network load
Disk — This parameter checks:
o The queue length for each logical disk
o Amount of transfers per second to each logical disk
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3.4.4Server Messages Log

GuardNVR stores all server actions in its Servesddges Log. Examples of server messages
are capturing, recording, backup, etc. This logeapt inside the Windows operating system

itself. Technically, it is kept inside a specifiu&@dNVR event log container in the Windows
event logging subsystem.

The amount of logged server actions (number of daysained in the log) depends

on the defined size of the event viewer. In noramr@lumstances, the log is large
enough to keep GuardNVR server logs for approxim&e days.

3.4.4.1L.og Search

The search option allows you to retrieve all orc#jpeactions that have been performed on
the server.

Server Messages Log Screen

All possible actions are described in the followtagle and can be found in the picture
above.

Category Description

Alarm Deactivation Shows when an alarm was deactivated and by whom.
Unknown Actions and errors from an unknown source.

Server Starting and stopping of the server.

Networking Actions concerning the network connatsio

Capturing Actions concerning image acquisition.
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Recording Actions and errors concerning recordings.

Backup Cleaning up of old video footage files.
Scripting Script messages.

PTZ Movements and settings from PTZ.
Input/Output Changes in the in- and outputs sedting

To do a search, follow the steps below:

1. Specify the user for which you want to search (Qpml).

2. Define the time frame in which you want to search.

3. Check the required categories checkboxes and/ar badtons.
4. Click theSearchbutton.

The figure below provides a sample overview of ev&eMessages Log (All categories
expect Alarm Deactivation):

Server Messages Log Result Screen

The figure below provides a sample overview of afJsctions Log (Alarm Deactivation):

i The Server Messages Log allows you to check aleseelated actions by users at all
times.

In order to conduct a new log search, click onNle& searchbutton. The reset filter
button will clear all the checked boxes so that gan make a new selection.
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3.4.4.2Event Logger Configuration

The Event Logger Configuration defines the priolétyels for the recorded events.
Depending on the selected option, GuardNVR willvdl not store certain events.

Event Logger Configuration Screen

There are three Recorded Events levels:

Only Critical Events — GuardNVR stores the most important system ewvbats
occur when proper GuardNVR performance is impossilg. recording break, failure
to detect a system component, etc.

Important Events — GuardNVR stores system events labelled as “Onilycal
Events” and system events that play a significalet in the GuardNVR operating, e.g.
playback stream creating, system logging on, etc.

All Events — GuardNVR stores all system events.
To apply new settings, clickpply.
To cancel your changes, cli€lancel.
To go back to the Server Messages Log screen, Rietlrn.

i Event Logger Settings functionality is unique fatho User Actions Log and Server

Actions Log.
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3.4.5System Downloads

The System Downloadssection allows you to download software or inst#bin files that
may be needed on your system depending on thednatities you are using or want to use.

System Downloads Screen

The following items are downloaded from the GuardNServerLocal Downloads)

Video Client Component Setup- installation setup which deletes “old” ActiveX'’s
and installs the one for your current GuardNVRalfation.

System Events- all event logs. This can be requested for sugpoyoses.

The following items are downloaded from timernet:
A You must be connected to the Internet.
Quadrox Codecs Pack- enables viewing of Live Streams and playbackoR#ngs

in MPEG 4 format created by the GuardNVR software.

WMP 11 for Windows XP and VISTA — latest version of Windows Media Player
which is XP and Vista compatible. May be neededrder to play exported movies.

GuardNVR Save/Restore Setup- standalone installation setup for the GuardNVR
Save/Restore functionality.

Microsoft .NET 2.0 Framework — pack of libraries needed for some GuardNVR
components (Alarms, Save/Restore etc.)

Quadrox Remote Assistence Tool this tool allows Quadrox support to take over the
unit together with you.
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4 Video Browser

This chapter provides an overview of the GuardN\MBed Browser Control Panel and the
following GuardNVR functions:

Live
Recordings
Alarms
POS

4.1Video Browser Control Panel

4— . -
Q Network status indicator
The green dot, in the top left corner, indicatg®ad network status. When the

indicator is red, the GuardNVR is experiencing reknproblems which can
result in slow response from the Web Applicatiomomresponse at all.

Live
Click this button to access the Live View menu vehgou can see streaming
from all your cameras and control PTZ cameras.

Recordings
Click this button to access the Recordings menuevileu can export recorded
movies or search recordings including alarm and B@%actions.

Alarms
Click this button to access the Alarms menu whéral@ams are centralised
together with their associated recordings includingexport feature.

Hide Control Panel
Q Click this button to hide or retrieve the contraingl

POS

Click this button to access the POS menu where@B transactions are
centralised together with their associated recgglincluding an export
feature.

Switch Server

Click this button to switch to another server.
Switch User

Click this button to change a user.

Manager
Click this button to open the Video Manager appiaa

My Account
Click this button to change your password.

Help
Click this button to access GuardNVR Online help.
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4.2LIve

The GuardNVR Video Browser application allows younonitor cameras through a
comprehensive and user-friendly interface.

Full Screen  High Bandwidth

Mosaic View Mode \ Mode
N~

Single View Video Monitor Create Snapshot Low Bandwidth
Mode

The following features are present in thee menu:

Single View
Mosaic View
Video Monitor
Low/High Bandwidth Mode
Create Snapshot
Full Screen Mode
PTZ (optional)
Digital Zoom
Audio
[ )
l The Video Monitor is only visible if an externald&o monitor is opened.

Live (Single View) Screen
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Live (Mosaic View) Screen
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4.2.1Single View

When entering theive menu, single view mode is automatically displayadingle view
one camera is displayed at a time. You can swigttvéseen cameras by clicking the
corresponding camera buttons below the viewing eandrl he following features are
available in the.ive View screen:

Selecting a sequence

Selecting a mosaic

Selecting a video monitor (Optional)
Selecting high/low bandwidth streaming
Creating a snapshot

Full Screen Mode

PTZ functions (optional)

Digital Zoom

Quick Playback

Audio

d Ctrl + Right-click on the video Window to get videstreaming parameters such as
l actual frame rate and dimensions (resolution) efithage.

Use the and buttons to hide the corresponding Single View panel

juud o

The camera you see when accessing Live View isdheera you selected to view the
last time you used Live View.

i o

Single View Screen
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4.2.1.1Sequences

To select a Single View Sequence, select the seguenm the drop-down list and click the
Single Viewbutton.If the preferred sequence is already selectedatbp-down list, you

can click on at the left of the drop-down list.

[ )

l Creating sequences can be done in the Video Marggdication.

d Click on any camera button to stop automatic swiigland revert to viewing
l cameras manually.

[ J
l When manual switching is completed, automatic swiikg retakes after 30 seconds.

4.2.1.2Mosaics

To select a Mosaic, select the mosaic from the-dimpn list and click thélosaic View

button.If the preferred mosaic is already selected indifog-down list, you can click on
at the left side of the drop-down list.

l Creating mosaics can be done in the Video Manguarcation.
i Note that after selecting a mosaic view, the uskrawtomatically be switched to the
l Mosaic View mode. Se€.2.2 Mosaic Viewor more information.

4.2.1.3Selecting Video Monitor

This feature can only be used if a video monit@alisady opened on another

° monitor. Opening such video monitor is done by@madroxScreencoach

l application. The Video Monitor differs from the \&d Browser in that it is remote
controlled (over the network), rather than by ustgraction with the application
itself. For more information about this productntactsales@quadrox.be

To select a Video Monitor, select the monitor frima drop-down list. A message will appear
that you're controlling the selected monitor.

i Once you control another monitor, the followingtteas are disabled and can’t be

used: Low/High Bandwidth, Snapshot, Full Screem/Miax video window.

The following actions are now possible:

Lock monitor — Click the lock icorﬁ to lock the monitor. If you don't lock the
monitor, you will automatically changed back to trainal monitor after one action.
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(E.g. You select a monitor in the drop-down listlamange to another camera. The
new camera will be visualized on the monitor and wall lose control of the monitor
and regain control of your original monitor.) Ifyydock the monitor before doing the
action, you are able to perform multiple actiondlom selected remote monitor.

ID monitor — Click the ID iconﬁ to identify a monitor. By clicking the icon, the
name of the selected remote monitor will be showthe remote monitor screen. This
helps you to make sure you are controlling theemirmonitor.

It is possible to start sequences, single viewsaitoviews on the remote controlled monitor.

i Every sequence, single view or mosaic will be shawfoll screen automatically on

the remote monitor!

4.2.1.4Low/High Bandwidth Mode

Low/High bandwidth mode allows you to decide if ywant to have streaming video that
consumes a reduced bandwidth. You can choose from:

High Bandwidth Mode (Default)— High Bandwidth mode is used preferably on local
computers (when the GuardNVR client is locatednensame machine as the
GuardNVR server), in local area networks or withhhgpeed Internet connections.

Use theHigh ( ) button to enable high bandwidth mode.

Low Bandwidth Mode — Low bandwidth mode is mostly used in medium- omnslo
speed LAN or Internet connections. When Low Bandiwidode is enabled, the frame
rate and the resolution of the images are redutpdbduces a reduced bandwidth

usage while streaming video. Use timv ( ) button to enable low bandwidth
mode.
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4.2.1.5Snapshots

This GuardNVR feature gives you the ability to makapshots. To create a snapshot, follow
the steps below:

1. Choose the frame you want to save and click ttbuwvith the camera symbol

().

2. Choose the desired location for storing imagesdinkl the Savebutton.

- Snapshots are saved in .JPEG format. By defaurtestamp is added on the saved
l snapshot (i.e. Camera name, date & time).

4.2.1.6Full Screen Mode

Full screen mode allows you to visualize video bing the full screen.

[ J
l Full Screen mode is not the same as pressing Flhieimet Explorer.

To enter the full screen mode, click icon.

To leave the full screen mode, click the icon at the right top corner or press any key on
the keyboard.

Full Screen Mode Screen
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4.2.1.7PTZ

GuardNVR supports all standard PTZ functions. THesetions are listed below:

Functions Parameters

Move left, right, up, down

Rotate constant left, constant right
Zoom in, out

Preset recall/Set select, set

PTZ speed higher, lower

AN

jud o

i
AN

Rotate and PTZ speed are only visible if one ofryameras supports these features.

Move — Using these buttons you can move the camerayinliagection you want. To
move the camera, click on the button with the arpmmting in the direction you want
to move the camera to.

Rotate — Using these buttons allows you to rotate a doameera left or right without
interruption.

The maximum rotation angle depends on the camedeimBome cameras have 360°
rotation angle, some have less. Check the cametantntation.

Zoom — Click the*+” or*“~" buttons to zoom the image in or out.

Depending on the camera model the zoom functionanayay not be present. Check
the camera documentation.

Preset recall/set- Using a preset button will instruct the dome eearto jump to a
certain predefined position and zoom state. Thesseps are user-definable. To define
a preset setting, move the camera to the positonmyant, zoom in or out if needed
and click one of the buttons while holding &l button on your keyboard. The
preset details will then be stored under that nurabd can be recalled by clicking it
(without holding the CTRL key).

Setting presets is only possible if you have Adstmaitor rights.

WhenHome Preset functionality is enabled, the first prdseéton is displayed as
This means the camera will return to its Home gtrafier 300 seconds of inactivity.

PTZ Speed- Function to increase or decrease the cameramentespeed.
PTZ Speed is not enabled for PTZ cameras that@dhe speed themselves.

Please note that use of PTZ functionality withinhb@uardNVR and the camera
software concurrently can cause conflicts with Rdizctionality.
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4.2.1.8Digital Zoom

The Digital Zoom functionality is very useful whémere are small details in the scene, but
the camera doesn’t support optical zoom and the@isay to visually enlarge those objects.

In order to use the Digital Zoom functionality, ok the steps below:

1. Click on the video window in order to set a focalm.

2. Use the mouse wheel to zoom the image in and auimifying glass is shown).

3. When patrtially or totally zoomed in, click any pbon the video screen in order to
centralize the video window on this point. Thisoalesets the zoom's focal point.

hd You cannot use the Digital Zoom functionality iflanouse doesn’t have a mouse
l wheel.

- You can use digital and optical zoom simultaneaugbu will first zoom optically
l and switch to digital zoom when you can no long®m optically.

4.2.1.9Quick Playback

The Quick Playback function delivers easy accessdordings from the past 1, 5 and 10
minutes. Instead of going to the Recordings seamhmanually selecting this small time
interval, you can just click a single button.

This function can be accessed with a Right-Clickrapion anywhere on the streaming video.
After the mouse click, the following 3 buttons walbpear in the top left corner of the video:

Quick Playback Buttons

Pressing a button will take you to the recordinigthe currently streaming camera. The time
interval is indicated on the button.

l Right-clicking once more will hide the quick playbkabuttons.

4.2.1.10 Audio

GuardNVR supports specific audio functions for fibleowing brands:

Axis — Listen in and speak:
o M1031-W, M1054

0 P1311, P1343(-E), P1344(-E), P1346(-E), P3301(-R3304(-V), P3343(-
VIVE), P3344(-VIVE), P5534

o Q1755, Q1910(-E), Q7401
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S By default, audio is supported only for Q7401. t other models mentioned
l above, contact support as a small extra configumas needed.

The audio component will be installed automaticHiky first time the camera is accessed
in Live view.

Figure  Description
This slider adjusts the volume of the speaker.

This slider adjusts the volume of the microphone.

Enable and disable speakers with this button.

Enable and disable the microphone with this button.

Panasonic— Listen in. No recorded audio:

0 BB-HCM311(A), BB-HCM331(A), BB-HCM371(A), BB-HCM381(A),
BB--HCM403(A), BB-HCM511(A), BB-HCM515(A), BB-HCM527(A),
BB-HCM531(A), BB-HCM547(A), BB-HCM581(A), BB-HCM581A-W,
BB-HCM701(A), BB-HCM705(A), BB-HCM715(A), BB-HCM735(A)

KX-HCM110(A)
BB-HCE481(A)
BL-C111(A), BL-C131(A), BL-C210(A), BL-C230(A).
To be able to listen to audio, you need to inskalAudio Listening Componentfrom the

camera itself the first time the camera is accessé&d/e view. Click theYesbutton in the
dialogue window that appears.

Version 4.4 Series



Audio Listening Component Installation Window

After installation, theAudio Controls will appear.

Audio Controls Screen

Figure  Description
If external speakers have been attached to thereaywmu can talk to the camera
using the PC microphone. Clicking the button terapbr stops sending audio.

The audio is stopped. Clicking the button againsthe Talk feature.

You can listen to the audio around the cameraklicthe button temporarily
stops the audio.

The audio is stopped.

This slider adjusts the volume. To the right, tb&wme is increased. To the left,
the volume is decreased.
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4.2.2Mosaic View

Mosaic View allows you to view up to 16 camerasidtaneously on one screen. This
provides enhanced surveillance opportunities amtirgbof all available cameras for a user.
The following features are available in thi@saic View screen:

Selecting a sequence
Selecting a mosaic
Selecting a video monitor
Quick Playback

Full Screen Mode

Mosaic View Screen

d Double click on the video window of a particulantara to switch to the Single View
l mode for this camera.

When you are using Zoom+3, Zoom+5 or Zoom+7 mogawws, click on the small
camera video windows to move them to the largefaénideo window. Double click
on the central camera video window to switch toSh®le View mode for this
camera.

juud o

A The SnapshotsHigh/Low Bandwidth, Digital Zoom andAudio functionalities are
not available in Mosaic View.
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4.2.2.1Sequences

To select a Single View Sequence, select the seguenm the drop-down list and click the
Single Viewbutton.If the preferred sequence is already selectedetbp-down list, you

can click on at the left of the drop-down list.

[ J

l Creating sequences can only be done in the Videwalylr application.

- Click on any camera button to stop automatic swiigland revert to viewing

l cameras manually.

[ J

l When manual switching is completed, automatic $wiiig resumes after 30 seconds.
- Note that after selecting a sequence, the viewbeilhutomatically switched to Single
l View mode. Sed.2.1 Single Viewor more information.

4.2.2.2Mosaics

To select a Mosaic, select the mosaic from the-diapn list and click thélosaic View

button.If the preferred mosaic is already selected inditog-down list, you can click on
at the left side of the drop-down list.

[ )
l Creating mosaics can only be done in the Video Manapplication.

There are 9 predefined mosaic views available dofiguration in the Video
- Manager application. By default, no mosaic viewvailable in the Video Browser
l application. In case video capture cards are iestaithe respective mosaics will
automatically be created and installed by GuardNVR.

4.2.2.3Selecting Video Monitor

This feature can only be used if a video monitalisady opened on another
monitor. Otherwise it will be hidden.Opening suaetieo monitor is done by the
d QuadroxScreencoachapplication. The Video Monitor differs from thedéo
l Browser in that it is remote controlled (over tlevnork), rather than by user
interaction with the application itseFor more information about this product,
contactsales@quadrox.be

To select a Video Monitor, select the monitor frima drop-down list. A message will appear
that you're controlling the selected monitor.
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i Once you control another monitor, the followingtteas are disabled and can’t be

used: Low/High Bandwidth, Snapshot, Full Screem/Miax video window.

The following actions are now possible:

Lock monitor — Click the lock icorE to lock the monitor. If you don’t lock the
monitor, you will automatically changed back to trainal monitor after one action.
(E.g. You select a monitor in the drop-down listlamange to another camera. The
new camera will be visualized on the monitor and wall lose control of the monitor
and regain control of your original monitor.) Ifyydock the monitor before doing the
action, you are able to perform multiple actiondlom selected remote monitor.

ID monitor — Click the ID iconﬁ to identify a monitor. By clicking the icon, the
name of the selected remote monitor will be showthe remote monitor screen. This
helps you to make sure you are controlling theemirmonitor.

It is possible to start sequences, single viewsaitoviews on the remote controlled monitor.

i Every sequence, single view or mosaic will be shawfoll screen automatically on

the remote monitor!

4.2.2.4Quick Playback

The Quick Playback function delivers easy accessdordings from the past 1, 5, and 10
minutes. Instead of going to the Recordings seamhmanually selecting this small time
interval, you can just click a single button.

This function can be accessed with a Right-Clickrapion anywhere on the streaming video.
After the mouse click, the following 3 buttons walbpear in the top left corner of the video:

Quick Playback Buttons

Pressing a button will take you to the recordinigthe currently streaming camera. The time
interval is indicated on the button.

l Right-clicking once more will hide the quick playkabuttons.

4.2.2 5Full Screen Mode

Full screen mode allows you to visualize video bing the full screen.

[ J
l Full Screen mode is not the same as pressing Flhieimet Explorer.

To enter the full screen mode, click icon.
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To leave the full screen mode, click the icon at the right top corner or press any key on
the keyboard.

Full Screen Mode Screen
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4.3Recordings

TheRecordings Menuallows you to search and view recorded footageexipart clips of
this video footage.

The following sections are described:

Select Time Period
Single Playback
Synchronized Playback
Alarms

POS

Export

[ )]
l POS and Alarms are only available if thiarm Component is installed.

Recordings Screen
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4.3.1Select Time Period

Selecting the time period is needed for all possibtording requests as you need to search
amongst all footage which has been recorded.

To select dime period, you have to specify time and date. There areviays of specifying
a certain time period:

1. Using aFrom date and dime spaninterval: all recorded video footage between the
From date plus th&@ime period, will be shown.

2. UsingPrecise Searchwith From andTo date: all recorded video footage between
these two points in time will be shown.

Click on the calendar icon to be able to choosd-tben or To date.

l Click thelnterval search button in order to return tdime spansearch.

Note that in thé&-rom/To and theTime spanmodes, time and dates in the future
& cannot be specified. If a date in the future iesteld, your time and date will be
adjusted to the current date and time.
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4.3.2Single Playback

When using th&ingle Playbackfeature, you will search among all the recordettwi
footage for one particular camera. To do thispiwlthe steps below:

Select the time period (sd€3.1 Select Time Perigd

Select theSingle camera playbackab.

Choosecamerafrom the drop-down list.

Click Searchbutton.

For new single playback recording search, chigkv Searchbutton.

arwdE

Recordings Single Playback Screen

When you have the recording mode open, the follgvfimctionality is available:

Single playback controls
Switching sources

Activity level

Slider

Low/High Bandwidth mode
Snapshots

Full Screen Mode

Digital Zoom
i Control + Right-click on the video Window to getleo streaming parameters such as

actual frame rate and dimensions (resolution) efitiage.
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4.3.2.1Single Playback Controls

You can use the Single Playback Control buttormder to make the viewing process more
flexible and controllable. The followingingle Playback Controlbuttons are available:

Frame Backward — allows you to view the recording in the ‘framg{fbame’ mode
in reverse direction.

Play/Pause- start or pause the playback. After you presshibiton the slider is not
automatically returned to its initial position.

Frame Forward — allows you to view the recording in the “frame-fiogme” mode.

1x, 2x, 4%, 8% increase the playback speed in order to skatewant information.
You can choose from 2x, 4x or 8x speed by clickimgappropriate buttons.

4.3.2.2Switching sources
You can switch between all cameras that are availa your system by clicking the
corresponding camera buttons. By doing this, yduget the recording from that camera for

the selected time period. Note that the slidertmysremains the same while switching
between cameras.

4.3.2.3Activity Level

TheActivity level for the specified time period is displayed beltw video for ease of use.
When there is no green activity line drawn or & tireen activity line is drawn below the red
activity threshold line, no recorded video footayests for these periods.

4.3.2.4Slider

Use theslider to quickly look through the recording.

4.3.2.5Full Screen Mode

Full screen mode allows you to visualize video bing the full screen. When going to full
screen the activity line and camera buttons arddmdy default. You can unhide them by
clicking the icon.

[ J
l Full Screen mode is not the same as pressing Flhieimet Explorer.

To enter the full screen mode, click icon.

To leave the full screen mode, click the icon at the right top corner or press any key on
the keyboard.
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Full Screen Mode Screen

4.3.2.6Low/High Bandwidth Mode

Low/High bandwidth mode allows you to decide if ywant to have streaming video that
consumes a reduced bandwidth. You can choose hetwee

High Bandwidth Mode (Default)— High Bandwidth mode is used preferably on local
computers (when the GuardNVR client is locatedrengame machine as the
GuardNVR server), in local area networks or withhhgpeed Internet connections.

Use theHigh ( ) button to enable high bandwidth mode.

Low Bandwidth Mode — Low bandwidth mode is mostly used in medium- onslo
speed LAN or Internet connections. When Low Bandiwidode is enabled, the frame
rate and the resolution of the images are reduldad.leads to a reduced bandwidth

usage for streaming. Use thew ( ) button to enable low bandwidth mode.

4.3.2.7Snapshots

This GuardNVR feature gives you the opportunitynake snapshots. To create a snapshot,
follow the steps below:

1. Choose the frame you want to save and click thieobwtith the camera symbol
(=)

2. Choose the desired location for storing imageschiokl the Savebutton.
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hd Snapshots are saved in .JPEG format. By defautiestamp is added on the saved
l snapshot (i.e. Camera name, date & time).

4.3.2.8Digital Zoom

The Digital Zoom functionality is very useful whérere are small details in the scene, but
the camera doesn’t support optical zoom and the@\way to visually enlarge those objects.

In order to use the Digital Zoom functionality, [k the steps below:

1. Click on the video window in order to set a focasnp.

2. Use the mouse wheel to zoom the image in and auimifying glass is shown).

3. When patrtially or totally zoomed in, click on angipt of the video screen in order to
centralize the video window on this point. Thisoalesets the focus point for
additional zooming in and out.

- You cannot use the Digital Zoom functionality ifyyfamouse doesn’t have a mouse

l wheel.
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4.3.3Synchronized Playback

This feature allows you to view recorded footageuianeously from up to four cameras.
Playback from all four cameras is synchronizednret The synchronized playback feature
allows viewing the recorded video depending exgklgion time and not on video presence,
i.e. it doesn’t jump over the time spans withoworelings.

To do a synchronized playback, follow the stepswel

Select the time period (sd€3.1 Select Time Perigd

Select thesynchronized playbacktab.

Choosdour camerasfrom the drop-down lists.

Click Searchbutton.

For new synchronized playback recording searcbk 8lew Searchbutton.

agrwpbrE

Recordings Synchronized Playback Screen
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When you have the recording mode open, the follgvfimctionality is available:

Synchronized playback controls
Switching sources

Slider

Full Screen Mode

Double click on the video window of a camera inesrtb switch to single playback
l of this camera.

A The SnapshotsHigh/Low Bandwidth, Digital Zoom andActivity level
functionalities are not available in synchronizéaypack.

4.3.3.1Synchronized Playback Controls

You can use the Synchronize Playback Control batiomrder to make the viewing process
more flexible and controllable. The followir8ynchronized Playback Controlbuttons are
available:

Frame Backward — allows you to view the recording in the ‘framgfbame’ mode
in reverse direction.

Play/Pause- start or pause the playback. After you presshibiton the slider is not
automatically returned to its initial position.

Frame Forward — allows you to view the recording in the “frame-fiogme” mode.

4.3.3.2Switching sources

You can switch between all available cameras fergvideo window by selecting the
camera from the drop-down list. By doing this, yaill get the recording from that camera
for the same time period. Note that the slider pmsiremains the same while switching
between cameras and that the slider has the sasit@p@ynchronized in time for all four
cameras.

4.3.3.3Slider

Use theslider to quickly look through the recording.

4.3.3.4Full Screen Mode

Full screen mode allows you to visualize video bing the full screen.

[ J
l Full Screen mode is not the same as pressing Fihteimet Explorer.

To enter the full screen mode, click icon.

To leave the full screen mode, click the icon at the right top corner or press any key on
the keyboard.
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Full Screen Mode Screen
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4.3.4Alarms

GuardNVR allows searching specifically for recogiirfrom cameras associated with certain
alarms. In order to search for alarms recordinggw the steps below:

Select the time period (sde3.1 Select Time Perigd
Check theAlarm listing tab.

Choose thalarm from the drop-down list.

Click Searchbutton.

For new alarm recording search, clidkew Searchbutton.

agrwpbE

Recordings Alarms Screen

Click on the camera buttons or event links to seer¢cordings associated with the alarm
events.

When you have the recording alarms screen openigtidentical to the one in the Alarms
menu. The only difference is that you only havedlaems for the time period you requested.

For more explanation about all the functionalifes can use in this screen, geé Alarms
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4.3.5P0OS

GuardNVR allows searching specifically for recogiirfrom cameras associated with certain
POS transactions. In order to search for POS tcéinsarecordings, follow the steps below:

1. Select the time period (sd€3.1 Select Time Perigd
2. Select thé>OStab.

POS Search Tab Screen

3. Enter or select the search criteria by:

a. Enter search criteria manually in the text field
b. Selecting a previously saved search string by iclig =&

If you want to save your search criteria to theesbsearch strings, clic’ . Enter a
saved search namandsearch criteria and clickSave

The search string is now added to the saved ss#ings. To manage all saved
searches, go 18.3.3.5 Saved Searches

Creating a search string or search criteria is @Goalike. Please read below which
options are available:
A search string is by default considered to bet @ksseparate words that are
search in an AND way. Search results will inclule tickets that contain all
words, but not necessarily in that order. Typingword “AND” is not

needed.

Search ii0t case sensitive
o Phrase search- a set of words that should be searched exattllgat order
l can be put inside quotation marks: “’. E.qg: “BicByrger”

Word exclusions— a word that should not appear in the ticket sthdaé
preceded by a minus sign: -

OR searches o display results that contain either of two skaerms, the
user can put the word OR (capitalized) in-betwdmnterms. Only the words
or phrases directly left and right of OR will benstdered. Other words will
be searched in AND connection.

The requirements f@pace(or the absence thereof) are supported.
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4. Select/Deselecthe POS sources on which you want to search (@glioTo show all
POS Sources, click tighow POS sourcesutton.

Click Searchbutton.

For new POS transaction recordings search, 8lek Searchbutton.

oo

Recordings POS Screen

Click on the camera buttons to see the recordiegsaated with the ticket that is highlighted
in the right pane. All cameras that are configucedecord for this ticket have a light blue
button. The active shown camera button is brighé bl

To navigate through all found tickets, use thewasra the right pane.

i When no tickets are found for the requested petiascreen will automatically

revert to the main recordings page.
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4.3.6Movie Export

This chapter provides an overview of the exporatépies of GuardNVR and covers the
following topics:

Creating movie export files

Converting export files to .wmv

Saving movie export files on your computer
Saving movie export files to a CD / DVD disk.
Checking the digital signature of movie exportdile

Recordings Export Screen

4.3.6.1Creating Export

To create a movie export file, follow the stepsobel

Creating Export Screen

Select the time period (sd€3.1 Select Time Perigd
Check theMovie export radio button.
Choose theamerafrom the drop-down list.

WwnN e

You can choose also to create at the same timexih@ted movie in another format,
A being .wmv which can be played on almost any systéhout having to install extra
codecs like MPEG. Select the checkbox is you wawbt this.

4. Click Export button.
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A Specified time period should be within 1 minutel tbour range.

A Exports from recorded analogue cameras in fiel@X282) are automatically
converted to full pal movies (768x576).

4.3.6.2Converting Export files to .wmv

It is possible to automatically convert your expdrimovies to the WMV format. This can be
done in the following ways:

Select the Convert to WMV checkbox below the cantistdbox when exporting a
movie.

Select the checkbox in front of an exported monithe exported movies table and
click the Convert to WMV button.

° Windows Media Video (WMV ) is a compressed video compression format for
l several codecs developed by Microsoft. This foroaat be played on virtually any
computer running the Windows OS.

4.3.6.3Saving Export Files to Hard Disk

After you clicked théexport button, youreExport files will become visible beneath the
Recordings screen

To save an export file on your local disk, pleasiow the steps below:

1. Select check box of the export file you want toesamd clickbownload or click on
the file.

Recordings Export Screen

2. Select the save location in the pop up window dio#t OK .
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Recordings Export Screen

3. A progress bar appears with the download status.

Recordings Export Download Progress Screen

4. When the download has finished, you will get thiéofeing screen:

Recordings Export Download Completed Screen

hd To delete the export files, select the export fylea want to delete and click the
l Deletebutton

If you encounter problems when downloading the etgabfile, you can always
switch to theBasic HTTP download mode(link at right bottom of table).

Click right on the file, select ‘Save Target As..ricafollow the pop up instructions.

hd The Compression format (JPEG, MPEG) for recordiagkefined in the Camera
l wizard during camera set-up in the Video Managetiegtion.
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4.3.6.4Saving Export Files to CD

To save an exported movie file to the CD you neeshwe it to your hard drisee 4.3.6.2
Saving Export Files to Hard Disk)and then perform the following steps:

1. Locate your saved exported movie file didht click on it.
2. In the pop-up menu seleSend toand choose your CD drive.

3. At the bottom of your screen a message in yourdgppears:

4. Click on the message. In the window that appeatsecsthe shortcut to the file you
want to save under thigles Ready to Be Written to the CDitle.

[ )
l This can also be done in File Explorer in the eventifications are disabled.

CD Explorer Screen

5. Click Write these files to CDin the left pane of the screen. TG® Writing Wizard
screen appears.
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CD Writing Wizard Screen

6. To begin the writing process, click thiext button.
7. After the writing process is complete, click tRaish button to close the CD Writing
Wizard.

i Note that you must have@D/DVD recordable drive in order to save movies to

CD/DVD.

4.3.6.5Checking Digital Signature

The latest generation of networked systems pronaisesach easier and faster way of moving
video around (e.g. police, court room...), by simgynding it over the Internet. A public
network like the Internet is not exactly the safeken talking about transport. However,
digital video can be digitally secured and the pmbty to trace the video back to its origin is
now a reality. This technology is calldajitally signing the video.

A digital signature is a cryptographically encoded text that contaufisrmation about the
exported movie file that was signed and about thigyethat created the signature. Each
export file has its own signature.

A certificate is again a cryptographically protected text thattains the electronic key with
which the owner of the certificate can sign digdgatuments or content. This certificate is
only valuable if it is trusted by the authorities.

The following diagram shows how a digital signatisresed in the video authentication
process:
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Video Authentication Process

Step 1 - Recording
Video from the camera is recorded in a standard d8¥e file.

Step 2 - Export

When a relevant piece of video is exported, infdromeabout that video (e.g. the timestamp,
camera name, recorder information and the userpehiormed the export) is gathered in a
signature message. This message is encrypted logttigcate, unique to each recorder, to
form a digital signature.

GuardNVR supports two formats of digital signature:

.eml— S/MIME standard message like used in digitalined emails.
.p7m—true PKCS #7 standard signature message. bheapened by
specialized viewers like Cryptigo’'s P7MViewer (httywww.cryptigo.con).

Quadrox has based all of these systems on thestpedard technology to prevent
any possibility of security holes or “back doorall algorithms that are used are well
known and widely used cryptographic standards,Mik#b, SHA-1 and RSA. They
cannot be broken if the key is not known, not elrgthe people that implemented

° them. The certificate is standard (X.509, PKSC #ag)is the digital signature format

l (PKCS #7). Apart from the true signature standaad tan be viewed by publicly
available specialized viewers, we also providesilgeature in a standard email
format (S/MIME format) so that it can be vieweddpmmon email clients like
Outlook Express. Quadrox uses Microsoft’s impleragohs of these formats and
algorithms, which are validated and certified bg National Institute of Standards
and Technology (NIST).

Step 3 — Signature and movie transportation

The movie file and the signature are transportatiéacourtroom. They don’t necessarily
have to travel together and the channel can bdei(sa. they can be sent over the Internet).
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To save the signature for further transportatiotipiv the steps below:

1. Click on the signature you want to save.
2. Select the save location in the pop up window dio#t OK .

Saving Digital Signature Screen

Step 4 + Step 5 - Certificate transportation and tust

The certificate should be trusted by the courttf@gting the validity of a certificate (by
manually checking that it is indeed what it claitode), the court acknowledges explicitly
that the certificate belongs to the machine on wiine export was created.

The court expresses this trust by explicitly addirig the list of trusted root certificates.
When doing this, the system will ask to manuallsifyehe certificate, e.g. by comparing the
thumbprint of the certificate to the thumbprinttbé certificate that is present on the recorder.
The latter should be retrieved by physically gaimghe recorder, it should be done by the
authorities and a proven track record should bdabia. Trusting the certificate has to be
done only once per recorder (not for every movie) doesn’t have to necessarily happen at
the moment of movie verification.

- When using CA certificates, the trust in the cerdife might come from trusting the
l CA that delivered the certificate. In that caseés firocedure might not be necessary.

A copy of the certificate can be extracted fromglgnature by using the Digital Signature
Verifier (available from the Quadrox website). Tdegtificate can also get to the courtroom in
a different way (by exporting it from the recorder)can already be present because it was
extracted from previous movies.

To extract and install the certificate from the signature itself using the Digital Signature
Verifier, follow the steps below:
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Digital Signature Verifier main screen
1. Open the Digital Signature Verifier tool.

2. Enter the locations of the movie and signatures fded click thé/erify button. If the
certificate is not yet trusted, you will see thédaing screen.

Not trusted certificate warning screen

3. Click theCertificate button.
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Certificate Information Screen

4. Click Install Certificate button and follow further instructions leaving sdittings by
default. A Security Warning window will appear.

5. To make sure that you are installing the exacifaate you need, find the
Thumbprint line in the Security Warning window and compareith the thumbprint
of the original certificate on the recorder. If theimbprints match, clickes

Security Warning Screen
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Certificate Information Screen

6. Once your certificate is installed, repeat step 2erify the signature. See also “Step 6
— Checking the signature” below.

To install the certificate by exporting it from the recorder, follow the steps below:

1. Open GuardNVR web-client.
2. Go toSystem-> Certificate Managemensection.
3. Click Export button and define location to store the certifcat

Certificate Management Screen
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4. Transport the exported certificate to the targetimrae and double click on it. The
Certificate Information screen will appear.

5. Click Install Certificate button and follow further instructions leaving sdittings by
default. A Security Warning window will appear.

6. To make sure that you are installing the exacifezte you need, find the
Thumbprint line in the Security Warning window and compareith the thumbprint
of the original certificate on the recorder. If theimbprints match, clickes

[ J
l To learn advanced ways to make the certificateiegltrusted, seéppendix A.

Step 6 — Checking the signature

Once the certificate is trusted, the signature agessan be decoded. Because the certificate
is trusted, we know that a) the information in signature is correct (wasn’'t changed) and b)
the signature was produced on the recorder fronctwifie movie is claimed to have
originated. If the signature was forged, the cedik will not decode it.

Inside the signature, a hash value links the egatié uniquely to the movie file. By
recalculating the hash in the courtroom, we casure that a) this signature belongs to this
particular movie and b) the movie hasn’t changedesihe signature was created. If the
movie was forged, the hash value would be diffeagt the signature invalid.

These actions are performed automatically by thggt@)iSignature Verifier tool.

Digital Signature Verifier main screen

Open the Digital Signature Verifier tool.

Enter the locations of the movie and signaturesfdad click thé/erify button.

If the signature can be decoded and the hash iafitmmmatches the movie, the
movie authenticity is proven and the following infation screen will be shown. The
displayed information is part of the digital sigma and is likewise proven to be
authentic.

wn e
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Trusted signature information screen

4. If the signature cannot be trusted because eitfeesignature or the movie was
tampered with, the following screen will be shown.

Not trusted signature information screen
The Digital Signature Verifier was created by Quedio make your life easier.
However, it is not crucial to verifying the digitsignature. You are free to manually
° check the signature, or by a tool of your own cliogns
The tool is released as an open source tool uhdeB$D license. To make sure that

the tool doesn’t display false information, feadrto examine the source code and
make your own compilation for maximum trust.

l To learn how to manually verify the signature, Appendix B.
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4.4 Alarms

TheAlarms Menu allows you to view and export recorded alarm evgenerated on
incoming alarms.

[ )]
l The Alarm Component has to be installed to see the menu.

The following sections are described:

View alarm movie

Export alarm movie

Slider

Alarm playback controls
Low/High Bandwidth mode
Snapshots

Digital Zoom

Full Screen Mode

Alarms Screen
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4.4.1View Alarm Movie

In the Alarm Screen, you get a list of all the alamwith their associated recordings.
Furthermore you also get thate andtime of each alarm event.

Each new incoming active alarm is highlighteded. To view the alarm movie, click on the
alarm event link and the movie of the first added camera will lspldiyed in the video
window screen. When the alarm link is clicked, ateem is deactivated and loses its red
colour. You can switch between all cameras thataseciated with an alarm event, by

clicking the corresponding camera ic OF | you want to see the live view of the cameras,
A
click on the following « icons

The list is limited to the 5 most recent deactidadtitarm events if all are in deactivated state.
Activated alarms stay visible until deactivatedto@ maximum of 50.

Click theDeactivate All button if you want to deactivate all alarms.

When clicking on the alarm name, the recordindheffirst camera connected to that
alarm is shown.

juud o

To extend the alarm pane, click on its upper baadi move it to the top of the screen
while holding the left mouse button.

i o

A new alarm is called active and has a red colAuyreviously viewed alarm is
called de-activated and is shown in blue

jud o

If you don’t see your alarm event in the list, yaan search it by clicking tHdew
Searchbutton which will redirect you to the recordingemu (seet.3.4 Alarms.

[

4.4.2Export Alarm Movie

You can export alarm movies as .asf files whilgisigon theAlarms page. In order to
export the alarm movie, click thexport button of the alarm event and wait while GuardNVR
creates an export movie for each associated acdivesra(s) in th&ecordings Menu

4.4.3Slider

Use theslider to quickly look through the recording.
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4.4.4Alarm Playback Controls

You can use the Alarm Playback Control buttonsrdeoto make the viewing process more
flexible and controllable. The followinglarm Playback Control buttons are available:

Frame Backward — allows you to view the recording in the ‘framgfbame’ mode
in reverse direction.

Play/Pause- start or pause the playback. After you presshibiton the slider is not
automatically returned to its initial position.

Frame Forward — allows you to view the recording in the “frame-fiogme” mode.

1x, 2%, 4%, 8% increase the playback speed in order to skgtewant information.
You can choose from 2x, 4x or 8x speed by clicklmgappropriate buttons.

4.4.5Low/High Bandwidth Mode

Low/High bandwidth mode allows you to decide if ywant to have streaming video that
consumes a reduced bandwidth. You can choose out of

High Bandwidth Mode (Default)— High Bandwidth mode is used preferably on local
computers (when the GuardNVR client is locatednensame machine as the
GuardNVR server), in local area networks or withhhgpeed Internet connections.

Use theHigh ( ) button to enable high bandwidth mode.

Low Bandwidth Mode — Low bandwidth mode is mostly used in medium- onslo
speed LAN or Internet connections. When Low Bandiwidode is enabled, the frame
rate and the resolution of the images are reduldad.produces reduced bandwidth

usage for streaming video. Use thmw ( ) button to enable low bandwidth mode.

4.4.6Snapshots

This GuardNVR feature gives you the ability to tskapshots. To create a snapshot, follow
the steps below:

1. Choose the frame you want to save and click theobwtith the camera symbol
ﬁ
&,

2. Choose the desired location for storing imagescdiol the Savebutton.

d Snapshots are saved in .JPEG format. By defautiestamp is added on the saved
l snapshot (i.e. Camera name, date & time).
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4.4.7Digital Zoom

The Digital Zoom functionality is very useful whémere are small details in the scene, but
the camera doesn’t support optical zoom and the@isay to visually enlarge those objects.

In order to use thBigital Zoom functionality, follow the steps below:

1. Click on the video window in order to set a focasnp.

2. Use the scroll wheel to zoom the image in and aubégnifying glass is shown).

3. When patrtially or totally zoomed in, click on angipt of the video screen in order to
centralize the video window on this point. Thisoalesets the focus point of further
zooming in and out.

i You cannot use the Digital Zoom functionality ifyyramouse doesn’t have a scroll
wheel.

4.4 .8Full Screen Mode

Full screen mode allows you to visualize video bing the full screen. When going to full
screen the activity line and camera buttons arédmndy default. You can unhide them by
clicking the icon.

[ J
l Full Screen mode is not the same as pressing Fihteimet Explorer.

To enter the full screen mode, click icon.

To leave the full screen mode, click the icon at the right top corner or press any key on
the keyboard.

Full Screen Mode Screen
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4.5P0OS

The POS Menuallows you to view real time video of a cameragtibgr with its tickets.
When a ticket is generated where the selected @aisieonfigured to record, the ticket will
be shown in real time till a new ticket enters whig associated to the selected camera.

[ )]
l The Alarm Component has to be installed to see the menu.

The following sections are described:

View live camera and ticket
Low/High Bandwidth mode
Snapshots

Digital Zoom

Full Screen Mode

POS Screen

4.5.1View Live Camera and Ticket

In the POS Screen, you get a list of all the camasain Live view. You can select an
individual camera to receive the live stream fronwhen a camera is selected, the tickets
from a POS device configured to use this camerabaitisplayed in real time in the right
pane. If a new ticket enters, the old one will Exarded and the new one will be shown.

Following parameters are shown:

Date
Hour
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POS Printer Source
Transaction number of ticket
Ticket data

[ ]
l If you want to search or export a specific transactplease refer t4.3.5 POS

4.5.2Export POS Movie

You can export POS transactions movies to .as filkile staying on thBOS page. In order
to export the POS movie, click tleport button of the POS transaction event and wait while
GuardNVR creates an export movie for each assac@mera(s) in thRecordings Menu

4.5.3Low/High Bandwidth Mode

Low/High bandwidth mode allows you to decide if ywant to have streaming video that
consumes. You can choose out of:

High Bandwidth Mode (Default)— High Bandwidth mode is used preferably on local
computers (when the GuardNVR client is locatednensame machine as the
GuardNVR server), in local area networks or withhhgpeed Internet connections.

Use theHigh ( ) button to enable high bandwidth mode.

Low Bandwidth Mode — Low bandwidth mode is mostly used in medium- onslo
speed LAN or Internet connections. When Low Bandiwidode is enabled, the frame
rate and the resolution of the images are reduldad.produces a reduced bandwidth

usage for streaming video. Use thmaw ( ) button to enable low bandwidth mode.

4.5.4Snapshots

This GuardNVR feature gives you the opportunityaice snapshots. To create a snapshot,
follow the steps below:

1. Choose the frame you want to save and click thieobwtith the camera symbol

&,

2. Choose the desired location for storing imagescdhol the Savebutton.

d Snapshots are saved in .JPEG format. By defautiestamp is added on the saved
l snapshot (i.e. Camera name, date & time).

4.5.5Digital Zoom

The Digital Zoom functionality is very useful whémere are small details in the scene, but
the camera doesn’t support optical zoom and the®isay to visually enlarge those objects.
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In order to use thBigital Zoom functionality, follow the steps below:

1. Click on the video window in order to set a focusnp.

2. Use the scroll wheel to zoom the image in and aubhggnifying glass is shown).

3. When patrtially or totally zoomed in, click on angipt of the video screen in order to
centralize the video window on this point. Thisoalssets the focus point of further
zooming in and out.

i You cannot use the Digital Zoom functionality ifyamouse doesn’t have a scroll
wheel.

4.5.6Full Screen Mode

Full screen mode allows you to visualize video bing the full screen. When going to full
screen the activity line and camera buttons arddmdy default. You can unhide them by
clicking the icon.

[ J
l Full Screen mode is not the same as pressing Fihteimet Explorer.

To enter the full screen mode, click icon.

To leave the full screen mode, click the icon at the right top corner or press any key on
the keyboard.

Full Screen Mode Screen
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Appendix A

To make a certificate explicitly trusted by means bthe Outlook Express email client,
follow the steps below:

1. Save.emlsignature on the target machine.
2. Double-click on it to open. You will see the followg screen that means your
certificate is not trusted on this machine.

MS Outlook Express Untrusted Signature Screen

3. Click Edit Trust button.
4. In the screen that appears selegplicitly Trust this Certificate and follow further
prompts.
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Signing Digital ID Properties Screen

To make a certificate explicitly trusted by means bthe Microsoft Management Console
follow the steps below:

1. Go toStart->Run and specifynmc command.
2.

In the window that appears, cli€kle in the window menu and selestid/Remove
Snap-in.

3. In the window that appears, cliéiddd button.
4.

In the next appeared window, chod3ertificates and clickAdd button.
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Microsoft Management Console Screen

5. Then selecMy User accountitem and click=inish.

Microsoft Management Console Screen
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6. Close all previously opened windows by pressdhgseandOK buttons.
7. Finally you will get the list of all installed céitates.

Microsoft Management Console Screen

8. After the certificate installation procedures, whigere described above, the
certificates are installed to thatermediate Certification Authorities list (when
certificate is extracted from the digital signajuse to theOther Peoplelist (when

certificate is installed by exporting it from thecorder). Find your certificate in the
corresponding list.

9. To make the certificate fully trusted, drag andpdyour certificate to th&rusted
Root Certification Authorities list.

Microsoft Management Console Screen

10. After verifying the thumbprint, clickkesin the screen that appears.
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Security Warning Screen
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Appendix B

You can manually verify the digital signature byngseither the .eml or the .p7m format.

Signatures in .eml format can be viewed by MS QuklBxpress. To do that, double
click on the .eml file you just saved, Outlook Ezgs opens the signature and you will
see the following screen.

Digital Signature Screen

Signatures in .p7m format can be viewed by a p7m¥ier another relevant viewer
(http://www.cryptigo.cor To do that, install the viewer and double clokthe .p7m
file you just saved. The p7mViewer opens the sigreaadnd you will see a screen,
which is similar to the one that is above.

Being able to open a digital signature file andtheenformation inside it implies that it can
be decoded (and thus was generated) by the cat#fithis means that the signature file itself
cannot have been tampered with.

The digital signature generated by Quadrox softwargains the following
information:

o The filename of the signed movie.

l Signed movie hash type and value. Together, filenand hash value
indisputably link the signature to the movie file.
The time at which the video was recorded.
The name of the recorder where video was recordeagported.
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The system user that created the movie export.

The identifier of the recorder, which together wtitle certificate that
was used proves that the movie file was originadiyorded on that
particular system.

The name of the camera that recorded the expartadde.

The identifier of the camera that recorded the ebgoofootage.

The start time of the exported footage

The end time of the exported footage.

A hash value or a checksum for a file is a shodejasomething like a fingerprint of the file.
This feature can be useful both for comparing tles find their integrity control.

A hash is a mathematically calculated number thajuely defines the original information.
There are always several information strings tlaaetthe same hash as a result, but it is
infeasible to find a “second original” based ontytbe hash. If you change a single bit in the
original information, the hash will be differentopular hashes used by the Quadrox software
are MD5 and SHA-1.

The Hash value can be checked by using the sgecialwhich are built upon the MD5
checksum algorithm which is used worldwide for dtieg the integrity of the files, for
example FastSum applicatiamtfp://www.fastsum.com

To calculate the movie’s hash value by means of tl&@stSum application, follow the
steps below:

1. Download and install theastSumapplication by using all the default settings.

2. Right-click on the export file and make the sel@ttas shown on the following
screen.

Create Checksum Selection Screen
3. Click F9 button in the FastSum screen that appears to tiegicalculation.

4. When the checksum is calculated by means of Fast&umpare it with the one from
the digital signature.
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FastSum Screen

Digital Signature Screen

If the checksums don’t correspond with each otthes, means the movie file is not valid
and has been changed.

To check the hash value of an exported movie fileytmeans of the FastSum application,
follow the steps below:
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1. Download and install theastSumapplication (http://www.fastsum.cgm
2. Create an empty text file witimd5 extension.
3. Edit the file in the following way:

fb21f1ad9a8797c1e875321865193ee2 *QTEST2_ Camera DG10-26 11-47-51 2006-
10-26_11-52-50 radC5899.asf

[ )
l The string above is an example.

Assuming that

fb21f1ad9a8797c1e875321865193eels the hash value/checksum, which is taken fitoenm
digital signature of the exported movie file younw¢éo validate.

QTEST2_Camera 1_2006-10-26_11-47-51 2006-10-26_2158 radC5899.asf- is the
name of the exported movie file you want to vakdat

Save the editednd5file.

Put savedmds5 file and export movie file to a one folder.
LaunchFastSumapplication and go tBile -> Verification Wizard .

Click Add File in the screen that appears and seladb file you created.

No ok

FastSum Application Screen

8. Click Next button.

9. If the movie file wasn’t changed and the checkswmeasponds to the movie file, you
will see the following screen:

Version 4.4 Series



Checksum Verification Wizard Screen

10.If checksum doesn’t correspond to the movie fikks means that the movie file is not
valid and has been changed. You will see a screeatihg such an error:

Checksum Verification Wizard Screen
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Appendix C

This appendix gives more information about howine tune Activity Detection on the
camera for some supported camera brands or models.

L Activity calculated on camera is supported for nmostlels of the following brands:
l ACTI, Axis, Ernitec, IQEye.

A Before you start any configuration on the camerakarsure you have a recent firmware
installed.

you notice problems with recordings, please corttemtamera manufacturer for
support.

ACT]

All Models — Apply following settings on the camera:
Make sure you have the latest firmware installedh@encamera
Video Setting -RTP over UDP as streaming method.
Video Setting -RTSP Authen Enablechecked.
Video Setting -RTP B2 Frame Enablechecked.
Click Apply.

,_\ If activity is recorded or not depends on the caraativity detection algorithm. If
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AXIS

Axis 210- Please execute following steps:

Check thafirmware version 4.400r higher is installed on the camera.
Go toEvent Configuration ~ Motion Detection menu

Deleteall existing windows andreatethen one new window (Default Window)
Drag/enlargethe window to the desired size
Click Save

Other models —Similar to Axis 210. Make sure you always havetpetlatest firmware
installed.

IQEye

All Models — Apply following settings on the camera:
Go toWindow  Motion.

Drag/Enlarge the blue/green activity window to the desired size
Click Apply.
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Appendix D

This appendix gives more information about configgithe camera itself in order to be able
to receive alarms in the GuardNVR softwdg.default nothing has to be configuredOnly
use this appendix if you don't get alarms by defaul

Not every camera supports I/O. It is possible swabe I/O features on the camera are
A not supported by GuardNVR. Most models of the fellgy brands are supported:
ACTiI, Axis, Ernitec, IQEye, Panasonic, Zavio , GE 8curity.

You can'’t delete the I/O pins of a network camesaha&y are a part of the camera.
& The I/O of a network camera will be deleted autocadly when the camera is
removed from the system.

& Before you start any configuration on the camerakarsure you have a recent firmware
installed.

ACTI / Ernitec

All Models — Please make sure the following setting has beefigured on the camera:

Check if theDI(1/2 Low/High) trigger has beernabledin theEvent Setting
menu.
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AXIS

Axis 210- Please make sure the following settings have beefigured on the camera:
Define thenormal statein thel/O Ports menu

Click Add triggered on theEvent Typesmenu.

Selectinput ports in theTriggered by menu.
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IQEye

All Models — Please make sure the following setting has beefigured on the camera:
Put theexternal input value ononclose or onopenn theTrigger menu.

Panasonic

Panasonic WV-NP240/244/. .~ Apply following settings on the camera:
PutTerminal alarm value onOn in theAlarm Setup menu.
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Panasonic BB-HCM511/515/331/381/...Rlease make sure the following setting has been
configured on the camera:

Check if the status is ddN in theBuffer/Transfer menu

Click on the number in the first column. Checkhiétrigger issnabledfor the
alarm (listbox).

Zavio

All Models — Please make sure the following setting has beefigured on the camera:
Enable the&Sensor Inputin theAlarm Input Setting menu.
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Glossary

The terms in this glossary cover topics relatethéoGuardNVR User’'s Manual.

A

Activation code —special collection of the characters supplied whih software, used
for the software registering.

ActiveX — is a set of technologies from Microsoft providitgls for linking desktop
application to the World Wide Web. Also they areedisn the interface and
creating other software components.

Activity detection —is a function that enables recording only when emegnt occurs.

Application — a group of programs that together are used fqreaific task such as
accounting, financial planning, word processingnga etc.

Backup —a copy of a program or data from a computer ondata-storage medium,
usually one that may be removed to safe storage distance from the
computer; it is used to preserve data for useerctintingency that the original
data on the computer may be lost or become unusable

Browser —is a computer program used for accessing sitasf@mnation on a network
(as the World Wide Web).

Byte —is the representation of a single character. Aisece of eight bits treated as a
single unit, also the smallest addressable unftiwihe system.

Camera Wizard —is a function for facilitation of the camera sagtiand editing.
Capturing — this option means image recording in a computadable form.

Check box —is an interface element that provides parametatlogr data selection.
When the user clicks a check box to select an np#d/ appears in the box.

COM1, COM2 —the names assigned to the serial and communigadids.

Control panel — a collection of the functional buttons. Usuallyistarranged at the
bottom of the window.

CPU - is an abbreviation for Central Processing UnitisTis the portion of the
computer that interprets and executes instructions.
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CRT - is theabbreviation forCathode Ray Tube. This is a vacuum tube in which
beams are projected on a fluorescent screen-pmgldaminous spots. An
example is the television set.

Cursor —is a small blinking rectangle or line that indesithe current position on the
display screen.

Curtain areas —are areas of constant movement and are classifigtbt important
for surveillance.

Data compression —process of reducing the amount of data needed twagt or
transmission of a given piece of information (tegtaphics, video, sound,
etc.), typically by use of encoding techniques.

Default —is the parameter value automatically selectechbysiyystem when you or the
program does not provide instructions. It is alalbecl a preset value.

Delete —the removing of data from a disk or other dataagje device.

Dialog box — an interface element that requires the user tovigeo further
information, such as number of copies to print.

Differential transmission — an option allowing the decrease in the amountaté d
sent over the network, because only the differefetaeen images are sent
over the network when this option is enabled.

Display — CRT, plasma screen, LCD, or other image producienyjog used to view
computer output.

DNS (Domain Name System) — is a database system Hratlates an IRddress into
a domain name. For example, a numeric address18&168.120.54 can
become something like camerasite.com.

Driver — is a program that controls communication betweespecific peripheral
device and the computer.

Drop-down button (menu) —is a menu of options that appears below the itdranw
the computer user clicks on it.

Fan (Cooler) —a device for hardware components cooling.
File —a collection of related information; a file camtain data, programs or both.
Folder —Windows element used to store documents or otteers.

Frame rate —an option used in the recordings setting for defjrthe number of
frames recorded per second per camera.
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Gigabyte (GB) —is a unit of information equal to one billion (23741,824) bytes or
1024 megabytes.

H

H.264 —is a standard format of the compression techno{sgg data compression).

Hard disk — a digital memory device consisting of a flat diskvered with a magnetic
coating on which information is stored.

Hardware — the sum of all the physical objects, such as thetrcal, mechanical,
and electronic devices which comprise a computstesy, as, the typical PC
hardware suite consists of a mainboard and a nuwibperipherals such as
hard drives and speakers, connected by adaptes, dartdthe input and output
from users occurs mostly through the keyboard anditor; contrasted with
software which are the programs executed by thepoden.

I

Icon — a small graphic image displayed on the screemdhe indicator panel. In
Windows an icon represents an object that the cesemanipulate.

Internet Explorer — Microsoft's free World Wide Web browser for Micfs
Windows and Macintosh.

Image refresh rate —an amount of images the camera sends per onedsecon

Infrared sensor — is a cable-less communication tool capable of @toog and
reacting for infrared signals.

Interface — 1) Hardware and/or software components of a sysissd specifically to
connect one device to another. 2) Physical conmeati the one system or
device to another for information exchanging. 3¢ Toint of contact between
user, the computer and the program.

IO device —equipment used to communicate with the computerteantsfer data to
and from it.

IP address —a rumber that uniquely identifies each computer onltiernet or local
network (see PMD IO Device also).

IP camera —a camerahat has its own IP address and captures, transmiges
electronically rather than on film.

J
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JPEG —is a standard format of the compression techno{sgg data compression).

Masking — with this feature activated, only images with valet activity in specified
area(s) will be recorded, which increases the dhogrtime significantly.
Megabyte (MB) —is a unit of information equal to one million (48576) bytes or

1024 kilobytes.
MPEG - is a standard format of the compression techno{sgg data compression).

NTSC (National Television Standards Committee or Natiohelevision Systems
Committee) — the standard television video sigoainft used in the U.S. and
Japan. In Europe the formats most often used atedPd SECAM.

Operating system— is a group of programs that controls the bagieration of a
computer. Operating system functions include intgipg programs, creating
data files and controlling the transmission anceigc(input/output) of data to
and from memory and peripheral devices.

PC —abbreviation for Personal Computer.

PAL (Phase Alternate Line or Phase Alternation Linejhe standard for color
television broadcast throughout much of Europe,ctwhhas good color
transmission and sends an analog signal at 62& diheesolution 25 interlaced
frames a second.

Pan Tilt Zoom (PTZ) camera— camera with moveable lens.

Password — a unique string of characters used to identifgpacific user. The
computer provides various levels of password ptmecsuch as user,
supervisor, and administrator.

Picolo 10 Proxy — equipment for alarm processing.
PMD IO Device — equipment for alarm processing.

Pop-up menu- a list displayed on the computer screen, by whiprogram provides
the user with different options for processing Ime tprogram. It usually
includes a mechanism, such as pointing by a mouselection by arrow keys,
to select the desired option from those on the list

Port — the electrical connection through which the cotapsends and receives data
to and from devices or other computers. This tereams a part of IP logical

Version 4.4 Series



connection also. For instance: http://192.168.16000. Where 5000 is a port
number.

Radio buttons -a group of buttons on the computer screen of wbidly one can be
selected at a time (by clicking on it). Radio bogare commonly used with
interactive forms on World Wide Web pages.

Reboot — resetting a computer without turning it off. Teas a special button that
allows the rebooting of a GuardNVR server whes iequired.

Resolution — the number of pixels per square inch on a coergygnerated display.
The higher the resolution, the clearer the picture.

Sequence time- an option for interval time defining. It is usedsome GuardNVR
functions.

Server— a computer in a network that is used to proveteises (as access to files or
shared peripherals or the routing of e-mail) teeottomputers in the network.

Slider — an interface element that provide the handling @manging of the certain
parameter.

Snapshot— an image of a certain video moment.

Software — the set of programs, procedures and relatedndetation associated with
a computer system. Specifically refers to comppteigrams that direct and
control the computer system’s activities.

Streaming — an option for activity detection of the camettaat thave been watched in
live view.

SVHS (Super Video Home System) — a high-quality videaomfat that has higher
resolution than normal VHS. It must be played andeocassette recorder that
supports the SVHS format, and to see the sharpagemesulting from the
higher resolution, it must be played on a high-igsan television set.

System configuration— the specific components in your system (sudheserminal,
printer and disk drives) and the settings thatreefiow your system works.

System downloads— a function that allows downloading GuardNVR cemed
software.

TCP/IP — these two protocols were developed by the Uiany to allow computers
to talk to each other over long distance netwolfRgs responsible for moving
packets of data between nodes. TCP is responsibkefifying delivery from
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client to server. Nowadays these two protocols wmed in the Internet for
providing data transmitting mostly.

TCP Server Port —is used to allow external users to receive alagonairol PTZ
cameras, send commands, etc.

UDP Streaming Ports —are used to transmit video streams. GuardNVR a@oos
necessary amount of ports from range 4096-4223trmmdmit video streams
by means of them.

UDP Datagram —is the packet (datagram), on which video streardiveded for
proper transmission through the network.

VHS (Video Home System) — the standard home videodasieeinat, which has 1/2"
videotape and up to 160 minutes playing time.

Video card — acircuit board fitted to a computer, containing thecessary video
memory and other electronics to provide a bitmagpldy. Adaptors vary in
the resolution (number of pixels) and number obothey can display, and in
the refresh rate they support. The monitor attddbethe adaptor also limits
these parameters. A number of such display stdada.g. SVGA, have
become common and different software requires ppaus different sets.

Video memory—an amount of the video card memory.

Virtual Patrol — this function allows camera inspecting of thH#edent sites at the
given times. It allows active 24 hour monitoringabig area with only one
camera.

Window — a portion of the screen that can display its @pplication or document.
Often used to mean a Microsoft Windows window.

Windows XP — an operating system based on the windows effetated by
Microsoft Corporation.
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