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1 Introduction

GuardNVR is a unique digital video surveillance usimin, which combines three major
functions in one Network Video Recorder (NVR) orgibal Video Recorder (DVR): local
digital recording, multiplexing and simultaneousngmission of the video via existing
networks (TCP/IP). To a standard GuardNVR, up tc@®eras can be permanently recorded
while multiple operators at different locations thre network are accessing the GuardNVR
network video server.

Being a networked device, GuardNVR utilizes two ibagrinciples of the
Internet/Intranet technology:
GuardNVR works over the TCP/IP network protocol,ickhprovides maximum
connectivity. This means that the existing computetivork infrastructure can be
used eliminating extra installation expenses.
GuardNVR uses a web-based user interface to viesvithages, recordings, etc.
More specific it uses Microsoftiternet Explorer.

w

Remote and Local Monitoring

To remotely monitor the connected cameras, 1
GuardNVR uses Web Browser technology. Tc
locally monitor video, the GuardNVR also
provides a local interface via a PC monitor
directly connected to the GuardNVR. This loc:
interface allows an operator to see live video
from the connected cameras without the need
additional client computers on a network.

Continuous Activity-Based Recording

By default, a GuardNVR continuously records all gas from all the connected cameras
based on activity detection. In this case, only ement is recorded. If there is no movement,
no recording takes place. If necessary, the GuaRIN&h be set to record continuously.

Intelligent Storage Option

GuardNVR uses a first-in/first-out (FIFO) overwrgeinciple. Once the disk is full, the oldest
images are overwritten.

Semi-Continuous recording (recording based on iggtoetection) allows a GuardNVR to
store pre- and post-alarm video. Pre- and Postralaiages are often more important than the
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images at the time of the alarm event itself. Up tminutes of pre- and post-alarm video can
be stored per event.

GuardNVR makes a distinction between common agtivécordings and pre/post alarm
recordings. In the way that, alarm recordings havagher storage priority and will not be
overwritten by non-alarm recordings.

The GuardNVR is operational even when no live naymg occurs. While the
ﬂ GuardNVR continuously records images from all tameras, video is transmitted

from the server to the cliednly when an Internet browser is connected to
GuardNVR and someone is live-viewing images frora onmore cameras.

e

1.1 Equipment checklist

The following items you'll find on the GuardNVR itadlation CD/DVD.

GuardNVR4 Video security software suite

Adobe Acrobat Reader 8.0 or higher

GuardNVR Installation manual in PDF format

GuardNVR User manual (=WebCCTV User manual) in P@@mat
Remote POS Monitor Guide in PDF format

Quadrox POS Printer manual in PDF format

Alarm Component Installation manual in PDF format

1.2 Minimum system requirements

The following system components are the minimunuiregnents for a proper GuardNVR
operation:

Hardware
Intel Dual Core or higher
2048 MB RAM
256 MB RAM on the video card

Operating System
Windows XP Pro Service Pack 3
Windows Vista
Windows 7

‘_l_' 64-bit Operating Systems are not yet supported.

Software and MS Windows components
Internet Information Services (IIS)
Internet Explorer 7 or higher
DirectX 9.0c

Media players and codecs
Windows Media Player 11
Windows Media Formats 11
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S. Some useful downloads are available in 8ystem Downloadsnenu. See the User
v_!v Manual for more information.

2 Getting started

This chapter provides information to get you sthusing your GuardNVR. It covers the
following topics:

GuardNVR 1IS Split.
Installing GuardNVR.
Starting up for the first time.
GuardNVR in the network.
Testing GuardNVR.

2.1 GuardNVR IIS Split

As stated before, the GuardNVR application is &wedp application which increases the
flexibility and connectivity considerably. This walpplication is managed by IIS (Internet
Information Services) which is installed on a cotepwf choice which can run IIS.

e Versions prior to version 4.0.8.0 only have thdighio install IS on the Video
"lv Server itself.

By having the option to install the web applicat{gy using IIS) onto a computer of choice, it
is possible to simplify the connection and scalgbdf the global security installation as the
server itself and the web application don’'t havedanstalled on the same unit.

In the beginning of the installation, you will belato choose whether to use the split
functionality or not. You must choose one of théaps: typical or custom. ThEypical
(single server)option will install the web application and thel®o server on the same
machine.

WebCCTY 4.1.7.6 Setup — X

Setup Type

Choose the setup type that begt suits your needs. |

Click the type of Setup you prefer,

¢ Back I HMext I Cancel l

Setup Type Selection Screen

If Custom (multiple serverg is selected, there will be three possible options
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Video Server with User Interface Server (default}- Both the video server and the

web application will be installed on the unit. QptiTypical (single server)or first
option in the Custom menu.

This is the default installation and recommendegif have only one GuardNVR

‘l’ system.

Video Server without User Interface Server -Only the Video Server is installed.

This means you have installed the Web Applicatldsef Interface) on another system.
Option Custom (multiple severs).

User Interface Server without Video Server -Only the Web Application is installed.
Ideally this web application will be used as thatcal web application for all the
GuardNVR systems in your network. OptiGastom (multiple severs).

You can choose one of the three options duringinbllation of your system by
@ selectingCustom. Ask your installer for more information if youdi't install the
system yourself.

GuardNVR 4.1.0.0 Setup

Setup Type y
Choosze the setup type that best suits your needs.

Click the type of Setup you prefer.

1. Video Server with User Interface Server [default) Deseription
2. Wideo Server without User Interface Server Both the Video Server and the
3 User Interface Server without Wideo Server Web Application [Iser Interface]

will be installed on the unit. This iz
the default inztallation and
recommended if you have only
ohe spsten.

< Back Hest » | Cancel

Setup Type Selection Screen

The following pictures give you an idea how it werk
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Legend: —— Web Pages
—— Streams + Login

Centralized IIS Server on a Video Server

Let us explain how this works in reality!
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If you have multiple Video Servers installed andénanstalled a centralized IS server (On
one of the Video Server or even on a separatetR€),you can connect to each Video Server
by connecting first to the centralized Web Applicatby typing the IP of that unit. At that

time you can choose which server you want to canieea the network from the extended
logon screen. In this case you only need to rememie I[P address to connect to all your
GuardNVR servers.

This means that when you connect to a Video Sé¢hatralso has the Web Application
installed you will need the basic logon screen shoelow:

Please enter your Login and Password.

Login: Administratar
Password: sessssnnes
QK Cancel Options ==

Basic Logon Screen

If you want to connect through the centralized V&elover, you have to use the extend logon
screen by clickingptions. There you select or type the video server IP NEMame:

d For more information about the configuration ofteetup, see chapte3.7.
Vl" Network Video Recordersof the GuardNVR User Manual.

You can choose which server you want to use addfault server to connect to. For

()
l more information, see chapt@3.7.Network Video Recordersof the GuardNVR
A4 User Manual.

Please enter your Login and Password.

Login: Administrator
Password: ssscncnsne
Domain:
NVR address: |
default MYR (localhost)
(0]39 Cancel  Server1 (1001041
Server 2010010420
Ot zerver 1 (10001043
Ot server 2 (10.0.10.44)

Extended Logon Screen

When you choose to install and manage the Web éapdin on your GuardNVR server or
one of your GuardNVR servers, IIS has to be instbéls stated before.

If 1IS is not yet installed, follow the steps below

1. Switch on your computer and login as an Adminisirat
2. Insert Windows installation CD into your CD/DVD de.
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3. Click Start->Settings->Control Panel->Add/Remove ProgramsChoose there
Add/Remove Windows Componentsab.

Windows Components Wizard @

Windows Components
You can add ar remave components of YWindows =P,

To add or remove a component, click the checkbar. A shaded box means that only
part of the component will be installed. To zee what's included in a component, click,
Details

LComponents:
QIntemetExp\orer 00KE A

22 Intemet Informaticn 5]

O Eg] Management and Moritoring Tools 20MB
[ & Message Dueling 0.0ME
ol % M5 F srlarer 7M. ¥

Description:  Includes web and FTP support, along with support for FrontPage,
transactions, Active Server Pages, and database connections.

Total disk space required: BE5 MB
Details...
Space available on disk: 16801.4 MB

[ < Back ” Mext » ][ Cancel ]

Windows Components Wizard Screen

4. Selectinternet Information Services (11S) item in the window that appears and click
Next.

5. After installation is completed clidkinish.
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2.2 Installing GuardNVR

To install GuardNVR follow the steps below:

1.
2.

3.

T

Insert GuardNVR installation CD/DVD into your CD//drive.

If Autorun is disabled go tly Computer and double-click on the drive icon that
corresponds to your CD-ROM.

Wait while installation procedure is loading antkciNext button in the screen that
appears.

Carefully read théicense Agreementand clickYesif you agree.

For a default installation, select Typical. Fonstom installation, select Custom. Click
next. If you selected custom, you need to defiretype of installation in the window
that appears and clidkext.

There are three possible options:

Video Server with User Interface Server (default}- Both the video
server and the web application will be installedtos unit.

This is the default installation and recommendegif have only one GuardNVR
system.

Video Server without User Interface Server -Only the Video Server is
installed. This means you have installed the Wepligation (User
Interface) on another system.

User Interface Server without Video Server -Only the Web Application
is installed. Ideally this web application will beed as the central web
application for all the GuardNVR systems in youtwark

You have to choose one of the three options dutieginstallation of your system.
Ask your installer for more information if you didimnstall the system yourself.

GuardNVR 4.1.0.0 Setup

Setup Type ,.M
Choose the setup type that best suits your needs.

Click the type of Setup pou prefer.

1. Wideo Server with User Interface Server [default) Deescription
2 Video Server without Uzer Interface Server Both the Video Server and the
3. Uszer Interface Server without Video Server Web Application [User Interface]

will be inztalled on the unit. This is
the default inztallation and
recommended if you have anly
one spstem.

< Back Mest > | Caticel |

Setup Type Selection Screen
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6. Choose the destination where GuardNVR will be ifesfeand clickNext. If the folder
not yet exists, it will ask to create it. Clidtesin order to create it.
7. Choose the destination for movie storage in the window.

Movies storage

Chooze destination location .

Select folder where Setup will install files, l - -

Please enter the location where you would like to keep the recorded movie files.

“r'ou may type in a new folder or click Browse to select & different location.

Thiz place zhould have a minimum size of 1GE.

‘We suggest that you allocate as much disk space az possible to masimize your recording
tirme but in no event should it be less than 1GE.

Movies folder

|C:\Program Files\Quadros\GuardMyYR\Movies Browse...
Available free disk space (inGB]: |16

Amaunt of disk zpace to reserve for the recordings [in GEY |9
[enter O for whole disk usage)

< Back Hesxt » | Cancel |

Movies Storage Screen

@€

It is recommended to make a separate disk partiiGgtore movies.

8. In the same window you are able to choose the atajuhe disk space reserved for
movie storage, by default 1 GB (Gigabyte) is spedif

L It is recommended to reserve as much disk spapesaible for movies. This value
!l' defines how fast GuardNVR will rewrite the storedeo footage.

9. Click Next.
10.Choose the appropriate GuardNVR shortcuts by setetite corresponding
checkboxes. ClicNext.

GuardNVR 4.1.0.0 Setup

Shortcuts t&
Specify where would you like to have shortcuts to GuardMYR and - -
the link. to the web-application. ‘

Pleaze mark the checkboxes for the desired items:

v Start GuardM'R automaticallg

[v GuardNYR links on the D esktop
v GuardN%R links in the Start Menu
v Use GuardMVR website as the default

< Back Mest » | Cancel

Shortcuts Screen
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11. In the last window clickNext once more in order to start the installation.

The installation process will ask you to allow nraksome changes in the Windows
o FireWall. The following ports will be opened autaimally:

‘l.' 1. TCP Port 80: httpa

2. TCP Port 1518: GuardNVR control connection
3. UDP Ports 4096 till 4223: GuardNVR video streaming

12. Enter yourActivation Code that is generated based on the Authorizafiode after
initial installation and clickNext.

Activation

Product activation information ' M
Enter pour activation code.

Authanization Reguest
|ADA03CE§B-‘I Ga&7BOA2-9C1521 CC-8584FEAT

Activation Code

Y'ou may leave the Activation Code field empty and register your product later.
p to 30 daps from the first installation date of GuardMVR is available for evaluation.

Nest > | Cancel

Activation Screen

e You are able to enter the activation code durimgitistallation, during the first
"l" GuardNVR launch or even afterwards.
To get your Activation Code contact the Quadroesalepartment.
()
l Store your activation code somewhere or write iadabel stuck on the inside of your

Server. This code always stays the same and isedesghin if reinstallation of the
GuardNVR software is required.

13. SelectRestart the computer nowand clickFinish.
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2.2.1 Trial mode

You are able to use GuardNVR in trial mode. To delgck Continue Trial during the launch
of the GuardNVR web application in the Activatiareen.

WebCCTV Activation B

Please, activate your copy of WebCCTV software

Authorization Request:

Activation Code: |

[(1Don't show this message during the Trial period

Continue Trial Cancel

Activation Screen

Trial mode is valid during 30 days starting frore thitial installation. After 30 days you
won’t be able to use GuardNVR and need to actitreesoftware. Contact the Quadrox sales
department to get an activation code.

You can see the remaining trial days in the rigptc¢orner of the GuardNVR web application.

TRIAL MAODE, 30 daw=) left — QATESTAAdministrator — Twesday, 20 Feb 2008 A

To activate or upgrade your GuardNVR server, gditieo Manager -> Info and click
Update. Enter your activation code in the window thategms and confirm.

L You can activate your GuardNVR server during iatain, in trial mode at start up
‘l’ of the GuardNVR web application or afterwards ascdbed above.
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2.3 Starting up for the first time

This chapter provides information on the followtogics:

Desktop icons overview
Logging on to GuardNVR server
Changing password

Setting time

Changing keyboard settings
Adjust screen resolution

2.3.1 Desktop icons overview

GuardNVR Server’'s Desktop

The following shortcuts should appear on your dgskifter GuardNVR installation

Start Video Server. By double-clicking this icon, the user can stare th
GuardNVR’s video server. If the video server iseafty started, doubldicking
doesn’t change anything.

0 .
=

Stop Video Server.By double-clicking this icon, the user can stop @uardNVR'’s
video server. If the video server is already stopp®uble-clicking doesn’t change
anything.

Video Browser. By double-clicking this icon, the user starts theardNVR web
application on the local GuardNVR video server.

R
m

Video manager.By double-clicking this icon, the user starts thea@NVR web
application on the local GuardNVR video server. Bgstem can be managed and
configured here.

Local Application. By clicking on this icon in the system tray, theeusan access
the GuardNVR local application.

2 @ 5
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2.3.2 Logging on to GuardNVR server

GuardNVR software uses the Windows Authenticatistean. Since the Windows main
administrator is an administrator of GuardNVR, ywa able to log on under its credentials.

S If you're logged on to Windows with an account tlsaélso registered as user in

Tl"’ GuardNVR, you will be logged on automatically whegrening the web application.

To create GuardNVR users, see chapterUsersof the User manual.

2.3.3 Changing password

To change the Administrative password, follow tteps below:

Go toStart -> Control Panel.

When in Control Panel, selddser Accountsfrom the right-hand list.
In the User Accounts screen, selectAlgninistrator user.

Click Change my password link.

Enter your current password.

l The default Administrator password is webcctvnvr.
A&y

® The default Administrator passwordw&bcctvnvr. If you have an ‘AZERTY’

l keyboard, it becomemebcctvnvr. SeeChapter 2.4.5how to change this to Azerty
=y settings.

Enter a new password and confirm it.
Click Change Password button to save new Admindti@ccount password.

When you change the Administrator password in Wiveldhe Administrator
S. password of the GuardNVR application is automdiiaaianged to this password.
1-_17 This means also that when you change your passwang GuardNVR application,
that your Windows password will be changed autora#si!

2.3.4 Setting time

For proper functioning of GuardNVR, it is very intpmt to use the appropriate Time Zone
setting because the movie recordings are alwaysdsia local time This can be done in two
ways, or by theGuardNVR application configuration (See GuardNVR User Manual
Chapter 3.3.10 Time Synchronisatiol or by thewindows OS configuration

e We strongly advise you to use the GuardNVR appboatvay as this is the easiest

‘;17 way to configure your time settings.
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2.3.4.1Through GuardNVR Web Application

Time synchronization allows you to synchronize tiomeall devices connected to your unit
(e.g. cameras) and synchronize your server wifeaiic time server. This can be done by
going to theSettingsmenu in the/ideo ManagerWeb Application and selecting tiéme
Synchronisationlink in the top bar

Cameras Alarms POS  Storage Manager  Single View Mosaics  Network Video Recorders  Network Settings  Certificate Management  Time Synchronization

Time Synchronization

Please choose fime synchronization type

O IP address:

© DNS name: pool.ntp org

Apply

Time Synchronization Screen

There are three options:

D U

Use video server as a (proxy) time server The unit will synchronize with an
external time server if configured in the bottonntpd the screen. If empty, the unit
will act as a time server for itself and the cortedalevices (e.g. cameras).

Synchronize all devices with an external time serve- The unit and all the
connected devices (e.g. cameras) will be syncheonizith an external time server.
Configure the IP address or DNS name of the extéima server in the bottom part of
the screen.

Manually configure time synchronization on each dei¢e separately (not
recommended)- No synchronization at all is performed, neitfogrthe unit nor for
the connected devices (e.g. cameras)

If your unit is part of a domain, this menu willtrize available. The unit and
connected devices (e.g. cameras) will be synchedrsmitomatically with the Active
Directory of the domain.

Click Apply to save the settings.

2.3.4.2Through Operating System (XP or Vista)
23.4.2.1 Changing time zone

To change the time zone, follow the steps below:

In Control Panel, in the left upper corner click the link ‘Switch €lassic view'.
When in classic view, selebate & Time from the right-hand list.

On the Date and Time properties dialog, selectdhéTime Zone (XP) or click
‘Change Time Zoné (Vista)

When in the Time Zon€ menu, select the correct time zone.

Click OK to save the ‘Date and Time’ changes.
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To adjust the Date and time manually follow thgstbelow:

In the Control Panel, in the left upper corner click the ‘Switch to €$&c view’ link.
When in classic view, selePate and Timefrom the right-hand list.

On theDate and Time propertiesdialog, select theDate & Time’ tab (XP) or click
‘Change Date & Timé (Vista).

When in the Date & Time’ menu, set the correct date and time.

Click OK to save the ‘Date and Time’ changes.

2.3.4.2.2  Time synchronization

Synchronize your computer time with the atomic klan the Internet for the best time
accuracy.

Optionally the installer/user can configure a GD&/& to synchronize its time and date
automatically on a regular basis using a so-cdll@tie Server’. These special servers exist
often on bigger corporate networks or on the Irderio set this up, follow the steps below:

Click Settings -> Control panel

In Control Panel, in the left upper corner click the ‘Switch to €&c view’ link.
When in classic view, selePate and Timefrom the right-hand list.

On the Date and Time properties dialog, selectdhéinternet Time’ (XP) or click
‘Change Settings(Vista).

Check the boxSynchronize with an Internet time servet.

Enter thename or IP-addressof a known time server into the 'Server' edit dgate
that when using a name in the IP-address settintieduardNVR server, a correct
DNS IP-address should be supplied. Otherwise tisenwill never be resolved/found.
If you use an IP-address there is no need to peaiDNS server.

Click OK to save the ‘Internet Time’ changes.

The default Internet Time Server is time.windowmg¢dowever you can use other
time servers for synchronization, such as thoseiged below:
‘1!" time.nist.gov (IP-address: 192.43.244.18)
utcnist.colorado.edu (IP-address: 128.138.140.44)

>

Make sure that there is no computer in the netwotik the same IP address.

2.3.5 Changing keyboard settings

Follow the steps below:

In Control Panel, in the left upper corner click the link ‘Switch €lassic view'.
When in classic view, seleBegional and Language Optiongrom the right-hand list.
In theRegional and Language Optionglialog, select thd_anguagestab.

When on thellanguages tab, click the Details’ button. The following window
appears:
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In theText services and Input languageslialog, add the desired keyboard layout.

Text Services and Input Languages 21X

Defaultinput language
Selectone of the installed input languages 1o use when you start your
computer.

Installed
Selectthe senices thatyou wantfor each input language shown in the list Use
the Add and Remave buttans to macify this list

English (United States)
Keyboard
+ us

FRussian

Keybosrd

Russian
Remove

Preferences

LanguageBar. | [ Keysetings |

Keyboard Settings Screen

After adding the new keyboard layout, delete thepkeyboard layouts.

Use the ‘Default Input Language’ combo box to sellee keyboard layout you added.

Click OK to change the keyboard layout.
In theRegional and Language Optionglialog, select theAdvanced tab.

Select youtanguagein the upper list box and enable the check booffiault user

account settings Click OK or Yesfor all pop ups.

Changing keyboard settings on Vista is almost #mes Please check your OS

manual for more information if necessary.

Regional and Language Options . [

HegionaIDptionsl Languages Advanced I

2l

= Language for non-Unicode programs

Thiz spstem zetting enables non:Unicode programs to display menus
and dialogs in their native language. It does not affect Linicode
programs, but it does apply to all users of this computer.

Select & language to match the language wersion of the nonnicode
programs #oL want bo use:

| Dutch (Belgium) =

- Code page conversion tables

10000 [MAC - Faman) il
[ 10001 [MAL - Japanese)

O 10002 [MAL - Traditional Chinese Bigh)

O 10003 (MAL - Korean)

[ 10004 [MAL - Aeabic)

[ 10005 [MAL - Hebrew] _:]

r— Diefault user account zettings

v pply all settings bo the curment user account and bo the default

wzer profile

ok, I Cancel |

Apply

Change Default User Settings : L

&

Yau chase ko apply these setfings ko the defaulk user profile.

x|

These changes will affect thelogon screen-and all new user accounts. Some:system services may requite wou ko

restart wour computer befare the changes will kake effect.




C— £

L Thie required files are already installed on your hard disk. Setup can use these existing files, o Setup can recopy
\3() them From your original Windows CO-ROM or from a nebwork share,

‘would wou like to skip file copying and use the existing files? (IF wou click Mo, you will be prompted kainsert wour
windows CO-ROMor to supply an alternate location where the needed files may be found.}

Click OK to save the ‘Regional and Language Optiaianges.

2.3.6Adjusting screen resolution

To adjust the screen resolution, follow the stegisw:

&

Click Start-> Settings-> Control panel-> Display

On theSettingstab, undefScreen resolution drag the slider, and then cligpply .
When prompted to apply the settings, clOK. Your screen will turn black for a
moment.

Once your screen resolution changes, you have d&dnds to confirm the change.
Click Yesto confirm the change; clicklo or do nothing to revert to your previous
setting.

Eackgroundl Screen Saverl Appearancel wieh | Effects :

Display:
Flug and Play kManitor an NYIDIA GeForce2 Me/ix 400

Color. Screenaea—————————————
Pnue Ciolor (32 bit] | F—BSS — J— hore

1024 by 768 pixels

lroubleshoot...l Advanced... |

0] 4 I Cancel | Apply |

Display Properties Screen

A higher screen resolution reduces the size oftdms on your screen and increases
the relative space on your desktop.

Your monitor and video adapter determine how higln gan change your screen
resolution. You may not be able to increase theluéisn beyond a certain point.

Changes to screen resolution affect all userdalgadn to the computer.
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® Only the recommended screen resolutions are listedadditional settings, click the
Advanced button on theSettingstab, click theAdapter tab, and then clickist all

‘1' Modes Select the resolution, colour level, and refregh you want.

S. For Vista users, please check the OS manual. Thiégooation differs slightly but
1-_!7 the idea behind the configuration stays the same.

2.4GuardNVR In the network

2.4.1Network overview

This chapter gives the schematic representatiadiehetwork camera and WebCCTV NVS
connections. To connect your network camera and piderly look at the following figure:

S <
)

Analogue WebCCTV NVS
Camera

Network g
Camera 1 — N\
tmer o == 1 L-(WAN/lntemet )
Switch Router Ny, Remote
Computer
LAN
WebCCTV NVR

Client PC

Connecting Network Camera and WebCCTV NVS Scheme&o

To configure your network camera, please refer he manufacturer's manual
supplied with the network camera.

y
‘_o

To add a network camera to GuardNVR (WebCCTV NVRhis scheme), refer to
the Camera Wizard chapter in the User manual.

Please note that a list of all supported camerashbedound inAppendix C.

Analogue cameras can also be connected directlyet@suardNVR when a digitizer
card is present on the GuardNVR.

(s e (s |
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2.4.2Connecting GuardNVR to the local network

When you start your GuardNVR system, your operasipgfem detects your network adapter
and automatically starts the local area connectibrike other types of connections, the local

area connection is created automatically, and yonad have to click the local area connection
in order to start.

S. A local area connection is the only type of conmecthat is automatically created
1'_!7 and activated.

To establish connections of another type followdteps below:

1. Click Start -> Settings-> Control panel -> Network connections

2. In the Network connections window clidkile-> New connection You'll see the
following window:

New Connection Wizard

Welcome to the New Connection Wizard

This wizard helps you:
* Connectto the Internet.

* Connectto a private network, such as your workplace network.

To continue, click MNext.

[ Next > l [ Cancel ]

Network Connection Wizard Screen

Follow the prompts the network connection wizarovites to define your unit in the network.

8. For obtaining more detailed information about yaetwork settings, please contact

‘-lv your system administrator or check the OS manual.

2.4.3Assigning IP address

If you cannot use DHCP or APIPA for IP address auldnet assignment, the IP address for

the Windows OS-based client must be manually canéid. The required values include the
following:

An IP address for each network adapter installethercomputer.
The Subnet mask corresponding to each network edsjdcal network.
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S. In order to facilitate remote connections to Guaréi\ it is recommended you use a
1-_17 static IP-address

To manually configure an IP address on Windows fdiyw the steps below:

Click Start->Settings->Control Panel

In Control Panel, selettetwork and Internet Connections

On the Network and Internet Connections sheetcsiletwork Connections

In Network Connectionsgjght-click the local area connectionthat you want to
modify.

SelectProperties.

On the General tab of the Properties sheet, skleznhet Protocol (TCP/IP).

Click Properties.

On the General tab of the TCP/IP Properties ske&dct theJse the following IP
addressoption.

Enter theP address subnet mask anddefault gatewayfor the selected adapter in
their respective text boxes. The network administrenust provide these values for
individual users, based on the IP addressing scli@nyeur site. The value in the IP
Address text box identifies the IP address for tiesvork adapter. The value in the
Subnet Mask text box is used to identify the neknlbrfor the selected network
adapter. If needed, tH2NS server addressan be entered also.

Click OK to save the IP addressing information.

Click OK to save the connection properties.

8. For Vista users, please check the OS manual. Thiégooation differs slightly but
T_!-:r the idea behind the configuration stays the same.

2.4.4Firewall configuration

The following ports need to be opened for connestiagyoing towards the
GuardNVR:

. 1. TCP Port 80: Web application
l 2. TCP Port 1518: Control connection
&’y 3. UDP Ports 4096 till 4223: Video streaming
4. TCP Port 3389: Remote Desktop connect{@ptional). Frequently asked by
support when you have an issue)
5. TCP Port 5666: Q-Monitor Service.

RTP uses two UDP ports per stream (versus one anott streaming format in
versions prior to V4.0.0.0), one for RTP (the viddream itself) and one for RTCP
° (QoS signal stream), limiting the software to a maxn of 64 concurrent streams.
l This number can be limited (e.g. for security psgx) or extended using tBettings
=" > Network settingspage. In that case, Quadrox recommends you to @pember of
spare ports to avoid switching issues, e.g. 4 pextsea. The first port in the range
should be even.

Like all applications which communicate over netk&rGuardNVR uses communication
channels to pass data (commands, video, web-pates,.) back and forthThe network
language that the GuardNVR uses is called TCP/IPThis is not a unique language but a
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family of related network languages, called networtitocols. These TCP/IP protocols are the
network protocols used on the Internet and on metstorks throughout the world today.
GuardNVR uses two protocols specificall€P andUDP.

A communication channel on a TCP/ifetwork can be represented as a tunnel with two
endpoints. The two programs communicating with anether are each said to be at each
endpoint. These endpoints are calbexits.

When the two programs communicating with one amotme not located on the same
corporate network (like most communication betwagwogram on a client PC and a program
running on another computer on the Internet), ofteste is some kind of guardian device in
between them. These guardian devices are chlledvalls. Their job is to guard all network
communication between the corporate network andiritexnet and block certain unwanted
communications while allowing the desired commutiicato pass.

There are several levels on which a firewall caargunetwork communication. The most
common way is to allow or disallow certain portdowused, depending on which applications
are allowed to communicate.

A firewall guards a port in a certain direction. @munication that is initiated from the
Internet towards the corporate network is callezbining traffic, while communication from
the corporate network towards the Internet is dadletgoing traffic. Note that thieitiation of

the communication is important: once a connect®made, data can be transferred in both
directions.

Let’s apply this principle to GuardNVR network comnication. The GuardNVR client (the
ActiveX component embedded in Internet Explorethat client machine) will try to create
network connections to the GuardNVR server. Thenteagd result of these connections will be
video data streaming from the GuardNVR server ® @GuardNVR client, but since the
GuardNVR client initiates them, they are referredas connections towards the GuardNVR.
From the client perspective, it is outgoing trgfirhile for the server it is incoming traffic.

S. In order for the GuardNVR to function correctlyetlappropriate ports need to be
v_!v opened for communicatidowards the GuardNVR.

There are three port configurations to perform:

1. TCP Port 80: to allow external users to see the web interfaeTP traffic). This port
is usually opened by default.

()
l Some ISPs block port 80. Please inform yourself.
&y

2. TCP Port 1518 to allow external users to receive alarms, cdrRMZ cameras, send
commands, etc. This is called the GuardNVR corsigral.

3. UDP Ports 4096 till 4223 By default the GuardNVR uses a range of UDP pfturts
transport video streams. These UDP ports are stehing all the time. The GuardNVR
software enables them at random to enhance security

()

Typically when the UDP ports are not opened colygthe user only sees the web-
Tl" interface but no live images.
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To allow Quadrox support personnel to get remotescto the WebCCTV, TCP Port

3389 needs to be opened for Remote Desktop Connecti

"l" If the Video Server is monitored by the Quadrox Marng Department, TCP Port
5666 needs to be opened.

A firewall can be placed on several positions ia tietwork. The most common place is at the
edge of the corporate network, or in other wordsvben the corporate network and the
Internet. Recently it also became popular to pafeswall to protect the network traffic from
a single computer. A firewall that is placed betwélge computer and the network is referred
to as a ‘Personal Firewall’ application.

In practice, a corporate network firewall is oftategrated with the router connecting the LAN
and the internet. For more information on routesse the section on connecting the
GuardNVR to the internet. A personal firewall ista@re running on the computer that it
protects. Personal firewall applications can bé¢alied separately but are also included in the
Windows XP operating system (Service Pack 2) ortaviand in many virus protection
software packages.

There are several scenarios where firewall confityoin is necessary:

1. A user on a corporate network or at home behintbadband router wants to access a
GuardNVR on the Internet
2. A user on the Internet wants to access a GuardNWR aorporate network.

These situations are explained in more detail énstction on how to connect your GuardNVR
to the internet. If a user on a corporate netwosdats to connect to a GuardNVR on another
network, a logical combination of these two sitaasi can be applied.

1. A user with a personal firewall application on hiemputer wants to access a
GuardNVR on the corporate network or on the Interne
2. There is a personal firewall application instaltedthe GuardNVR.

2.4.5Connecting a client

2.4.5.1IMinimum client requirements

Operating system
Windows XP SP3
Windows Vista
Windows 7

()

‘_l_' 64-bit Operating Systems are supported.

Hardware
Intel Dual Core or higher
1024MB RAM
128 MB RAM on the video card

Software
Internet Explorer 7 or higher
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DirectX 9.0c
VC++ 8.0 runtime library

Media players and codecs
Windows Media Player 11
Windows Media Formats 11

e Some useful downloads are available in 8ystem Downloadsnenu. See the User
‘l’ Manual for more information.

In case you are using WebCCTV Network Video Sen(dl8S) or have IP cameras that
stream in MPEG or H.264, a codec also needs to$talied. We advice you to install the
Quadrox Codec Packwhich can be found in the System Downloads meme (3ser Manual
for more information) or on the support pagesvaiw.webcctv.com

2.4.5.2Client configuration

Hardware video acceleration

In order to enjoy all the features of GuardNVR, Hadware acceleration of your video card
needs to be enabled.

1. Right click on the desktop and chogwseperties.
2. Select thesettingstab and click thé&dvanced button.

Backgrnundl Screen Saver' Appearancel Wweb | Effects 3ettings |

Dizplay:
9903023169MOKIA 44645 on MYIDIA GeForce2 MM 400

LColors Screenarea——————————————
|7|True Color [32 bit] j |7Less p— J_ Mare

1152 by 864 pixels

ifroubleshoot.il  Advanced.. |

(n] 4 | Cancel | Apply |

Display Properties Screen
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3. Choose thdroubleshooting tab and put the hardware acceleratioRub.

9909023 169NDKIA 446X5 and NYIDIA G 2 x|
Color Management I @23 GeForce M/M= 400 |
General | Adapter | tanitor Troubleshooting

D Are pou having problems with your graphics hardware? These
settings control how Windows uses your graphics hardware. They
—  can help you to troubleshoot display-related problems.

—Hardware acceleration

M anually contral the level of acceleration and performance supplied by
your graphics hardware. Uge the Digplay Troubleshooter to aszist you in
making the change.

Hardware acceleration: Mone :

All accelerations are enabled. Use this setting if your computer has no
problems. [Recommended)

u] I Cancel | Aoply I

Troubleshooting Tab Screen

L Sometimes the support department will ask you tathps setting to None in order to
vlv customize your system for particular use scenarios.

Firewall

If you have a personal firewall, configure it aatog to chapter 2.5.4. The ports for outgoing
connections should be opened.

e A personal firewall is included in Windows XP SewiPack 2 or Vista and also in
"l" some virus scanners. Separate firewall softwargt®as well.

° The personal firewall in Windows XP Service Pacar@l Vista has all outgoing and

l necessary incoming connections open by defaulteXNi@ configuration is necessary
=y in this case.

Internet Explorer settings

Make sure that Internet Explorer allows the inatadh and execution of signed ActiveX
components.

Make sure you are logged on to Windows as an Adstrator.

Go to theTools Menu. Choosénternet Options.

Go to theSecurity Tab.

Click the Sitesbutton, deselect the https checkbox and add yoardNVR to the
trusted sites list. ClicloK.

Click theCustom levelbutton at the bottom.

Set the following options t@nable’ or ‘prompt’ :

Download signed ActiveX controls (prompt)

PwpPE

No o
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8. Run ActiveX controls and plug-ins (enable)
9. Script ActiveX controls marked as safe (enable)

S Adding your GuardNVR to the trusted sites is regdito guarantee that all necessary

‘-lv communication can be established with the GuardiN¥iRer!
Anti-virus and anti-spyware/malware software

Make sure that your anti-virus and anti-spywareyvaa¢ software is set to...

1. Allow the GuardNVR ActiveX component to install aedecute. (See also Internet
explorer settings)
2. Allow scripts to be executed.

The web application of the GuardNVR relies heawityboth issues.

2.4.6Connecting GuardNVR to the Internet

2.4.6.1Creating a network connection

When you start your GuardNVR, Windows XP or Vis&tatts your network adapter and

automatically starts the local area connectionikénbther types of connections, the local area
connection is created automatically, and you dohaet to click the local area connection in

order to start.

9. A local area connection is the only type of conimgcthat is automatically created
1-_!7 and activated.

To establish connections of another type followdteps below:

Click Settings-> Control panel -> Network and Internet connections

In the Network and Internet connections windowlckdile-> New connection You'll
see the following window:

New Connection Wizard

Welcome to the New Connection Wizard

This wizard helps you:

* Connectto the Intemet.

* Connectto a private netvork. such as yourworkplace network,

To continue, click Next

[ new> | [ cConcel |

Network Connection Wizard Screen
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Follow the prompts the Network connection wizaredvpdes to define your unit in the
network.

S For obtaining more detailed information about yoetwork settings please contact

‘1!" your system administrator or check the OS manual.

2.4.6.2Router and firewall

To fully understand this section it is importantkioow what the difference between a router
and a firewall is.

A firewall is the piece of software that takes care of gagrthe network communications.
Sometimes the term ‘firewall’ refers to the machiperforming firewall tasks. This is
confusing and in fact incorrect: normally a firelmal not a piece of hardware, but a program
running on that hardware.

A router is a piece of hardware that embodies the physmahection between two different
networks (e.g. your local network and the Interniét)edirects (“routes”) data so that it arrives
at the correct place. A router is a hardware devied its functionality is controlled by
software that runs on the router.

Sometimes the routing functionality is provided dyroxy server, bridge or gateway. While
these are not the same as routers, they can beélemt as such for the discussion in this
document.

Router software can have firewall capabilities.other words, the router software

can have, apart from its normal capability to catneo networks and redirect data,

the capabilities of inspecting, allowing, and dewgycertain network communication.
@ As an example, most broadband routers (ADSL, SD&kbhle modems, etc)

o nowadays have firewall capabilities and are alsodgoesed as such.

In the following schemes the firewall and the routee depicted as two different

entities (nodes on the network), but know that tbeyld be one and the same node

in practical cases.

2.4.6.2.1  Configuring router

The router that forms the connection between thparate network and the Internet needs to
know which internal machine it has to send netwicaKic to.

For example, a client machine on the internet rstgu@ connection on port 1518 (the port for
GuardNVR video commands), using the public IP asklag the router. The router then needs
to know to which device on the corporate networkdéds to send this connection request, in
this case the GuardNVR. So the router needs to kihewocal IP address on the corporate
network of the GuardNVR. Configurations for diffatedorands and models of routers in the
field can be found in:

Web Resource for Router Configuration and Setup:
http://www.portforward.com/routers.htm
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Networking Tips:
http://www.portforward.com/network.htm

If you don't already have a router you will needotarchase one and configure it as part of you
network.

Useful commands

ipconfig — utility to see computer IP properties

ipconfig /release — release the current IP addressed DHCP enabled

ipconfig /renew — renew the IP address by tellmgrouter that it needs DHCP enabled
ipconfig /all — show all IP config properties

ipconfig /? — show help on IP config

ping — utility to test the connection with other IP el

ping 192.168.123.254 — attempt to ping IP addrgssehding a small packet

ping —t 192.168.123.254 — continually ping IP agdrentil you close command window or hit
Ctrl+C.

DHCP — Dynamically assign IP address to requestingagsv(e.g., computer, camera). This
means when you connect a computer to the routesdimputer will automatically negotiate an
IP address from the router.

Port Mapping — Section on router where you specify which poaitt be mapped to which
device. With a router you are sharing a singlerirge connection with multiple devices and
for the cameras you need to have each camera epagiase port if you want to access the
camera from outside the router (i.e., Internet).

2.4.6.2.2  Configuring firewall

General information about firewalls and their cgnfiation is given in a previous section. The
most important notes are:

The following ports need to be opened for connestiggoing towards the
GuardNVR:

. TCP Port 80: Web application

. TCP Port 1518: Control connection

. UDP Ports 4096 till 4223: Video streaming

. TCP Port 3389: Remote Desktop Connecti@ptional). Frequently asked by
support when you have an issue).

5. TCP Port 5666: Q-Monitor service

=
A WDN P

RTP uses two UDP ports per stream (versus oneeiolthstreaming format), one for

RTP (the video stream itself) and one for RTCP (@afhal stream), limiting the
S software to a maximum of 64 concurrent streamss Mhimber can be limited (e.g. for
r_!.y security purposes) or extended using 8sdtings > Network settingspage. In that
case, Quadrox advises to open a number of spate tpoavoid switching issues, e.g.
4 ports extra. The first port in the range showddelen.
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Let’s apply this to the two situations in which a&@dNVR is accessed over the Internet.

The blue, yellow and red arrows in the followinggtiams indicate the direction of the initial
network connection request, and thus the diregtiomhich the ports should be opened in the
firewall.

Situation 1 — A user on a corporate network or at home behind a twadband router
wants to access a GuardNVR on the Internet

Corporata Network

Cwtgoing Dala  Server

‘I
i
I .
— | ..//’_q\f_ .
I . "
Internal Network Lo f Home !
Router Y -
a1 / L._—N :
I ‘x._p-"\._,- :
I
: Internet :
[ GuardNUP i
. : Server |
Swilch i . s
I
I
: =) HTTF data: TCP port 80
: = Command dala : TCP port 1518
I
i w=p Video data : UDP ports 4096 - 4224
Firewall Web !
I
I
|
I
I
I
I
I
I

The user on a corporate network wants to accessd®V&® over the Internet. The main
concern is: will the corporate firewall allow thei@&dNVR network traffic?

The client computer makes the initial connectioth® GuardNVR server. The firewall should
allow data going out of the corporate network te @uardNVR. The appropriate ports should
thus be opened for outgoing data.

Note that not all of the UDP ports are used all tinee. However, since the GuardNVR
software assigns them randomly, the exact portsataipe known beforehand. The network
administrator should open the full range of UDPtgor
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Situation 2 — A user on the Internet wants to access a GuardNVRnoa corporate network

Corporate Network

; 'i
I |
|
| i /JW_
| - =y,
: Intermal Network S { 8 B Flome i
| Router I |
. - B - 8 |
| A\ A L @ |
: | internet ¢ :
: : —— o —— -
; Switch |
I I
I |
: ! 4mm HTTP data : TCP port 80
I |
: : 4= Command data : TCP port 1518
|
: | 4mm Video data : UDP ports 4096 - 4224
! Firewall Weh :
| Server |
: :
i |
| |
| |
: DMZ Metwork !
i |

The user is connected to the internet and wanéedess a GuardNVR, which is located on a
corporate LAN (Local Area Network). The main contés: will the corporate firewall allow
the incoming GuardNVR network traffic?

The client computer makes the initial connectioth® GuardNVR server. The firewall should
allow data coming in to the corporate network t® @uardNVR. The appropriate ports should
thus be opened for incoming data.
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2.5Testing GuardNVR

2.5.1Local client test

A local client test is very useful, to test whethlee video server is running correctly on its
own. Because we don’t use any external networkitigano configuration in that direction can
cause a live-viewing problem. Perform this tedtfof all to check the stand-alone operation
of the GuardNVR video server.

For local client testing, follow the steps below.

1. On the desktop of a GuardNVR, you'll find an icarideo Browser’. Double-clicking
this icon will open a Microsoft Internet Exploremaow.

2. The IP address (e.g.: http://192.168.100.1) to whibis Internet Explorer has to
connect looks like ‘http://localhost/guardnvr/bres’s This is a standard way of telling
Internet Explorer to connect to the webserver andame GuardNVR, so not going
over the network but staying within the boundagégs own Operating System.

3. When accessing the GuardNVR video server applicdtiom a client PC for the first
time, Internet Explorer will ask you to install angh an ActiveX component (Video
Client Component). Follow the on screen instruditminstall the component.

If you have problems installing the ActiveX, pleas@ke sure first that you have
vlv added the server to the trusted site list of Ir@eExplorer.

4. A welcome screen should now appear. Normally youwldidbe prompted for a login
and password but because you've already authesdidatget access to the Windows
Operating System, and you will not be promptedmaéai a Login and Password.

5. By default the live-view pages are opened and ther wan verify whether all the
cameras are transmitting a good image.

2.5.2Connection test

Open a command prompt window by clickitart, selectRun, and typeCMD . Once the MS
DOS window is open, typeing <Computer Name>

If you see the texReply from XXX XXX.XXX.XXX' (as shown in Picture A), the
network connection is fine.

If you see the textPing request could not find host <Computer Name>Please
check the name and try again.’there is a physical network connection problem.
Contact your Network Administrator.

If you see the textRequest Timed Out’, there is a physical network connection
problem. Contact your Network Administrator.

If you see the texDestination host unreachable; the IP address settings of either the
client computer or the GuardNVR, is inconsistenffédent subnets). Contact your
Network Administrator.
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sJDocuments and Settings“sander.goossens .HERENT >ping wehbcctu

Pinging webcctu [192.168.222_.183]1 with 32 bhytes of data:
Heply from 192 168_.222_1683: bytes=32 timedims TTL=128

Checking Physical Connection Screen

2.5.3Remote client test

For remote client testing, follow the steps below:

1. Open a Microsoft Internet Explorer window.

2. Fill in the IP address (e.g.: http://192.168.10§ubtdnvr) or domain name (e.g.:
http://guardnvr.mycompany.com/guardnvr) in the addrbar.

3. When accessing the GuardNVR from a specific cliemmputer for the first time,
Internet Explorer will ask you to install and run ActiveX component (Video Viewer
Component). Follow the on screen instructions sbaththe component.

If you have problems installing the ActiveX, pleasake sure first that you have
tl‘!’ added the server to the trusted site list of Ir@eExplorer.

4. A welcome screen should now appear, and you wilpbmmpted for a Login and
Password.

After filling in Logon and Password you should begded on to the GuardNVR Web
Application.

‘http://192.168.100.1/guardnvr’is the factory default IP-address for the EU versio

@ of GuardNVR. For US customers the factory defaedatidress is
http://192.168.0.199/guardnvr Please note that your installer could have charged
to fit the specifications of your own network.
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3 Upgrading & Restoring GuardNVR
3.1Upgrading GuardNVR software

The GuardNVR software (and related installed conepts1 Alarm, POS.).can be upgraded
at all times when a new version is available and thithout losing your settings and
recordings. This is done by the tReoductUpdate tool and works for version 4.0.4.0 and
higher. The ProductUpdate is a standalone Insti@l&ivased application that updates the
currently installed GuardNVR application to the tresent version.

You can request this tool for free by contactugport@quadrox.com

3.2 Saving and Restoring configuration

It is advisable to save the settings after the igondition process on a save place or medium
such as a blank CD/DVD. When performing an upgi@da complete system restore, you can
use this configuration file to restore the GuardN®tdfiguration quickly and easily. You can
restore any version starting from version 4.0.4.0.

To save or restore configuration settings, pleaad thdJser Manual.
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4 Advanced topics

4.1 Extending storage space

You are able to add new hard disks to your GuardNd&R/er to increase movie storage
capacity (this both inside or ouside the GuardNMUR gase). The following two sections
describe how to first physically and after thatibedly add new storage space. The example
focuses on adding one extra hard disk inside adB)AR Ser ver with an Windows XP OS.
Other configurations are similar.

4.1.1Adding hard disk

In order to add a hard disk to the GuardNVR, folkbw steps below:

1. Make sure the GuardNVR is turned off completelyréynoving the power cable from

the power supply at the back of the GuardNVR.

Remove the top cover.

Place the additional hard disk near the old ortbérspecial tray.

Connect one side of a flat IDE cable to the seduard disk and the other side to the

second IDE slot on the motherboard. In case of SAMA procedure is similar.

5. Connect power cable to the hard disk.

6. Check the proper setting of the hard disk jumpethBhard disks have to be configured
as master when connected to two different IDE sabdfethey are connected to the
same IDE slot the main hard disk idMaster, the additional hard disk should B&ave
Please set the jumper to tBwveposition. This step can be skipped if you use SATA

hown

To correctly configure the jumper settings, pleasé the web site of the respective
Hard Disk manufacturer:

() HITACHI: www.ghst.com
‘!__., MAXTOR: WWw.maxtor.com
SAMSUNG: Www.samsung.com
SEAGATE: Wwww.Sseagate.com

WESTERN DIGITAL: www.westerndigital.com

7. Close the top cover.
8. Turn on the power of the GuardNVR and make surettfeamessage that a new hard
disk drive is detected appears. Normally you wallasked to save the new settings.
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4.1.2Configuring added hard disk

Adding a hard disk to the Windows Operating Systam be done in multiple ways. We will
discuss the two most used scenarios when speatmng GuardNVR:

Single Disk Extension Two or more disks are merged to one disk for@perating
System.

Multiple Logical Disks: Every hard disk is recognized as a separate diskhe
Operating System.

The table below gives an overview of some advastagel disadvantages for each scenario.
It's up to you to decide which scenario fits yoeeds the best.

Single Disk Extension

Multiple Logical Disks

Optimized recording space

Yes

No

Optimized recording performance

No

Yes

Video Manager configuration

Practically none

Add volumes in storage
manager menu

Installation procedure on

Hard

Easy

Operating System

In order to configure the Windows Operating Systemadd more storage for recordings,
follow the steps below:

1. Make sure you followed all steps described in 4.1.1

2. Logon as ‘Administrator’ at the logon screen, so eventually you'll be in
Administrative mode.

3. Go toStart->Administrative Tools->Computer Management.

Administrator
Internet Col
Internet Explorer

Ip and Support

@ Hel

) search
7 Run..
Al Programs > Services
Log ot [8) st own
| stare HBQ s

Administrative Tools Menu Screen

4. On theComputer Managementwindow, selecDisk Managementin the left pane. In
the right pane, you see the original didikk O with 2 partitionsBootable andStorage
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and the new disbPisk 1 which is Unallocated and still Unknown. In case thsk is
not yet initialized (see screenshot), initialize tisk by clicking right on Disk 1 and
selecting Initi.

£} Computer Management ' ;Ll:ljﬁil

Fls Action Mew indow Help = ;’j!
e loE 2B BFE
@ Computer Management (Local) Volume [ Lavout | Type [ File System [ Status | capacty | Free Space | % Free | FaukT:

wstem Tools =JBootable (C:) Partition  Basic  NTFS Healthy (System) 4.01 GB 747 MB 18 % Mo

] Event Yiewer =storane (D:)  Partition  Basic  NTFS Healthy (Page File) 461.75GB 446.32GB 95 % Mo
Shared Folders

Local Users and Groups

Perfarmance Logs and Alert:
g Device Manager
£ Storage
| #-f Removable Storage
3 Disk Defragmenter

g Disk Management 4 |
B {8 Services and Applicatiors

Bl

ZeDick 0 i S— T

Basic ‘Bnntahle () Storage (D:)

965,76 5B |4.01 GB NTFS 461.75 G NTFS

Online | Healthy (System) Healthy (Page File)

G=pisk 1 ————

Unkrowr [

732,85 GB |232,88 GB

Mok Initislized. | Unallocated

=iCD-ROM 0 | -

[T ARI - _.‘
4 | »| | M Unalocated | Frinay partiion

Computer Management Screen

5. In case the disk is not yet initialized (see scsbehabove), initialize the disk by
clicking right onDisk 1 and selectingnitialize Disk.

—— 2
Select one or more disks to initialize.
EHpisk 1 I_ Dk

Lnknoin B
TR EEEE e ———

Mok Initialize: Initialize Disk.

Properties
SepRow
FiviF (F Hel

B Unalocate =0 Cancl

6. Your screen looks now similar to the following sme

E,Enmputer Management _uin _ 43 ;Ll:u.ﬁ

=) File action Wew Window el | ==l =]
e | B PRE DEE
@ Computer Management (Local) Yolume [ Layout [ Type [ File ystem | Status | apacit Free Space | % Free | Fault To
=) ﬂ@;fystem Todls =JBnotable (C:) Partition  Basic  WTFS Healthy (System)  4.01GE 747 MB 16% Mo
1] Event Yiewer SIstorage (D) Partition  Basic  MTFS Healthy (Page File) 461.75GB 446.32GE 96 % Mo

Shared Folders
Local Users and Groups

Performance Logs and Alert:
-2 Device Manager
-2 storage
[0 Removable Storage
i Disk Defragmenter
; § Disk Management 4 |
#1588 Services and Applications

Ells

“Hpisk 0 i — —
Basic ‘ Storage (D:)

465,76 GB 14,01 GE NTFS 461,75 GB NTFS

Online | Healthy (System) Healthy (Page File)

ZPDisk 1 e —
Basic [

232,85 66 232,85 GB

Grline | Unallocated

<co-pomMo |
PR

1 | || M Unslocated W Frimary partition

If you want to add your hard disk as:
a. Separate Logical Disk Go to chapted.1.2.1 Multiple Logical Disks
b. Extended Disk Go to chapted.1.2.2 Single Disk extension
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4.1.2.1Multiple Logical Disks

Before proceeding, make sure you followed all steps chapterd.1.2 Configuring added
hard disk. Please follow now the steps below:

1. Right click on the unallocated section and selNmiv Partition...

| : "
ZBDisk 1 L ———
o )
232,88 GB 235 00 B 2 I
cinfine i;’ Unallocated Mew Partition. .. i
I — | |
1 B Unzllocated Il Frimany partition Properties
| Help

2. Follow the wizard and seleBrimary partition .

i o3| i ew Partition wizard L x|
i Select Partition Type
iere are three types of partiions: primary, extended, and logical
mglcocrine to the New Partition Th h i s sl
Zar
This wizard helps you create a partition on a basic disk. Select the partition you want o create:

A bazic disk iz a phesical disk that containg primary partitions,
extended partitions, and logical dives. ''ou can use any
werzion of Windows or M5-005 to gain access to partitions
on basic disks

" Estended paitition

To continue, click Mext. i Description

A primary partition is & volume you create using free space on & basic disk.
“Windows and other operating systems can start from a primary partition, *'ou can
create up to four primany partitions of three primary partitions and an extended
partition.

< Back i Mext > l Cancel | < Back I Mant > l Cancel |

3. Choose the partition size (by default it takesagHilable space) and assign a drive
letter.

New Partition Wizard

} L New Partition Wizard I L
Specify Partition Size Assign Drive Letter or Path
Choose a partition size that is between the masimum and minimumn sizes. For easier access, you can assign a drive letter or drive path to pour partition.

taxium disk space in megabytes (MB]: 238473

% Sizsion the fallowing drive Ielter_:é

tinimunn disk space in ME ] 7 Mourit in the following emply NTFS folder:

Eaitition size in g

Do not assigh a drive letter or drive path

< Back I Mest > I Cancel < Back I Mest > I Cancel
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4. SelectPerform a quick format and assign ¥olume Label. Then clickFinish.

New Partition Wizard

1 =
Completing the New Partition
Wizard

Format Partition
To store data on thiz partition, you must format it first.

. - . " ‘o b full leted the New Partition Wizard
Choose whether you want to format this partition, and if so, what settings pou want to use, e e e

5 - ' lected the foll tings:
£ Do not format this pantition ou zelected the ollowing setlings:

Partition tope: Primary nartition fa
£ Format this partition with the following settings: Disk selected: Disk 1
Partition size: 238473 MB
Filie system: NTFS - Diive letter or path: F:
File system: MTFS
Allgcation unit size: Diefault - Allocation unit size; Default

“olume lsbel: Storage
uirk farmat: Yae i

‘olume label: Storagd

™ Parform a quick format To close this wizard, click Finish.

1" Enable file and folder compression

< Back I Nest > I Cancel | < Back I Finish I Cancel I

Your hard disk was added. If everything went fipey will see a screen similar to the one
below.

CEmT— i
|'~% File  Action  View ‘Window Help i__J_ﬁﬂ_EI
€]
@ Computer Management (Local) Yolume | Layout [ Tvpe | F[Ig__Sj_sEm_LS_tQ_tus | Capait |F
=1 m S}fstem Tools EBootable () Partition  Basic  MTFS Healthy (System) 401 GB 7
i [ﬂ Event Viewer Edctorage (i) Parkition  Basic  MTFS Healthy (Page File) 461.75GE 4
5 Shared Falders &storage (F1)  Partition  Basic  MTFS Healthy 232.88GE 2
Local Users and Groups
H ﬁ Performance Logs and Alert:
g Device Manager
@ Shorage
-G8 Removable Storage
Disk Defragmenter
Disk Management 4 | _L‘
& Services and Applications - = 1
ZDisk 0 s —_—
Basic [Bootable {C) | storage (D:)
465.76 GB |4.01 GB NTFS 461,75 GB NTFS
Cnline {Healthy {Syskem) || Healthy (Page File)
EPDisk 1 |
Basic |Storage (F:)
232.88 GB 1232.88 GB NTFS
Orling | Healthy

-
1] | ¥ W Frirnary partition ﬂ

To add this new volume in the WebCCTV applicaticimck3.3.4 Storage Managein the
User Manual.



4.1.2.2Single Disk Extension

Before proceeding, make sure you followed all steps chapterd.1.2 Configuring added
hard disk. Please follow now the steps below:

1. Right-click Disk 0 and selectConvert to Dynamic Disk ...” from the popup menu.

LI computer Managemen! (- =10l x|
= 2
/= Fie  Action tiew Window Help JEEE|
e |
[=J Computer Management fLocal) olume [ Layaut [ Type [ File 5y... [ status [ Capacy [ Fres Space [ % Free [ Fa.. | ¢
Tools SBootable (Cij Parthion Basic NTFS  Healthy(System) 1.00GB 290MB  28% Ho  ©

vent Viewsr Sstorage (D:)  Partition  Basic  NTFS Healthy (Page File) 73.53GB 73.10GE 99 % Mo €

HE et
([ Services and Applications 4 |
“Ppisk 0

Basic |Bootable ()
THSICE  conyert to Dyna
onling

| GB NTFS
| Healthy (Page File)

Propetties

ZiD-ROMO
CD-ROM (E:)

o Media

4] |1 W Unaliocated [l Primary partition

Computer Management Screen

2. In the Convert to Dynamic Disk window, select both disks to be converted. Click
OK.

Convert to Dynamic Disk | 2xi

Select one or more bazic disks o convert bo dyriamic disks.
Diisks:
v Dizk 0

QK I Cancel |

Convert to Dynamic Disk Window Screen
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3. In theDisks to Convertwindow, you see an overview of what has been tadeClick
Convert to confirm.

The dizks that will be made dynamic are shown in the following list;

Dizks;
Name_l Digk Contents | Wil Convert I
Dizk 0 Swystern Partition, Boot Partition, .. Yes
Diizk. 1 Mo Yalumes Tes

Details.. |

LCanvert l Caricel |

Choosing Disk to Convert Window Screen

4. In theDisk Managementwindow, clickYesto confirm again.
Disk Management 5

u; After vou conwvert these disks to dynammic, you will not be able to start ather installzd
“14) operating systems From any volume on these disks.

Are vou sure You wank to convert?

5. In theConvert Disk to Dynamicwindow, clickYesto confirm again.

Convert Disk to Dynamic L _}g
Tj File systems.on any of the disks to be converted will be dismounted.
.

Do you wark ko conkinue this operation?

6. After the conversion, the system requires a restart
conirm x|

1 E To complete the conversion process, the computer will now restart,
*
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7. After the WebCCTV has restarted, logon againAabBninistrator and open the
Computer Management application again. Sele®@isk Managementfrom the left
pane. In the right pane, right clidorage (D:) and selectExtended Volume...’ on
the popup menu.

Enmputer Management L i m| _)gj
@ File Action  WView Window Help ‘ o =S|
= m o
e = DHE 2 BNE e EkE
=g Computer Management (Local) Yolume: | Layout [ Type [ File System [ Status | Capacity [ Fres Spa:e| % F
iy Svstem Tools SJBootable (C:) Simple  Dynamic  WTFS Healthy (System)  1,00GE 283 MB 27+
Event Yiewer w Sirnla Frenamic  WTES Heslthy (Page File) 73.53GE 73.10GE  99°
Shared Folders Open
Laocal Users and Groups Explore
Performance Logs and Alerts
2} Device Manager
Storage
¥
Disk Defragmenter Change Drive Letter and Paths...
: Disk Management ErrEr
o AL
[ 2 Services and Applicatians ﬂ_ —1 _’j
1l
ZPDisk 0 B
Dynamic )zl lage (D:)
74,53 GB = GB NTFS
Cnline Properties vy (Page File)
Hel
EPDisk 1 2
Dynamic
114.50 GE 114,50 GB
Cnline Unallocated
Zico-romMo
CD-ROM (E:)
Mo Media
1| |3 | M Unaliacated B Simple volurie

Extending Hard Disk Volume Screen

During this step, it is possible that instead @& tiraphic shown above, that you may get a
graphic that displays: Bootable (C); Bootable @9ptable (D); Bootable (G).

You will need to remove everything from Drive 2 twef you start the expansion. To do this,
click on the bottom pane of the Disk Manager onheaicthe F and G partitions and select
Delete Partition. When you have no partitions oskl2 you may proceed to Step 12.

8. TheExtended Volume Wizard opens. ClickNext >.

Extend Yolume Wizard I x|

Welcome to the Extend Volume
Wizard

This wizard helps you increase the size of simple and
spanned wolumes on dynamic disks. You can extend a
wolume by adding space from one or more additional digks.

To continue, click Next.

Concel |

Extend Volume Wizard Screen
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Extend Yolume Wizard i x|

Select Disks
Y'ou can uge space on one or more dynamic disks to extend the volume,

Select the dynamic disks vou want to use, and then click Add,

Auvailable: Selected:

'Add 3

Total volume size in megabytes MB] | 75289

. T
Marimum available space in ME: ]

Select the amount of space in ME 0 ‘_!;

¢ Back TRt Cangel |

Extend Volume Wizard Screen

In theExtended Volume Wizard selectDisk 1 in theAvailable listbox. ClickAdd >.

10.In the Extended Volume Wizard Disk 1 has moved to th&electedlist box. Click

Next >to continue.
x

Select Disks
You can use space on ohe or more dyhamic disks to extend the waolume.

Select the dynamic disks pou want to uze, and then click Add,

Auailable Selected:

< Hemove
< Remove Al

Tatal volume size in megabytes [MB]: | 192535

Maximum available space in MB: 17246

Select the amaunt of space in MB 117246 _l;

< Back I Next > l Cancel |

Extend Volume Wizard Screen

11.In theExtended Volume Wizard, click Finish to confirm

Extend Yolume Wizard x|

Completing the Extend Yolume
Wizard

You selected the following zetings:
Disk selected; Digk 1111724k ME]

Ta cloze this wizard, click Finish

¢ Back l Finizh I Cancel |

Extend Volume Wizard Screen
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12.Eventually theComputer Managementwindows should look like this picture. Note
that the capacity obtorage (D:)is now the sum of a part of physidaisk 0 and the
whole physicaDisk 1.

0 Computer Management =0l x|

= Bz Action View Window Help !;!il.ll
- |[BEE P&
=] Camputer Management (Local) Valume | Layout [ Type | File System [ Status | capacity | Free Spacs | %
5 il System Taols = Bootable (C:) Simple Dynamic  HTFS Healthy (System)  1.00GB 283 MB 27
1] Event Viewer [ storage (00 RE e ] Healthy (Page File)  188.02GB  187.59GE 99
-] Shared Folders
Local Users and Groups
@ Performance Logs and Alerts
Qj Device Manager
Storage
i Disk Defragmenter
H Disk Management
e} & Services and Applications 41 | ﬂ
i
ZHDisk 0 |
Dynianic [Boatable (c:) | Storage (D2)
74-_53 GB {1.00 GB MTF5 173‘53 GEMTFS - 1
Crling | Healthy {System) | Healthy (Page Filey 1
Zepisk 1 —
Dynamic |storage (D)
11“%..50 GB 1114.50 GE NTFS
Orline |Healthy (Page File)
Sp-ROM 0
CO-ROM(E:)
Mo Media
1| | #| | ™ Simple volure Bl Spanned volume

Computer Management Screen
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4.2Video Client Component (ActiveX)

Having a correct installation of the Video Cliemintponent is an essential part of a successful
GuardNVR installation. Problems like black imagepearing, no images appearing at all and
errors in Internet Explorer can be the result of inoorrect Video Client Component
installation.

This Video Client Component is based on ActiveXhtemogy. ActiveX is an architecture that
lets a program (the ActiveX control) interact wdther programs over a network (such as the
Internet). In our case the Video Client Componemnmunicates with the GuardNVR and
shows video images.

An ActiveX control can be integrated into variousvieonments like a web page. When an
ActiveX is integrated into a web page as in the BN&R web application, the first time a

client machine accesses this web page with InteEhgtlorer the ActiveX needs to be

downloaded and installed on the client machine.thA$ stage there are several potential
problems for the installer to be aware of:

The Windows user account under which this web mgecessed doesn’t have enough
rights to install the ActiveX component on the oli®system. This results in not seeing
images at all.

The security settings of Internet Explorer prohtbe installation of the ActiveX. Add
the site to th@rusted sitesbefore installing the ActiveX.

Spyware blockers or anti-virus programs don’t alline installation of an ActiveX on
the client machine.

The Video Viewer ActiveX utilizes various other Vdiows System components. If any
of these system components are incorrectly instaltenot present, at all the ActiveX
will fail to install or work incorrectly.

It is important that the ActiveX installation is monitored carefully. This has to be

performed only once during the first time that BaardNVR web application is
accessed. If something goes wrong during this llasitan, a user can end up with an
incomplete installation of ActiveX.
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The installation of the Video Client Componentderfi) automated. When connecting the first
time to GuardNVR, a special screen will be showaage follow the instructions:

f_.' WebCCTY Yideo Browser - Windows Internet Explorer

(=3
@\: = If—'" hitbp:ff127.0,0. 1 fwebectv/Video/default, asp j 5| !L.vuS-‘ar:h L=

S5 @t M wsbCCTY Vidso Browser | |

K v Bl - o - ohpane v (i Tooks ¢+ 7
'@ This website wants to install the Following add-on: *Wideo Client Component’ from 'QUADROX MY, IF you trust the website and the add-on and want to install it, click here...

x

To inistall the Video Server Client
Component, youneed to have;
‘Administrative Rights

Intesnet Bxplorer§ of higher il = = = =
el @ Click on the yellow bar at the top
a8 a trusted sits

& sdd your video server ag a trusted site | 2|

e advise vouto
; i L @ Click "Install ActiveX Control..." from the dropdown
Cantiers

omponent! from Quadrox g Cliel
| what's the Risk?
Information Bar Help

@ Click "Tstall” when the secu Ity Warning pops up

Internet Explorer - Security Warning

Do you want to install this software?

ﬁ Mamne: Wideo Client Component

Publisher: Quadrosk NY.

[ ttore options ol Don't Tnstall
S— :

1l While files From the Inkernet can be useful, this file bype can potentially harm
&, wour computer, Only install software from publishers ywou trust, What's the risk?

No vellow har? No "Install ActiveX Control..." option?
Installation not succeeded?

Click hare

I Done

[T 7 astedsies

ActiveX Installation Screen

EL00% v g

If necessary, the installation manual and setufhefcomponent can be found in the support
section ofwww.webcctv.com

For version 4.4.0.0 and higher, VC++ 8.0 runtintedries are required. In case you
don’t have these, use the standalone video clmmponent.
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4.3 Changing network ports

This chapter explains how to change different nétwimrts, which are used by a GuardNVR
system.

4.3.1Changing GuardNVR video ports

GuardNVR ships with the default UDP port rangetset096 — 4223, which are used for video
streaming. You may either decrease or increasedhgge, for that purpose you should change
the amount of opened UDP port on your router, fakand on GuardNVR itself. To change
GuardNVR UDP ports go tBettings->Network Settings

The amount of UDP opened ports have to correspomlinber of camera streams

you want to have simultaneously. For instance, ymve GuardNVR with 4
® connected cameras, if you launch two GuardNVR dienf GuardNVR
simultaneously 16 camera streams will be created 4 camera streams for each
client) and this doubled because of RTP streamiathad. So you have to open 16
UDP ports.You have to use even numbers for the start and emabrt of the UDP
port range.

a

4.3.2Changing TCP port

GuardNVR ships with the default TCP port set toB@ maintaining the default setting
GuardNVR may be accessed remotely by simply ergezither the local LAN address (if
accessed from within the network) or the statiadidress if accessed from outside the
network. If this port needs to be changed, follbe steps below.

1. Logon asAdministrator .

2. Double Click theSupport folder from the Windows desktop and selietérnet
Information Services by double clicking.

3. Proceed through the following pati@omputer Name> (local computer)->Websites
and right clickDefault Web Site SelectProperties.

4. Under theWeb Sitetab you will find a sectiolVeb Site Identification. Change the
TCP port to the desired value and cliOK to confirm.

When you make a change to a TCP port other tharBfpthere are some implications that
must be taken into account.

When you access GuardNVR locally by selecting ViBemwser from the desktop, the
link http://localhost/guardnvr/browses launched. This link with have to be renamed
as follows if a value other than port 80 is ud&tp://localhost:xx/guardnvr/browser
where xx is the value that you selected.

When you access GuardNVR from Internet Exploreratethy you would do so by
selectinghttp://xx.xx.xx.xxwhich is your static IP or internal IP addressuassg you
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are using port 80 as the default. When you chamgeniew value, you must now enter
http://xx.xx.xx.xx:yywhere yy is the new TCP port setting.

4.3.3Changing remote desktop port

GuardNVR ships with the default remote port seé8389 that should be forwarded in your
router in order to be able to access the unit graate desktop. If this port needs to be
changed, follow the steps below.

1.
2. Double Click theSupport folder from the Windows desktop and seleegEdit by

3.

No

@

Logon asAdministrator .

double clicking.

Proceed through the following pattKey_Local_Machine->System->Current

Control Set->Control->Terminal Server->Winstations->RDP-TCP SelectRDP-

TCP.

After selectingRDP-TCP, scroll down the list in the right pane until yoome toPort
Number. Double clickPort Number to Edit.

On the pop up screen sel@cimal underBaseand then enter the desired value in the
Value box.

Click OK to confirm.

Be sure to enter this value in the port forwardiiegtion of your router.

A system reboot is typically required after maknegistry changes. Check also your
firewall settings. The new port must be added tcettezption list

4.4 GuardNVR power on after power failure

To adjust the GuardNVR server to power on agaioraatically after the power failure, you
must configure the BIOS to go to previous statergibwer loss. This can be done by entering
the BIOS during the initial stage of the machinetig.

4.5 Configuring audio over the Internet

GuardNVR supports specific audio functions for fibleowing brands:

D b

Axis — Listen in and speak:
o M1031-W, M1054

0 P1311, P1343(-E), P1344(-E), P1346(-E), P3301(-R3304(-V), P3343(-
VIVE), P3344(-VIVE), P5534

o Q1755, Q1910(-E), Q7401

By default, audio is supported only for Q7401. #a other models mentioned above,
contact support as a small extra configuratioresded.
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Panasonic— Listen in. No recorded audio:

o BB-HCM311(A), BB-HCM331(A), BB-HCM371(A), BB-HCM381(A),
BB--HCM403(A), BB-HCM511(A), BB-HCM515(A), BB-HCM527(A), BB-
HCM531(A), BB-HCM547(A), BB-HCM581(A), BB-HCM581A-W, BB-
HCM701(A), BB-HCM705(A), BB-HCM715(A), BB-HCM735(A)

0 KX-HCM110(A)

o BB-HCE481(A)

0 BL-C111(A), BL-C131(A), BL-C210(A), BL-C230(A).

If the installation has a LAN connection, GuardN¥éhnects to a camera for audio grabbing
via the internal address you specified in a camazard. If you want to have audio from the
camera over the Internet you need to make addltronger configuration.

e Audio is disabled by default if you add a camera. éhable audio, read thédser
"lv manual.

The following ports should be opened on the routemt already opened:

TCP Port 80: Web Application
TCP Port 1518: Control connection
UDP Ports 4096 thru 4223: Video streaming

The ports mentioned above are used by GuardNVR/é@xtcontrols. Since the audio feature
operates through the camera’s native ActiveX cdsihich are installed during the first
switching to the camera in Live view) and not thea@INVR ActiveX and is grabbed from the
camera directly a new port for the camera ActiveXtools should be configured as follows:

Assume that 192.168.1.1 is the camera internatigress;
Assume that 64.160.1.1 is the router external/puptaddress;
Assume that 6000 port is any free port on youraqut
Assume that 80 port is opened on the camera,;

Based on the assumptions above the addressingidb@uals follows:
64.160.1.1:6000 should be addressed to 192.1680Q.1:

When the router configuration is complete go to@aenera Wizard to add/edit the camera(s)
with audio feature, add external IP-address antlymar configured as shown on the picture:

‘WebCCTV Camera Configuration Wizard - Axis Q7401 19

Enable Live Audio

12
Extermal [P-address: w [152 [iea | 2 75 zzeal

If you want eni-in the live ancio of this camera, check the box.
wdio over the Internet, fil in the external [P-

<< Previous Next>> Finish Gancel

Camera Wizard Connection Screen
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5 Storage / Bandwidth considerations

Digital video that captures several days or weakaprises a massive amount of data. If you
want to store this data or stream the video oveetavork, there is a need to reduce the size,
because storage devices (hard disks) and netwogksrated in capacity.

The size reduction of digital video data is calteanpression it is a mathematical algorithm
(called acodeq that is applied to the data. The algorithm cdhgfemoves information that is
less important for a human viewer. Because infoionais lost, inevitably the quality of the
videosdf is affected.

There is a trade off between the quality of theevidind performance of the system on the one
hand, and data size, the compression techniqueiteanghrameter on the other hand. The

explanation below will help you to make the besbices depending on your specific needs

and situation.

5.1 Terminology and basic video technology

This section provides an overview of the terms usethe following sections and the basic
underlying technology. It is important that you erstand these concepts in order to
understand the influence of different factors oalfy and size.

A digital image consists of an array of image pairdalledpixels. The amount of points in
horizontal and vertical directions is the imagsolution. Each image point has a certain
colour and brightness attached to it, and is regpresl inside the computer as a number.

If there are more points in an image (higher resmh), more detail will be preserved in the
image, but also the necessary space or bandwidtbases.

Digital video consists of series of digital imag#isplayed one after the other. Each image is
called a frame, and the speed at which images iaptagled is called th&rame rate. This
number is indicated in frames per second (fps).

If more frames are displayed (higher frame ratb)eds in the video will move smoother, but
also the necessary space or bandwidth increases.

Each number in a computer is represented by a nuailiEs or 0’s, called bits. The amount
of data that a digital video contains per seconchlked thebit rate. This is usually expressed
in kilobits (1024 bits) per second (kbps).

For uncompressed video, the bit rate is calculated

Resolution x frame rate x colour depth (amount of lis per pixel)

Example: 5 fps of full D1 PAL video:

Bit rate = 768 x 576 pixels/frame x 5 frames/second x 2¢/{lxel
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= 53084160 bits/second
= 50,6 Mbps

To illustrate the amount of data that this figuepresents, let's see how much uncompressed
video we can record on a standard machine witt0aGH hard disk.

Recording time = 250 Gigabyte x 8 bits/byte x 1024 Megabit/Gigah0,6 Mbps
= 40474 seconds
=11,2 hours

This number needs to be divided by the number ofces (cameras) that we want to record on
1 system. This is of course unacceptable for a mmodieleo surveillance recorder, which is
why we need video compression.

When we stream live video, the video data has tdréesported over the network. The
capacity of the network to transport data is catladdwidth. It is also expressed in kilobit per
second (kbps). For network streaming, the raterethwideo is transported is more important
than the total amount.

When storing video on a hard disk or other stoid®éce, the total storage time is limited by
the capacity of the disk. This capacity is deteediby the total amount of data that a disk can
contain. This is expressed in megabyte or gigabyte.

()
l_' Please note that for streaming we kidebit while for storage we useegabyte
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5.2 Factors that influence bit rate and video
quality

There are several factors that have an influencen@@mmount of data (bit rate), the quality of
the video and the performance of the video recorflee most important factors are explained
in this section.

5.2.1Compression technigue (codec)

The biggest influence on quality and data reductiomes from the algorithm that is used to
compress the video. Over the years, many algorithave been conceived, but they can be
roughly categorized into two groups:

1. Intra-fame coding: each frame is compressed independently of ther dthmes (e.g.
MJIPEG).

2. Inter-frame coding: since frames are usually very similar, this infation is used to
further reduce the video size (e.g. WMV, MPEG, HR6

Inter-frame MPEG-like coding can lead to a biggempression (typically up to 10 times more
video for the same size), resulting in more stor@gess bandwidth requirements for the same
qguality. However, the calculations are more compkex the performance of the encoding
machine will be lower (less streams, more CPU uUsage

In general, there is a big difference in perfornebetween doing the compression on the
recording device and doing it on the camera orahgr specific compression hardware (e.g. a
network video server). The latter is highly reconmehed.

When choosing a particular compression technigueret may be other considerations. For
instance, WMV video can be played on any PC runtiiegWWindows operating system and on
most other devices with video capabilities (e.gAPphone, etc).

Quadrox recommends:

()
1. For analogue cameras connected to an internal reaiptard: use WMV?7.

2. For network cameras and network video servers:theenative format in
which the device streams (no recompression onett@rder).

) U

The chosen compression technique also has anmeuen the following discussion.

1. For intra-frame codecs (MJPEG), the quality is Uguset by a parameter. As a
consequence, frame rate and resolution have a difeence on the resulting bit rate.

2. For inter-frame codecs, the bit rate is usuallyaemeter. As a consequence, frame rate
and resolution don’t have a direct influence orragde and bandwidth requirements,
although they might have an influence on the qualitthe resulting video.

This means that when the bit rate increases, galuton will decrease as well as the frame
rate. All these parameters together produce arbettge quality.
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5.2.2Resolution

When the compression technique is based on JPE@esna second big factor in data size
reduction is the resolution. As mentioned befommpression works by selectively reducing
the amount of information in the image. One wagddhat is to reduce the size of the image.

Example:
A VHS quality image (PAL) of 384x288 pixels can bensidered as a SVHS+ image of

768x576 pixels where you throw away every otheebir either direction. This reduces the
data size by a factor of 4.

Of course, this influences the quality of the imaggpecially fine details are more likely to get
lost, like face characteristics or details of cioth

® The resolutions that are mentioned, except for iega-pixel, are for the PAL
l standard. NTSC images and pure digital images migive a slightly different
=¥ resolution, but in general the same steps/magndapgéy.

Postage stamp format (192x122) his resolution is offered by some of Quadrox cetitprs.
At this image size however, most of the informatiimthe image is lost. At best, one would be
able to count the number of people in the imagethmrre is no hope for e.g. identifying faces.

VHS quality (384x288). Small and thus favourable for storage and trarsoms this
resolution gives a good quality in most cases.

SVHS quality (768x288).In this image format, only half of the image istloThe image is
only decimated in the vertical direction. For amaie based cameras, this is the maximum
resolution possible without motion artefacts (selW). Best choice for an analogue camera.
Notice that this resolution doesn’t have the clasd:3 proportions. This can be compensated
for, but some media players might display a “sgeiShmage.

SVHS+ gquality (768x576) This is the maximum resolution for all analoguel anost network
cameras currently in the market. Most detail ispreed.

This resolution has a big disadvantage though. Bsxaf the video sensor technology inside
the camera (interlacing), the image shows horizdimis at the edges of moving objects. This
makes the object (e.g. a face) unrecognizable ist tases and as such seriously diminishes
the usability of the camera.

L For more detailed technical explanation about laténg and its consequences,
vlv please contact Quadrox support.

Megapixel quality (1280x960 and higher)Network cameras with more than a million pixels
are becoming the new type of camera’s in today'sketplace. Because of their high pixel
count, they can preserve much more detail thagalaecamera, making them useful in many
circumstances. This comes at a very considerabtag# and network bandwidth cost!

As a final remark on resolution, we should reiterdiat resolution has quite a different effect

when using inter-frame codecs for compression (MPBMYV). In these cases, choosing a
smaller resolution means less quality (as abougt) nbt less data, since the bit rate is fixed.
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For a fixed bit rate, a higher resolution meang th#ormation has to be removed in other
ways, reducing the image quality.

® Keep in mind that choosing a higher resolution afsgans putting a higher load on
l your GuardNVR and may reduce its performance. Biggages need more internal
A d resources like memory and processing time.

5.2.3Frame rate

When choosing a resolution, we reduce the amoudats by reducing the size of an image.
Similarly, we reduce the amount of data by simpbyriag or streaming fewer images. Frame
rate is a third big factor in compression. Thistéads potentially big, since the difference in
frame rates can range from 30 fps to one imageyeéd/eeconds, a factor of 100!

When reducing the frame rate, the loss of qualisates video that is not “smooth”. The

human eye needs a certain frame rate to percesegaence of images as smooth motion.
When reducing the frame rate to a number belowatsunt, the image “shocks”. However,

while being less pleasant to look at, the qualityhe individual images is not affected, so all

detail is preserved.

The threshold of the human eye for perceiving aileege of images as smooth motion lies at
about 15 images per second, depending on the pefdtwugh the broadcast industry
(television, DVDs, film, etc) take a substantialrgia on this with streams at about 25 fps, this
is not absolutely necessary for smooth motion.

Because of this, streaming at more than 15 fpdn®st never useful and mostly serves to
increase your bandwidth requirements. In most ¢asesn 10 or 12 fps suffice for a
satisfactory viewing experience.

For recording, frame rate is usually reduced furtsence nothing much occurs in the time
period of 1/1% of a second. A storage frame rate of 3 to 6 fpsnisugh for most practical
applications.

Similar remarks about the relation between comprastechnology and frame rate hold as
they did for resolution. When using (M)JPEG, framaée has a direct influence on bit rate
since each image is compressed separately. Wheg M&EG, H.264 or WMV, the bit rate is
set, so frame rate potentially has an influenceuaality rather then on data size.
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5.2.4"Differential” live streaming

In order to further reduce the bandwidth requiretmdar live streaming, Quadrox engineers
have devised an extra algorithm that can improeeJdPEG streaming for analogue cameras.
When using differential live streaming, only thertpaof the image that actually change
visually are transmitted to the viewing componéitthe receiver side, the parts of the image
are recombined into a full image. In terms of gqwalthis form of data size reduction can
hardly be noticed, but the bandwidth is reducedstdrally. This allows us to stream high
quality video over a lower quality bandwidth.

° If you want to remotely access the GuardNVR videover over the Internet, it is
highly recommended to use differential streamingoter possibility is using Low
Bandwidth streaming. More info can be found in tleer Manual.

This feature is not available for network camerasw Bandwidth streaming is
Tl" available for both analogue and network camera’s.

5.2.5Activity detection for storage

For storage, we can apply a similar principle. Cthly images that have meaningful activity in
them need to be stored. When nothing is happemeuprding can be suspended. To better
distinguish meaningful activity from “background wement” (e.g. a street nearby, a moving
tree), masking can be applied to take only cegtams of the image into account.

This technique not only reduces the storage reopgng, but also makes it much easier to trace
important events in the recordings afterwards,rgaybu both money (hardware) and time.
Using activity detection is highly recommended limast all cases. Typically, it allows you to
increase storage time up to 400%. For cameraslittlthmotion, e.g. in an empty hallway in
an industrial facility, it can even reduce the ag@ space to about 1% of the original volume!
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6 Security Policy

This chapter describes guidelines for proper uskaasecurity policy, which are designed to
ensure the proper functioning of a GuardNVR videcorder and to provide a guideline for
protection against hackers, viruses, malware anerdorms of electronic attacks.

Quadrox will not support any problems that ariserfmot complying with the guidelines and
policies in this chapter.

This chapter is structured in three major parts.

First, the guidelines for proper use of GuardNVIR explained. GuardNVR is a dedicated
system that should be used solely for the purpbs&leo recording and surveillance.

Secondly, the details of the security policy ardioed. To sum it up in a single sentence, the
policy amounts to this: We will lock down GuardN\& much as possible, leaving as few
places as possible where an attack could occursacuring the remaining places as much as
possible. We will provide you with information alidwow we lock the machine and how you
can open it if necessary. As mentioned above, @uxadill not support this any further.

Thirdly, some additional ways to recover from esrare explained for your convenience.

6.1 Proper use of GuardNVR

GuardNVR is a dedicated system that should be ssketly for the purpose of video recording
and surveillance. Since the GuardNVR server hasdddus XP/Vista as its operating system,
it can be accessed locally and used as a normalTR€re are several precautions, which
prevent improper working of the system.

GuardNVR software should be used in conjunctiorhwiédicated software (i.e. such usage
should be agreed to with Quadrox) or with softwihigd doesn’t cause:

A high CPU and memory load on the GuardNVR server. CPU consumption,
memory of all types consumption, etc.), which comliehder the proper working
(including video quality) and could shorten theion@ of GuardNVR server software.

The installation of viruses, spyware, adware, medvwand other forms of software that
form a threat against the health of GuardNVR sesoéiware.

GuardNVR server software malfunction (if such capsnce is known beforehand).

The precautions put above will help to increasestheurity and ensure proper functioning of
GuardNVR throughout its lifetime.
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6.2 Security policy

At the start of this section, let’s repeat the b@semise of the GuardNVR security policy:

Lock down GuardNVR as much as possible, leavinigasplaces as possible where an attack
could occur, and secure the remaining places a$ esipossible.

“Locking down” the GuardNVR means that you shoulg to prevent malicious attacks on
GuardNVR by not giving attackers (hackers, virusgs) the possibility to exploit weaknesses
in the system.

GuardNVR uses the Microsoft Windows XP/Vista op@gtsystem. Like any other operating
system including Linux and other Unix variants —ay software for that matter — this
operating system is not perfect. It contains certaeaknesses that could be used to get
unauthorised access to the machine.

Generally speaking, Windows XP/Vista is a very saferating system when administered
correctly. There are several ways outlined in sigistion to increase security.

Have secure passwords.

Don’t leave GuardNVR under the administrator ac¢dogged on.
Keep the system up to date.

Secure the network access.

Make sure that any other access doesn’t causegongbl

Contrary to popular believe, most attacks on coepsystems are not brute-force attacks by
extremely skilled people on a weak operating systénstead, most attacks exploit
vulnerabilities that were created “from the insid€his implies that you have control over the
situation and can prevent attacks by rigorouslyseg the machine and being careful when
handling it. In the next paragraphs, you can fintllow to do this.

6.2.1Password policy

The very first thing that you should do after instdling GuardNVR, is to
change the Administrator password!

To avoid passwords leaking out of the organizatipbeing retrieved otherwise, follow these
guidelines:

Publish passwords to as few people as possible. féwer people knowing the
password, the less chance of it ending up withwiteang person.

Don't keep passwords in written form in places tmght be accessible by malicious
people. This includes paper documents that mightlag, websites, mail and IM
messages.
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Restrict the number of Administrators to a minimu®mce users have fewer rights, a
user password leaking has fewer severe consequdh¢egven advisable to have an
extra user account for each administrator, whicukhbe used for regular viewing.

Choose strong passwords. A strong password is @wpasd that is hard to guess by
attackers (people and software). This helps torsethe product against brute force
attacks (trying all passwords). Use the followingdglines:

The password should be at least 8 characters lamgyer is better.
Use both CAPTIAL and small letters (at least oneaxth).
Use both letters and figures or other characterngéat one of each).

There should be no connection whatsoever betweengbrname and the
password. This includes copying parts of the useenar having a
semantically relevant meaning (e.g. the passwotideisiame of the user’s
wife). Preferably, the password should have no “Aomeaning at all.

o O O O

One of the prime ways for hackers to retrieve pasgsvis simply asking for it. A hacker
would pretend to be e.g. a support technician akdyau for the password. In order to prevent
this kind of attack, we outline here the procedfoe Quadrox support people regarding
passwords of customers.

First of all, by default Quadrox does not know g@gswords of machines in the field. Since
we use the operating system for authenticatiorretie no way in which we can retrieve a
password, for any reason. The only way for us tovkra password is if the customer
voluntarily tells us.

If it is necessary for Quadrox support to have phassword in order to give assistance, the
support technician will ask the customer to cadl ¢feneral Quadrox support number or use the
official support@quadrox.corfibe) address. This way, the customer is surehtbaells the
password to the correct person.

When you have the slightest doubt about the authignof the support person, the requested
way of communicating the password or the telephoumber given to call, please don’t
hesitate to call Quadrox support on the followingmber: +32 (0)16 58 25 85. For USA
customers, please call 1-888-QUADROX.

The Quadrox support personnel will not save or kpapswords in any way. For optimal
security you should change the password after patipall, or in general after revealing the
password to anyone who normally doesn’t have access

Default passwords should be changed as soon ableogseferably even before GuardNVR
Is put on the network. Otherwise attackers can gminess to the system using easily
retrievable passwords. It’s like locking the ddauif leaving the key in the lock.

Version 4.4 Series



6.2.2Windows security updates

To keep your system secure, it is important that keep it up to date. This will prevent an
attacker from using vulnerabilities that have alsebeen removed by Microsoft.

Quadrox is not responsible for keeping the insgdaBeiardNVR software and Windows OS up
to date. This is the responsibility of the install®uadrox is not responsible for problems that
originate from not keeping the machine up to datgdghes until the last release applied). If
such a problem occurs (e.g. a virus), Quadroxredbmmend a full re-installation.

6.2.3Network security

The network is the main interface of GuardNVR, tlgio which an attack can occur. That's
why it is important to pay special attention tosesurity.

In accordance with our general security policy,mitry as much as possible to limit the way
in which the network can be used, while not intenfg with GuardNVR functionality. There
are several ways to limit the network:

Physical limitation (dedicated network)

Limiting the number of connections (LAN versus hmeet)
Using only one network protocol (TCP/IP)

Allowing only traffic on the necessary network @ofEirewall)
Allowing only known clients

Limiting the functionality of the web server (seitgy IIS)

6.2.3.1Dedicated network versus integration with the
corporate network

Having a dedicated network for video surveillanadds an intrinsic level of security by
physically eliminating access points for attackkisTway, you can easily have a safe and
robust system. The network becomes a safe entitgealf, while if GuardNVR is incorporated
in a more general network, security should be fawmdund the GuardNVR server.

A dedicated network also ensures that the videffidrdoesn't interfere with other general
data. This potentially increases the performanceotti GuardNVR and other applications on
the network.

On the other side, integrating the video networkhvihe corporate network can potentially
reduce the costs of installation and administratBwth solutions are possible and endorsed by
Quadrox. The choice depends on your performane,aca security needs.
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6.2.3.2Connecting GuardNVR to the Internet

When GuardNVR is in a LAN, the number of networkdes from which an attack can
originate is at most a couple of hundred. When GN¥IR server is connected to the Internet,
this number rises to millions instead. Connectinga@NVR to the Internet dramatically
increases the chance on an attack.

The choice of putting a unit on the Internet degenid the needs of the end user, but if you do
S0, please pay extra attention to the securityessoentioned in this document.

6.2.3.3Limiting the number of protocols

By default, the Windows operating system suppouittiple network protocols. An example is
NetBios which is, among other things, the protag®d to share folders across the network.

To increase security Quadrox recommends disablieget protocols on a GuardNVR server.
Only one protocol is recommended to be enabled:/IRCHhis is the main protocol used on
most of the current networks, including the Intérad the only one needed for GuardNVR
functionality.

Disabling other protocols prevents attacks thattheen and it is in that sense a good measure
to increase security. Furthermore it prevents th# fiom broadcasting, or in other words
constantly yelling its position to the rest of thetwork. This makes it more difficult for an
attacker to find the unit on the network, whichiagacreases security.

In some exceptional cases it might be necessagpdble these protocols again, e.g. to backup
video through shares. This is technically possikike: protocols are disabled, not removed.
However, Quadrox strongly advises against this tm@cand will not give support on this
functionality or any problems that originate from i

6.2.3.4Firewall

A critical element in GuardNVR security is the f&l. A firewall is a piece of software that
basically allows only a limited number of applicats to use the network.

GuardNVR may use Microsoft firewall, which is enatblby default in the Microsoft XP SP2
and Vista operating system. It is a basic firemath limited functionality, but none the less
effective for our goals.

Only the following applications are recommendete¢amllowed:

Web server needed for the web application (IS, PGR 80)

GuardNVR video server software (OPServer and OPVW,SKCP port 1518 and UDP
ports 4096-4223)

Remote desktop needed for remote administratiorsapgort

This is only valid for connections that are madeGoardNVR. For outgoing connections
(connections made from GuardNVR server to anothachime) there is no restriction.
However, please follow the guidelines for propes tesprevent problems.
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® For support issues where Quadrox support techrsiciake remote control to the
l WebCCTV TCP port 3389 must be opened. For Q-Morstmvice TCP port 5666
=y has to be open.
In some exceptional cases it might be necessaaijder more applications (open more ports).
This is technically possible; however, Quadrox regtg advises against this practice and will
not give support on this functionality or any preiis that originate from it.

6.2.3.5Allowing only known clients

If you have a set-up with a fixed number of knoviierds, there is a possibility to only allow
these clients, based on their IP address. No atlets will be allowed to access GuardNVR.
This would further limit the number of possible oegtion points and thus increase security.

This is only usable in a limited number of scenawrdamd can give rise to a number of logical
problems. Please contact Quadrox support for nmfoemation.

6.2.3.6Securing the applications

When applying the restriction on applications wtitle firewall such as explained above, the
attackable points are effectively limited to th@gmplications. In the next step we should make
sure that those applications themselves are secure.

Remote desktop doesn’t have ways of automatiors ifitplies that only a human operator can
use it, not a piece of software like a virus. Tis& of a human operator performing malicious
actions is limited to the access he has. The dgcofithis falls back to the security of the

passwords, for which a policy is outlined above.

The GuardNVR server is an unlikely point of attaskce it is not a wide spread application
like a web server. This means that very few peomald be interested in designing an attack
on this software. Those people would have to knowat @bout the internal workings of the
server, which is difficult. This being said, Quaxirengineers are working hard to keep the
number of possible security risks to an absolut@mum.

Only one application remains, namely the web sefii&). Quadrox uses tools issued by
Microsoft like urlscan and lock-down to block angtian that is not related to GuardNVR
functionality. To ensure security of 1IS, pleaseken@ure that all necessary security updates
are applied (see above).

6.2.3.7VPN

Setting up a virtual private network (VPN) can puiglly increase security, similar to having
a dedicated network or limiting the clients on WRlgss. It uses encryption of data that goes
over the network to achieve this goal.

Setting up a VPN for your video surveillance equinmis outside the scope of Quadrox
support. Be aware that the encryption process carsec delays that might affect the
performance of the video system.
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6.2.4 Other types of access

Apart from the network, there are several othersmvaywhich a malicious piece of software
can end up on GuardNVR. These ways include allrmédion carriers that can be connected
to GuardNVR servers, like CDs, floppies and USB ragndrives.

When connecting these information carriers to GNaffd server, pay special attention to
security. Make sure that they are scanned for gg@nd malware before connecting them.

Along the same line of reasoning you should payaeattention when you introduce foreign
objects in a shielded environment, e.g. a laptop teichnician in a dedicated video network.

6.2.5 3 party security tools

When the machine is locked down like described abdvshould be resistant against the
majority of threats. The limited increase in seyuthat would be achieved by pre-emptively
introducing additional security tools probably does justify the additional cost of licenses
and efforts for installation and maintenance. Femrfore, this software might interfere with
the functionality of GuardNVR.

Such tools include virus scanners, malware/spyaedvedre removal tools, additional pop-up
blockers, firewalls with extended functionalitissript blockers, etc.

As a general guideline, script blocking should [sabled at all times, since GuardNVR uses
scripts to implement its functionality. Th& Barty tools also need to allow the proper
installation and execution of signed ActiveX coments.

6.3 Error recovery mechanisms

GuardNVR has the ability to automatically recovesni common problems like crashes,
overheating, etc. This is achieved through: Sydtieralth Service (SHS).

System Health Service is software running on Gu¥iRNas a service. It monitors the
hardware and some vital processes on the machkeetHe GuardNVR server and IIS. If
something happens (e.g. a crash) to any of thessegses, the SHS will try to recover by —
depending on the seriousness of the situationtartegy the process or rebooting the PC.
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Troubleshooting

GuardNVR is a reliable system and is designed astkd for durability. However, problems
may occur, following procedures in this chapter balp to determine the cause.

You should become familiar with this chapter. Knogviwhat might go wrong can help
prevent problems from occurring.

7.1 Problem solving process

Resolving problems will be much easier if you olisdahe following guidelines:

Stop immediately when you recognize a problem sxistrther action may result in
data loss or damage. You may destroy valuable gnofelated information that can
help solve the problem.

Observe what is happening. Write down what theesyss doing and what actions you
performed immediately before the problem occurred.

The questions and procedures offered in this chapte meant as a guide, they are
not definitive problem solving techniques. Many lgeons can be solved simply, but
a few may require help from your installer. If yénd you need to consult your
dealer or other consulting person, be preparedetzribe the problem in as much
detail as possible.

7.1.1Preliminary checklist

Consider the simplest solution first. The itemghis section are easy to fix and yet can cause
what appears to be a serious problem.

Make sure you turn on all peripheral devices. Tihedudes your printer and any other
external device you are using.

Before you attach an external (none USB) deviceé dbwn the GuardNVRWhen you
turn the GuardNVR back on it recognizes the newadev

Make sure all options are set properly in the gpoading setup program.

Check all cables. Are they correctly and firmlyaatied? Loose cables can cause signal
errors.

Inspect all connecting cables for loose wires dhdamnectors for loose pins.
Check that your CD/DVD-ROM is correctly inserted.
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7.1.2Analyzing the problem

Sometimes the system gives clues that can helgoymentify why it is malfunctioning. Keep
the following questions in mind:

Which part of the system is not operating propekbyboard, hard disk drive, optical
media drive, or display? Each device produces miffesymptoms.
Is the system configuration set properly? ChecKigaration options.

Do any indicators light? Which ones? What colowr tlwey? Do they stay on or blink?
Write down what you see.

Do you hear any beeps? How many? Are they londnort® Are they high pitched or
low? Is the GuardNVR making any unusual noises2éown what you hear.

(J
‘_l' Record your observations so you can describe tbgraur dealer.
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7.2 Solutions for common problems

7.2.1Start up problems

Problem Possible causes and resolutions
Nothing shows up on the. Monitor problem
monitor when you try to o Check the section on monitor problems
start GuardNVR . Boot prob]em

0 Check the rest of this section
GuardNVR doesn’t This is probably caused by a lack of power.
switch on

Cable not connected or damaged

0 Make sure that the power cable is firmly
connected to the GuardNVR power supply and to akwwgr
power outlet.
0 If the cable is frayed or damaged, replace it.
0 If the cable connectors are dirty, wipe them with
cotton or a clean cloth.

Power outlet isn’t operational
0 Contact the building manager.

Power outlet doesn’t have the correct voltage
o] Adapt the jumper switch on the power supply to

match the power outlet voltage.
Power supply is in safety mode because the GuardNVR

overheated

0 Let the unit cool down and try again. Locate the

source of the overheating and eliminate it
Power supply is broken

0 Contact your hardware distributor
GuardNVR boots from - The BIOS settings are not appropriate
another storage devige Remove the storage device (e.g. take the CD-
then the hard disk (e.gROM out of the CD-ROM drive)
CD-ROM) 0 Adapt the BIOS settings to boot from the hard
disk first

“No system disk” ig The GuardNVR doesn't find a suitable storage dewadoot
displayed from.

No operating system is installed on the hard disk
The hard disk malfunctions

0] Check the cables which connect the hard disk to
the motherboard
0 Contact your hardware distributor
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GuardNVR doesn’t boo
and emits beep sounds

t A hardware device malfunctioned.

The RAM memory malfunctions

0 Check if the RAM memory is correctly inserted
0 Replace damaged RAM memory
0 Replace any RAM memory that is not compati
with the GuardNVR
0 Contact your hardware distributor

Another component malfunctions
0 Contact your hardware distributor

The keyboard or mous
doesn’t function

ea) The lights (LED) on the input device don't fuloct

Cables not properly connected

ble

0 Make sure that the mouse or keyboard cable is

firmly connected to the GuardNVR
Input device broken
0 Check the mouse or keyboard on another PC

b) The lights (LED) on the input device functiomtbhere is na
reaction on movement.

Input device connected by PS/2

0 Reboot the unit
Input device connected by USB
0 Disconnect the device and connect it again
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7.2.2Monitor problems

Problem

Possible causes and resolutions

The monitor is
completely black

Monitor switched off

o] Turn on the monitor
Cable not connected or damaged
0 Make sure that the power cable is firmly
connected to the monitor a working power outlet.
0 If the cable is frayed or damaged, replace it.
0 If the cable connectors are dirty, wipe them with

cotton or a clean cloth.
Monitor set up to complete darkness
0 Try to adapt the brightness and contrast setting
of the monitor
Monitor broken
0 Try another monitor

error (e.g. “No signal”)

The monitor displays an| -

Monitor cable not properly connected
0 Make sure that the monitor cable is firmly
connected to the GuardNVR and to the monitor

The monitor doesn’t
display correct colours

Monitor cable not properly connected
o] Make sure that the monitor cable is firmly
connected to the GuardNVR and to the monitor

Monitor set up incorrectly
0 Try to adapt the brightness and contrast setting
of the monitor

For other problems, please check the documentafitre monitor manufacturer.

7.2.3Windows logon problems

Problem

Possible causes and resolutions

JS

JS

of a User

You forgot the password -

Log in as Administrator, reset the Operator’s passiw
through the web application

of the Administrator

You forgot the password -

Re-install the GuardNVR

Since Quadrox uses the Windows Operating System for
authentication, there is no back door to retrievangesetting the
password.
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The password is not . Incorrect spelling
accepted 0 Type the password again
0 Pay special attention to capital letters, the
password is case sensitive!
Incorrect keyboard settings

0 Type Ctrl-Shift to switch your keyboard settings,
if you have set up multiple keyboard configurations
0 Use an appropriate keyboard

7.2.4Remote connection problems

Problem Possible causes and resolutions
Internet Explorer shows. IP address or domain name incorrect (spelling ejta
HTTP error 404 “The o Correct the spelling and try again
page cannot be found” | . No physical connection to the GuardNVYR
You can test this by performing a ping test
o] Check if the network cable of the GuardNVR| is
properly connected to the NVR and to the switchy burouter
0 Make sure the switch, hub or router is turned on
and working
o] Try to connect the GuardNVR to a different pprt

on the switch or hub
A 3" party application (e.g. a virus scanner) is prénen
the page from being displayed

0 Disable the % party software and try again
[IS (Internet Information Service) is not runningpperly

0 Contact Quadrox support
The Welcome screen. Scripts are blocked
appears, but the loggro Disable any script blockers, including script
screen doesn’t blocking functionalities of anti-virus software

0 Make sure port 1518 is opened.

0 Make sure the GuardNVR server is added to|the

Trusted Sites list of Internet Explorer.

A message pops up: Internet explorer blocks the installation of thetieX
“Your security settings$ component

prohibit running ActiveX| o Configure Internet Explorer to allow the
controls on this page. Asinstallation and execution of signed ActiveX coltgro

a result the page may npd Add your GuardNVR to the trusted sites list.
display correctly.”
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Browser returns . Internet Explorer has a proxy server enabled in|the
‘connection refused'-likelnternet Options, which blocks URLSs like 'localHost
message 0 Remove the proxy server from the Internet
options: Tools > Internet Options > Connections ANL
Settings.
A message pops up: “The Your firewall blocks GuardNVR signals
connection was activelyo Check whether all firewalls (server and client
refused by the side) are correctly configured.
GuardNVR server.”
7.2.5Camera problems
Problem Possible causes and resolutions
No or unstable images Camera not properly connected
0 Check the connections (network, coax cable)
0 If the cable or connectors are damaged, replace
the cable.
0 In case of analogue cameras, check whether the
cable is under voltage
Camera is turned off
0 Connect the camera to a working power outlet
0 Turn on the camera
The image is out of focus. Lens is not properly adjusted
or trembles 0 Try to adjust the camera to show more a focused
picture.
Camera not properly connected
0 See above for resolutions
For other problems, please check the documentafitre camera manufacturer.
7.2.6GuardNVR software problems
Problem Possible causes and resolutions
The buttons of the web. Internet Explorer hangs up
application don't work | o Close the browser and try again
GuardNVR server malfunctions
o] Restart the server with the icons on the

GuardNVR desktop
0 If the problem persists, reboot the GuardNVR
0 If the problem persists, contact Quadrox suppg
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A black image is shown

DirectX not installed or outdated
Check by Start > Run, type “dxdiag”. The DirectXrsien
should be at least 9.0c
o] Download and install the latest DirectX versi
from http://microsoft.com/directx

Video drivers of the client computer are outdated
0 Download the latest video drivers from t
website of the client computer manufacturer

Firewall blocks image transfer
0 Check whether all firewalls (server and clig
side) are correctly configured.

on

2Nt

No grid is displayed ir
the activity detectiorn
screen.

- Video card has less than 16 MB of video memory.
1Go to the Display settings, go to the Settings talck
Advanced. A new window appears, click the Adapabr Check
that Memory Size is at least 16 MB.
DirectX 9.0c or higher is missing
0 Download and install the latest DirectX versi
from http://microsoft.com/directx
Not enough hardware acceleration

0 See the section on client configuration
Very bad image quality- The color depth in the display settings isn't se4 or
(image shows big planes32 bits
of the same color) 0 Change the color depth to 24(32) bits insteac

16 bits in the display properties. Right click dre tDesktop
choose Properties. Go to the Settings tab, antheetolor depth
to 24(32) bits.

Wrong combination of graphics controllers and
drivers

Camera Wizard. Make sure to add the cameras j&dband

on

l of

for

o] Contact Quadrox support
PTZ supporting camera. Problem with camera configuration (source numbe@ring
doesn't have PTZ 0 Delete all IP devices. Add them again using [the

per type, not alternating different brands or types
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7.31f you need further assistance

If you require any additional help using your GUdYR or if you are having problems
operating the GuardNVR, you may need to contact d@ua for additional technical
assistance.

7.3.1 Before you call

Some problems you experience may be related tovaidt other than GuardNVR or the
operating system. It is important to investigat@eotsources of assistance first. Before
contacting Quadrox try following:

Review troubleshooting sections in the documentatfor other software and
peripheral devices.

If a problem occurs when you are running other iappbns, consult the
documentation for that software for troubleshoosnggestions.

Consult the dealer you purchased software froms Waly is the best source for current
information and support.

7.3.2Collecting the necessary information

When you contact Quadrox for technical support, willibe asked to provide the following
information. Please have this information readyobefyou call and include it in every email
that you send. This will help the support peopléamdle your problem in the most efficient
way. All information is obligatory.

® All this information can be gathered by one simgliek in the Video Manager
l Info -> Generate System reportSave the file and send it to support. ChecK.tker
=y Manual for more information about this topic.

What is the type of product?
Possible types are WebCCTV, Guard, Enterprise..alliasion. The type matches the name in
the Windows Start menu.

How many units are showing the problem?

How many video sources are connected to each unit?
Make a distinction between the different types i) of network cameras and network video
servers. You can find this information in the weiplecation. Log in as Administrator and go
to the “System” menu. There you will find a listtbe connected sources.

What is the version of the operating system?
What is the version of your GuardNVR software?
This information can be found in the web applicatihog in as Administrator, go to the

“System” menu and select “System info”. The numiée you need to provide are “XPe
build version” and “Setup version”.
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What is the problem?
Please make sure that you have the relevant infmmaoncerning your problem. What is
going wrong? What were you expecting? A good pmobtescription can help the support
person to handle your question more efficiently.

All this information can be gathered by one simplelick in the Video Manager Info ->
Generate System report. Save the file and send @ support.

7.3.3 How to contact Quadrox

If you are still unable to solve the problems andpgct that it is related to the GuardNVR
products, contact Quadrox as described in the Agige Contact Us.

USA:

E-mail: support@quadrox.be
Telephone: +1 888 QUADROX

Europe:

E-mail: support@quadrox.be
Telephone: +32 (0) 16 58-25-85
Fax: +32 (0) 16 58-25-86

7.3.4How to allow remotely access to your
GuardNVR by Quadrox support

Sometimes to fix a problem with your GuardNVR uhi easiest way for Quadrox support is
to take remote control of your GuardNVR. Quadrogport will only attempt this after
having been in contact with you through phone oaiemRemote Access to the GuardNVR is
established with the help of the Quadrox Remoteséasce Tool, VNC, RDC, Logmein or
CoPilot (www.copilot.com).
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8 Appendices

Version 4.4 Series



Appendix A

GuardNVR installation checklist

Please check that you performed all steps listémibe
O Hardware connections:

1. Connecting the power outlets to the GuardNVR, casiend the network
switches.
2. Establishing a network connection between all efdbvices by connecting each
of them to a network switch using UTP network cable
Configuring the GuardNVR’s IP-address

Configure the cameras by:

©®

1. Giving all cameras staticIP addressusing the Camera Setup CD-ROM.
2. Giving all cameras a user name and password.
3. Adding all the cameras to the GuardNVR Web Appiaatusing the correct
static IP address, user name and password assigtitezisteps above.
4. Setting all the camera parameters, such as the raamelity (resolution),
recorded frames per second and compression type.
5. Setting the activity detection level & masking @mtly.
Checking for the presence of recordings for allnemrted cameras storage folder you
selected during installation.
Verifying the combined CPU consumption of the GINW® is not higher than 55%
when all connected cameras are simultaneouslydgxpr
Changing the default passwords into strong passvditte passwords are changed in
the User management of the GuardNVR application.
Checking access to the GuardNVR from a remoteairite network.

Saving the GuardNVR settings using thave Configuration feature in theSystem
info screen.

Configuring a router (not needed when the GaurdN¥Rhot accessed from an
external location)

Opening TCP ports 1518 and 80.

Opening the UDP port range 4096 ~ 4223

Opening the TCP port 3389

Opening the TCP 5666 if your server is monitoredthyy Quadrox Q-Monitor
Service.

Forwarding all of the above ports to the interfabddress of the GuardNVR
Above are the default ports. Note that these parésge when the default ports
are changed in the GuardNVR settings

Checking the Internet connection.

© @0 @ @ ®
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Appendix B
Contact Us

Quadrox is a leading provider of Digital Video Imtet infrastructure management solutions,
enabling companies to leverage the Internet tovelelbetter physical security and more
powerful and cost-effective Digital Video applicats and services to their customers,
employees and business partners. The Quadrox Gu&dproduct family provides an
efficient and reliable infrastructure by which epiises can distribute, update and manage
video sources and content over corporate intrapgtsanets and the Internet.

Corporate headquarters

Belgium:

Address: Quadrox tsov., Duigemhofstraat 101, 3020 HerenligiBm

Telephone: +32 (0) 16 58-25-85

Fax: +32 (0) 16 58-25-86

E-mail: info@quadrox.be

USA:

Address: Quadrox US 900 Warm Springs Road, Ste. C102 HeodgerSevada
89011

Telephone: (+1) 702-564-6340

Toll Free: (+1) 888-564-6340

Fax: (+1) 702-564-6341

E-mail: info@quadrox.com

Technical support

Quadrox is committed to providing you with the begerall product experience. This includes

intuitive technical products and flexible optiors fit your support needs. Our products are

designed with superior quality and ease of useimdbut we understand that issues do arise
from time to time that need the backing of our sarppesources.

USA:

E-mail: support@quadrox.be
Telephone: +1 888 QUADROX
Europe:

E-mail: support@quadrox.be
Telephone: +32 (0) 16 58-25-85
Fax: +32 (0) 16 58-25-86
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Appendix C

Camera protocols supported by WebCCTV v.4.4.2.0

Updated on: 16 August, 2010

IP cameras

ACTi
Act ACD-2100 PAL

»  ACTI ACE-ZI00 INTSC

w CACTT ACM-1011

o ACTI ACHMELIDON
ACTI ACK-1100P

o ACTT ACM-1100N
ACTI ACKELTDLP

»  ACTI ACKM-11LIT

« ACTI ACM-1111F

o CACTT ACH-1231

« ACTIACKM-1232

= ACTI ACM-13100d

» ACTE ACK-1310P
ACTT ACM-151EDT

» ACTIACM-131IF

o ACTI ACM-14311

o ACTI ACM-1431F

o CACTI ACK-143274
ACTI ACM-1432P
ACTI ACK-1511
ACTE ACM-300L
ACTI ACHE-301L

» - ACTI ACK-31000

« ACTI ACMW-3100F

o CACTT ACMEZ100I

» CACTI ACHEII0EP

o CACTT ACKM-3LINN
ACT: ACKW-311EP
ACTT ACNME3ZTIN

« ACTIACKM-321IL

«  ACTI ACM-3531IN

» ACTI ACM-3311P

o CACTI ACK-3401
ACTI ACM-3411
ACTI ACM-535110

«  ACTI ACM-3601

« CACTI ACKM-3603

« ACTI ACM-3701

s  ACTI ACM-3703

»  ACTE ACK-2000

o ACTI ACM-2001
ACTI ACH4100 WNTSC
ACTI ACH-4100 PAL

» ACTI ACM-E200

v ACTT ACM-220L

» ACTI ACK-4301

» ACTT ACM-500L

o CACTI ACN-53EL
ACTI ACNMES60L
ACTT ACKM-56EL

= ACH ACM-370LP

s ACTE ACMM-ETOLN

« ACTT ACM-GTIIN
ACTI ACM-5TIIP
ACTI ACM-T4IL
ACTI ACHM-BA0L
ACTI ACHE-BIIL
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ACTi ACM 8511 NTSC
ACTi ACM-8511 PAL
ACT CAN-5200ET
ACTi CAM-5200HP
ACTi CAM-5201H
ACTi CAM-5201HP
ACTi CAM-5220ET
ACTi CAM-5I0HP
ACTi CAMSIIHN
ACTi CANESIZIHP
ACTi CAM-5300HT
ACTi CAM-SI00HP
ACTi CAM-SITER
ACT CAM-5301HP
ACTi CAM-5320ET
ACTi CAM5I20HP
ACTi CAM-S321EN
ACTi CAM-5321HF
ACTi CAMS3ZEN
ACTi CAM-5322HP
ACTi CAN-GII0NS
ACTi CAM-62D0P?
ACTi CAM-G2ND
ACTi CAM-BI0FT
ACTI CAM-G7AN
ACTi CAM-G2I0PW
ACTi CAM-G500 TSC
ACTi CAM-6500 PAL
ACTi CAM-B5I0NTSC
ACTi CAM-G510 PAL
ACTi CAM.G520 NTSC
ACTi CAM-6520 PAL
ACTi CAM-6600 MTHC
ACTi CAM-6600 PAL
ACTi CAM-6610 NTSC
ACT CAM-G610FAL
ACTi CAM-66M0 NTSC
ACTi CAM-6620 PAL
ACTi CAM-HE30 NTSC
ACTi CAM-6630 PAL
ACTi CAMTH0N
ACTi CAMTIN0P
ACTi CAM-7201N
ACTi CAM-T2HLP
ACTi CAMTZHN
ACTi CAM-72H0P
ACT CAMET2HIN
ACTi CAM-TZ21P
ACTi CAM-TI00M
ACTi CAMTI00P
ACTi CANETROIN
ACTi CAM-T30P
ACTi CAMFIIN
ACTi CAM-TIHCP
ACTi CAM-TIHN
ACTi CAM-TIHP
ACTi CAMTI?IN
ACTi CAM-T321P

ACTI CAM-73271
ACTI CAM-T322P
ACTI CAM-7411
ACTI TCD-ZI00P
ACTI TCD-Z10004
ACTi TCD-1500F
ACTi TCD-I5000
ACT TCM-I011
ACTi TCM-1331
ACTi TCM-1332
ACTi TCM-1511
ACTI TCN-3001
ACTI TOM-3011
ACT TOM-3401
ACTI TCM-311
ACTi TCMV-3511
ACT TOV-101
ACTI TCM-4301
ACTI TCM-5001
ACTI TCM-5311
ACTI TCM-5312
ACTI TCM-5601
ACT TCM-50T1
ACTI TCM-F0LL
ACTI TOM-711

ApproTech

APPROLC-7211 PAL
APPFD LC-7211 INTSC
APPROLC-7ZIIW PAL
AFPRO LC-T2L1W NTSC
APFROLC-7214 FAL
AFPRO LC-7XI4 INTSC
AFFEOLC-TXISFAL
AFPEQ LC-7215 INTSC
AFPPROLC-7X21 PAL
AFPRO LC-7XX INTSC
AFFROLC-TXZ PAL
AFPPRO LC-7X WTSC
AFPFROLC-FXNEFPAL
APPRO LC-7XHNENTSC
APFROLC-7IIXS PAL
APPROEC-FXIE5 NTSC
AFPFO LC-7XISE PAL
APPEC LC-7XISE INTSC
AFPEQ LC-TXMEFAL
AFPRO LC-7ZHEINTSC
AFPPRO LC-FXISEPAL
APPROLC-TXBE WTSC
AFPEO LC-7226 PAL
APPRO LC-7X26 INTSC
AFPFEOLC-FIZEFAL
AFFEO LC-TXIB WTSC
APPROLC-7Z31 PAL
AFPFFOLC-FEIHFAL
APPFRO LC-7231H INTSC
AFPFOLC-TZ3IHT PAL
APPRO EC-F2IIHT WNTSC
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